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1 O0mue cBexeHus

1.1 Yrto Takoe «Kubepcrad»

«Kubepcrab» — wMomynpHas cucTeMa A OPraHU3allMOHHOTO oOecreyeHHs
MH(OPMAIIMOHHON 0€30MacHOCTH.

[Iporpammusblil komiieke «Kubepcra®» COCTOMT M3 CEPBEPHOM M KIMEHTCKOU
4yacTei, KOTOpble MOTYT ObITh YCTAHOBJIEHBI KaK Ha OTHOM KOMITbIOTEpE, TaK U HA PA3HBIX.
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2 YcTaHOBKA CepBEPHOI YaCTH

2.1 TpeOoBaHus1 K NPOrpaMMHOMY 00ecCIie4eHH IO
[TonnepxuBaembie ONEepallMOHHBIC CUCTEMBI:

— Windows 7 (64-6utHas Bepcus);

— Windows 10;

— Windows 11;

— Windows Server 2012;

— Windows Server 2016;

— Anpr Pabouas crtannms 9;

— At Pabouas crannus 10;

— Anbt Cepiep 9;

— Auet Cepsep 10;

— Astra Linux Common Edition (Orel) 2.12;
— Astra Linux Special Edition (Smolensk) 1.6;
— Astra Linux Special Edition 1.7;

— Astra Linux Special Edition 1.8;

—PEJ1 OC 7.3;

—PEJI OC8;

— Debian 10;

— Debian 11;

— Debian 12.

[TonnepkuBacMbIe CUCTEMBI YIIPABICHUS Oa3aMU JTaHHBIX
— CYBJI «PostgreSQL» (Bepcuu 10, 11, 12, 13, 14, 15);
— CYB/]] «Jatobay (Bepcus 1.5).

2.2 TpeOoBaHus K annapaTHoMYy o0ecIre4eHuI0

Armmmapataele  TpeOOBaHUsS, PEKOMEHAYEMBIC IPOW3BOAMUTENIEM, TIPUBEICHBI B
tabmure 1.
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Tabnuia 1 — Pexomenayembie anmaparHbie TpeOOBaHUS

Kommnonent IIpoueccop OneparuBHast Kectkuii quck
NaMATh

CepBepHas 4yacThb - apxutekTypa x86- | 8 '6 — mo 50 bes yuera B/] -
(cepBep, MOYJIb 64; OTHOBPEMEHHO 210,
OOHOBJICHUS, - 2 sijpa Ha KaXJapie | paboTaromumx ¢ yuerom B/I -
KOHCOJIb 10 onHOBpEMEHHO MIOJIb30BATENEN; pPEKOMEHIyeTCs OT §
YIIpaBJIEHUS ) paboTaroumx 16 6 — ot 50 I'o

MOJI30BATENEH C OJTHOBPEMEHHO

TaKTOBOM YaCTOTOM | pabOTarOIIMX

or 2,1 I'T MOJIb30BaTEICH
Knuenrtckas yacte | - apxurekrypa x86; |4 10 1T6

- 1 sapo ¢ TakTOBOM

4aCTOTOU

or 21T

2.3 IIpouecc ycraHoBKM cepBepHoil yacT HAa Windows-cepBepe

2.3.1 Hacrpoiika onepauoHHON CMCTeMbI U JONOJHUTEJIbHOI0 MPOrPaAMMHOIO
o0ecreyeHU

s oneparmonnoit cucteMbl Windows 10 pekoMeHyeTcss 100aBUTh CEPBEPHYIO
4acTh MporpamMmMHoOro komruiekca «Kubepctad» B CHUCOK HCKIIIOUEHUW JIJISI CHCTEMBbI
besonacHocts Windows, uToObl u30e€kaTh MOSBICHUS Pa3IMYHBIX MPEAYNPEKICHUM,
3aMeJICHUs] U OJJOKUPOBaHMS pabOTHI CEPBEPHOMN YaCTH:

1. [Tepeiinure B pazaen Ilyck > Ilapamerpel > OOHOBIEeHHE M 0O€30MaCHOCTH >
bezonacHocts Windows > 3amura oT BUPYCOB U yTpo3.

2. B pasnene Ilapamerpsl 3alUThl OT BHUPYCOB M YIpo3 BbIOEpUTE YIIpaBleHHE
napaMmeTpaMu, a 3ateM B paszzene MckmodueHus BeiOepute [[oOaBieHue wim yaajaeHue
UCKJIFOYEHUH.

3. Boibepurte Jlo0aBUTHh MCKIIIOUEHUE, a 3aT€M BBIOEpUTE MArKy, B KOTOpOi Oyaer
pasMeliieHa cepBepHasi 4acTh MPOrpaMMHOTO KoMmiuiekca «Kubepcrady.

CepBepHass 4acTh NpPOrpaMMHOro Komiuiekca «Kubepcrab» HMeeT BCTpOCHHbBIE
MEXaHU3MBI 3aIIUTH OT MOAU(BHUKAIIUN UCTIOTHIEMBIX (aiioB U OMOINOTEK BPEIOHOCHBIM
MPOrpaMMHBIM  O0OECIIEYCHUEM, II03TOMY JOOABICHHE €€ B CIHCOK HCKIIFOYCHUH
0e30macHo.

YeranoButre CYBJl «PostgreSQL» (Bepcum 10, 11, 12, 13, 14, 15), ucnonb3ys
MPEI0CTaBIEHHBIN TUCTPUOYTHUB, THOO CKadyaB ero ¢ 0UIIMAIBLHOTO caiiTa:

https://www.enterprisedb.com/downloads/postgres-postgresql-downloads

Buumanmne! YcranaBimBas CYB/J «PostgreSQL», 3anmomHuTre mnapossb
noJib3oBareJisi postgres. OH MoxkeT MOTPeOOBATHLCA B JajibHelleM MPU 00HOBJIEHUHU
0a3pl gaHHbIX. He ocraBiasiiTe mnmojge «mapojb» MNYCTBIM: NPH  MeTode
ayrentuuxanun no ymoauanuw CYB/l «PostgreSQL» He mo3BoJisieT BXOAUTH, He
YKa3bIBas MapoJib.

B wmeasix Oe3omacHocTH mociae ycraHoBKH PostgreSQL pexkomenayercst


https://www.enterprisedb.com/downloads/postgres-postgresql-downloads
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HACTPOUTH MOAKJIOYEeHHE TOJIbKO MO JOKAJILHOMY aJpecy BMeCTO BcCeX JOCTYMHBIX
aapecoB B KOH(purypauuonnom ¢aiisie postgresql.conf (listen_addresses = '127.0.0.1'
BMecTo listen _addresses ='*').

2.3.2 UHcTajussuusi NpOrpaMMHOro odecrevyeHust
JIJist M~HCTAIISIMK TPOTPAMMHOTO 00eCTIeueH ] HE0OX0IUMO:

1. Coznath Katajyior jyisi pa3MelieHus (aiioB mporpaMMHOro odecreueHus (aanee -
OCHOBHO Karasor).

2. CxonupoBaTb B OCHOBHOM Karajor TUPEKTOpHI0 C (haiijjaMu CEpBEPHOM YacTH
Server U3 MoJy4YeHHOTO AUCTPUOYTHUBA.

3. CkonupoBarh B OCHOBHOM KaTajior JUPEKTOPUIO C (pailiiaMu CepBEPHOI KOHCOJIU
serverconsole M3 MOJy4eHHOro IUCTPUOYTHBA, KOTOpas OyAeT HCIOIb30BaThCS IS
BBITIOJIHEHUSI  0a30BBIX JCHCTBHM MO  aJIMHUHUCTPUPOBAHUIO CEPBEPHOM  YaCTH
IIPOrPaMMHOI0 KOMILIEKCA.

4. CxonvpoBaTh B OCHOBHOM KaraJor JUPEKTOpUIO0 C (¢aidaMud yTUIUTHI
oOHOBIeHMs 6a3bl JaHHbIX dbupdater U3 MoayYeHHOTO AUCTPUOYTHBA.

5. CkonupoBarb B OCHOBHOW KAarajiol JUPEKTOpUI0 ¢ (ailllaMu  yTHUIUTHI
OOHOBJIEHUS IPOrPAMMHOTO KOMILIEKca appupdater U3 nNoJy4eHHOro AUCTpUOyTHBA.

6. CkonupoBarh B OCHOBHOM KaTajor TUPEKTOpHUIO java i (aiaoB BUPTYyaIbHOU
MaIluHbI Java.

7. Co3naTth B OCHOBHOM Kartajiore AUpPEKTOpuio backups st XpaHeHHs! pe3epBHBIX
KOMHMi1 0a3bl JaHHBIX U YaCTEW MPOrPaMMHOIO KOMILIEKCA.

8. Co3math B OCHOBHOM KaTajore JUPEKTOPHUIO temp Juisi pabOThl ¢ BPEMEHHBIMU
Gaiinamu.

I [naBHas Moaennutbca Bua Vv o
T ¥ Kubepcrabd v U Mowuck B: Kubepcrab P
ma [ata nsmeHeHua Tun Pasmep
appupdater 13.03.2025 17:07 Manka c parinamn
backups 13.03.2025 17:07 Manka c darinamm
dbupdater 13.03.2025 17:08 Manka ¢ ¢arinamm

java

server

serverconsole

temp

13.03.2025 17:08
13.03.2025 17:07
13.03.2025 17:07
13.03.2025 17:08

Manka c darnamm
Manka c parinamn
Manka c darinamm

Manka c darnamm

Buumanue! He nonyckaercs:

1. [TepenMeHOBBIBAaTH ~ UCHONHSAEMBbIE  (AMJIBI  MPOTPAMMHOTO  OOECIICUCHUS
«Kubepcrab» u npuiaraemple K HeMy TaIKy.

2. [lomemary napyrue wucmnonHsemMbie Gaiiabl B JAUpEKTOpuu ¢ (aitnamu
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nporpaMMmHoro odecreuenust «Kubepcrady.

3. 3MeHsaTh cocTaB OMONMOTEK, HWCIOJIB3yeMBIX MPOTPAMMHBIM OOECIEUCHUEM
«KubepcTtabdy.

4. 3anyckarb nporpamMmmHoe obecnieuenue «Kubepctad» ¢ USB-duen-nakonurerns,
Ha KOTOPOM OBLT MPEIOCTaBICH JUCTPUOYTHB.

5. 3anuceiBate Ha USB-¢dneni-makonurenb, Ha KOTOpOM ObUT TPENOCTaBIIEH
TUCTpUOYTHUB, Kakue-1uOo (ailyibl B TO BpeMsl, KOIJla CepBEepHAas 4acTb MPOrPaMMHOIO
xoMIuiekca «Knbepcerady 3amyieHa.

2.3.3 Hacrpoiika  cepBepHOU KOHCOJIH NMPOrPaMMHOI0  KOMILJIEKCA
«Kubepcrad»

1. OTtkpoitite ¢aiin console.properties. Copepxamuecss B HEM MapaMeTpbl
KOH(QUTypallul W WX Ha3HadeHWe omnucaHbl B TadOnuie 2. CKOPPEKTUPYUTE 3HAYCHUS
MapaMeTPOB, €CJIM CTPYKTYypa KaTajoroB OTIMYHA OT OMMCAHHOM B MyHKTE 2.3.2.

Tabnuma 2. [TapameTpsl KOHPUTYpaALUU CEPBEPHON KOHCOIU

Nmsa napamerpa 3HaueHue o Onucanne
YMOJYAHHU IO
appupdater.path .. /appupdater/ [TyTh k ucnionusseMomy Qaitry
CyberstabAppUpdate

YTHIUTHI OOHOBIICHUS
IPOrpaMMHOTO KOMILIEKCa

rWindows.exe

backup.path . . /backups [TyTh K AUPEKTOPUU JIJISI XPAHCHHUSI
PE3CPBHBIX KO 0a3bl TaHHBIX
IPOTrPaMMHOTO KOMILJIEKCA U €0
qacTen

dbupdater.path . ./dbupdater/ [TyTh K ucnonusieMomy (aiiny

CyberstabbbUpdater | yrynyry oGHOBICHNS Ga3bl JAHHBIX
Windows.exe

server.path .- /server/ Iyt x ucnonusieMoMy Gaiimy
CyberstabServerWin CepBEpHON YacTH
dows.exe

server.port 2020 [opT nist B3auMoaeCTBUS
CEPBEPHOM KOHCOJIN C CEPBEPHOM
YacThIO MPOrPAMMHOTO KOMILIEKCa

temp.path ../temp [TyTh K AUPEKTOPUH, UCTIOTB3YEMOM
115t paboThI C BPEMEHHBIMH
baiinamu

2.3.4 Hacrpoiika cepBepHOM 4YaCTH NPOrpaMMHOro Komiuiekca « Kubdepcrad»

1. Otkpoiite daiin server.properties. Copepkamuecs B HEM TapaMeTpbl
KOH(UTYpaluu U UX Ha3HaAYE€HUE ONKMCaHbI B Ta0nHIE 3.

HeoOxonmuMo yTOYHWUTH 3HA4eHUE TMEPEMEHHOM path.postgresgl, YyKa3aB
COOTBETCTBYIOIIUH MyTh K KaTajaory ucroiHseMbIx ¢aiinoB PostgreSQL.
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Tabnuia 3. [TapameTpbl KOHPUTYpAIK CEPBEPHON YacTh

HNmsa napamerpa

3HayeHue mo
YMOJYAHU IO

Onucanue

path.postgresqgl

C:\\Program
Files\\
PostgreSQLA\15\\
bin\\

[TyTh K ucnonHgeMbIM (aitiam
PostgreSQL

database.host

127.0.0.1

AJipec, 10 KOTOPOMY JTOCTYITHA
PostgreSQL

database.portnumber

5432

[Topt, MO KOTOPOMY JTOCTYITHA
PostgreSQL

path.1C.employees

[TyTh K KaTajory sl MHTErPaLUU C
nporpammoit «1Cy» uepes daitn (s
3arpy3Ku JaHHBIX O COTPYIHUKAX )

path.1C.techmeans

[TyTh K KaTajory sl HUHTErPaIluU C
nporpammoit «1C» uepes daitn (11
3arpy3KH JaHHBIX O TEXHUYECKUX
CpelICTBax)

network.portnumber

2017

[TopT 11t B3aMMOAEHUCTBHUSA C
KJIMEHTCKUMH YaCTIMU

network.clientrespon
setime

1 HOURS

Bpewms oxuganus oreera ot
KJIIMEHTCKOM JacTu. [1o ncreuenuun
JTAHHOTO TIeprOo/ia BpEMEHU
MIPOUCXOAUT MPEKPALICHUE
00pabOTKH MEPBOHAYATBLHOTO
3amnpoca

management .portnumbe
r

2020

[TopT 11t B3aMMOAEUCTBHUSA C
KOHCOJIBIO YIIPABJICHUS

schedule.lC.employee
s.timer

1 DAYS

[leprogu4HOCTD 3arpy3ku (aityios ¢
C KapTOYKaMH COTPYIHUKOB,
BBITPYKEHHBIX U3 TporpaMmbl « 1 Cy».
JlonycTuMbIe €IMHUIBI BPEMEHU:
DAYS (auu), HOURS (uachr),
MINUTES (munytsr), SECONDS
(cexynnnl). Ecnu TpeOyercs
OCYILECTBIISATh 3arpy3Ky (aiios
€XKETHEBHO B OIPEICICHHBIN
MOMEHT BPEMEHH, MOXKHO 33/1aTh
BpeMsi 3arpy3Ku B (popmare 4achl :
MUHYTHI (Hanpumep, 18:00)

schedule.1lC.techmean
s.timer

1 DAYS

[leprognaHOCTH 3arpy3ku (PaityioB ¢
C KAPTOUYKaMH TEXHUYECKUX CPEJICTB,
BBITPYKEHHBIX U3 TporpaMmbl « 1Cy».
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HNmsa napamerpa 3HavyeHMe 1O Onucanue
YMOJTYAHUIO

JlommyCTHMBIE €TUHUIIBI BPEMCHH:
DAYS (muu), HOURS (uachi),
MINUTES (munytsr), SECONDS
(cexynnnl). Eciu TpeOyercs
OCYIIECTBIISATH 3arpy3Ky (aiion
€KETHEBHO B OIIPE/ICIICHHBIN
MOMEHT BPEMEHH, MOYKHO 3a/1aTh
BpeMsl 3arpy3Ku B (hopMare 4achl :
MUHYTHI (Hanpumep, 18:00)

2.1Ipu ycranoBke PostgreSQL Ha y3en, OTIMYHBIA OT CEpPBEPHOM YacTH,
HEOOXOAMMO HAcTpouTh moakmoueHue K PostgreSQL mo cooTBeTcTByOIIEMY aapecy B
KoHpurypauuoHHoM  Qaitne  postgresql.conf:  (listen_addresses = '127.0.0.1,
<anpec_ceppepa PostgreSQL>' BMecTo listen addresses = "*").

3.IIpu ycranoBke PostgreSQL Ha y3en, OmIMYHBIA OT cepBepa, HEOOXOAMMO
HAaCTPOUTH pa3peIICHUE IJs MOAKIIOYEHHs APYyTrux mnonb3oBareneid PostgreSQL k 0Oasze
nanHbeix okidoci _db, no6aBuB cTpoky B (aitie pg hba.conf: host okidoci db all
<ampec-cepeepa-Kubepcrad>/32 mdb.

4. Ilpy UCHOJIb30BAHUM CPEJCTB MEKCETEBOIO ASKPAHUPOBAHUSI OTKpoilTe (Jinbo

yOeauTeCh, YTO OTKPBIT) MOPT, YKAa3aHHBIA B KOH(QUTYpaMOHHOM (haiilsie Kak mapaMmerp
network.portnumber.

2.3.5 Pa3BepTbiBaHMe 0a3bl JAHHBIX

Pa3BepThiBaHME 0a3bl TAHHBIX OCYIIECTBISETCS OJHUM U3 ABYX CIIOCOOOB:
— CO3JIaHre HOBOM 0a3bl TaHHBIX,

— HCIIOJb30BaHHUE 3aI0JTHEHHOM 0a3bl JaHHBIX.

Ecim Bmecte ¢ guctpuOyTtmBOM mporpaMMHOro Komiuiekca «Kubepctad» Obul
nepenan ¢ain ¢ pacmmpeHueM .sql, 3HAUWT, TPEANOoSaracTCs WCIOIb30BaHUC
3arMoJHEHHON 0a3bl JaHHBIX, HHaUe TpeOyeTcsl co3aHue HOBOM 0a3bl JaHHBIX.

Buumanue! He pgomyckaercss caMoCTOITeIbHOE HM3MEHEHHE COCTABA
opranusanuii B 0a3ze JaHHbIX. B ciyyae HeoOXoquMOCTH 100aBieHHs B 0a3y JaHHBIX
JOTOJIHUTENbHBIX ~ OpPraHu3aluil  oOpaTHTech K  AUCTPUOBIOTOPY IPOrpPaMMHOIO
obecneuenus «Kubepcrady» nist npuoOpeTeHus: COOTBETCTBYIOUIEH JINLIEH3UU.

2.3.5.1 Co3aanue HOBOM 0a3bI JaHHBIX

I[JBI CO3JaHuA HOBOM 0a3bl JaHHBIX HGO6XOI[I/IMO BBIIIOJIHUTD CJICAYIOIIHC I[GflCTBPIHI

— 3allyCTHUTb CCPBCPHYIO KOHCOJIb,

— BBI3BAaTh B CEPBEPHOM KOHCOJIM KOMaHIy setlevel “initialize”!, KOTOpas
MEePEBOAUT KOHCOJIb B PEKUM Ha4aIbHOM YCTAaHOBKH 0a3bl TaHHBIX;

— BbI3BaThb B CEPBEPHOM KOHCOJIM KOMAaHJIYy setpgpass W BBECTH Mapoib

M0JIb30BaTENs postgres, 3a1aHHbli pu yctaHoBke CYB/];
1 IlonHblil COMCOK KOMaH]I CEPBEPHOM KOHCOJIM MIPENICTABIEH B pa3aeine 13.
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— BBI3BaTh B CEPBEPHOU KOHCOJIM KOMAaHAY initserver;

— JIO’KJIaThCsl COOOIIEHUS 00 YCIEIIHOM CO3/IaHUM 0a3bl TaHHBIX.

> setlevel "initialize"

YpoBeHb "initialize" ycTaHoBneH

> setpgpass

BeeguTe nmaponb y4eTHOW 3anucu postgres

Maponb Nonb3oBaTenA NpUMEHeH

> initserver

BoinoNHAETCA WMHMUManuMzaumA 6as3bl gaHHbIX cepBepa

Baza gaHHbIX ycrewHo obHoB/eHa

Cepeep yCnewHo MpOWMHWLMAaNM3MpoBaH. 3anycTuTe cepsep BpYy4YHYH
>

2.3.5.2 Ucnoab30BaHue 3a0JTHEHHON 023561 JaHHBIX

Jlms  wmcmonb30BaHMS — 3allOJHEHHOM 0a3bl  JAHHBIX HEOOXOOWMO BBIIOIHUTH
CHEAYIOIINE NCUCTBUS:

— 3aIlyCTUTH CEPBEPHYIO KOHCOJIb;

— BBI3BAaTh B CEPBEPHON KOHCOJIM KOMaHIy setlevel “initialize”!, KOoTOpas
NEPEBOUT KOHCOJIb B PEKUM HauaJbHON YCTAaHOBKH 0a3bl JAaHHBIX;

— BBI3BaThb B CEPBEPHOM KOHCOJIM KOMAaHJy setpgpass W BBECTH IApOJIb
MOJIb30BaTeNs postgres, 3aiannubiid pu yctanoBke CYB/];

— BbI3BATh B CEPBEPHOM KOHCOJHU KOMAHJY initserverwithrestore “path”;,
yKa3aB B KauecTBe napamerpa path myTs k sql-daiiny c 3anonHeHHOo# 6a301 JaHHBIX;

— JIOXKJIaThCsl COOOIIEHUS 00 YCTEITHOM CO3/IaHUM 0a3bl JaHHBIX.

YpoeeHb "initialize" ycTaHoBnEH
> setpgpass
BeeguTe napofib y4YeTHoW 3anucu postgres

Mapone Monbzo0BaTenA NpUMeHeH
> initserverwithrestore "
Bbino/HAETCA BOCCTaHoBNeHWe 6asbl JaHHbIX

Desktop\database.sql"

PezepBHaA Komnua YycrelwHo BOCCTaHOBIEHa

BbinonHAETCA MHMUManusauns 6asbl AaHHbIX cepsepa

100, 00%

Ba2a gaHHbIX YcCrnewHo oBHOBMEHa

Cepeep yCMewHo NPOUHULMANWZMPOBaH. 3anycTUTe Cepeep EpY4HYK
>

2.4 Ilpouecc ycTaHOBKM cepBepHOii yacTu Ha Linux-cepsBepe

2.4.1 Hacrtpoiika onepannoHHON CMCTEMbI M JONOJHUTEIbHOI0 MPOrPAMMHOI0
o0ecneyeHu

2.4.1.1 Onepanuonnnie cucrembl AuabrT PaGouas cranums 9, Aabr PabGouas
cranuus 10, Anst CepBep 9 u Aubst Cepsep 10

1. YeranoBute CYBJl «PostgreSQL» (Bepcuu 10, 11, 12, 13, 14, 15):

1 IlonHblil COMCOK KOMaH]I CEPBEPHOM KOHCOJIM MIPENICTABIEH B pa3aeine 13.
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apt-get install postgresqgl [\ Bepcumu]-server
2. nunuanu3upyuTe CUCTEMHBIE 0a3bl JaHHBIX:
/etc/init.d/postgresqgl initdb

3. HobaBkTe city)0y postgresql B aBTO3amyck:

systemctl enable postgresgl.service

4. 3anycrture ciyx0y postgresql:

systemctl start postgresqgl

5. Ana onepaunonHbix cuctem AnsT CepBep 9 u Ansr CepBep 10 TpebOyercs
JIOTIOJTHUTENIBHO YCTaHOBUTH NakeT libusb-compat:

apt-get install libusb-compat

B wmeasax Oe3omacHocTH mociae ycTaHoBKH PostgreSQL pexomenayercs
HACTPOUTH MOAKJIIYEHHE TOJBKO IO JIOKAJBLHOMY aJpecy BMeCTO BCeX JOCTYNHBIX

aapecoB B KOH(purypauuonnom ¢aiisie postgresql.conf (listen_addresses = '127.0.0.1'
BMecTo listen_addresses = '*").

2.4.1.2 Onepanuonnas cucrema Astra Linux Common Edition (Orel) 2.12

l.Ilpu ycraHoBke omnepanuoHHOW cucTeMbl yctaHoBute CYBJ[ ¢ nucka c
TUCTPpUOYTUBOM, BBICTABUB COOTBETCTBYIOIIMN (priaykok Ha srane «Bwuibop u ycraHoBKa
nmporpaMMHoOro ootecriedeHus». Kpome TOro, pekoMeHIyeTcsi BBICTABUTh HACTPOUKY
«3arpamnmBarh maponsb g sudo» Ha sTane «JlomoaauTeapHbie HacTpoitku OC.

2. 3aiaiiTe nMapoiab MOJIb30BATENIO pOStgres:

sudo su postgres

psgl -c “ALTER ROLE postgres WITH PASSWORD 'sam napojs'”

exit

Buumanue! Yeranasausasa CYB/l, 3anomMHuTe nMapoJib 1mojib30Baresisi postgres.
OH MoOxkeT MOoTPedOBATHCS B JaJIbHelIIIeM PU 00HOBJIeHUH 0a3bl JaHHBIX.

B wmeasax Oe3omacHocTH mociae ycraHOBKH PostgreSQL pexomenayercs
HACTPOUTH MOAKJIOYEeHHE TOJIbKO MO JOKAJILHOMY aJpecy BMeCTO BceX JOCTYMHBIX
aapecoB B KOH(purypauuonnom ¢aiisie postgresql.conf (listen_addresses = '127.0.0.1'
BMecTo listen _addresses ='*').

2.4.1.3 Omnepauuonnsie cucrembl Astra Linux Special Edition (Smolensk) 1.6,
Astra Linux Special Edition 1.7, Astra Linux Special Edition 1.8

1.Ilpu ycraHoBKe omnepallMoHHON cuctembl ycraHoBute CYBJ[ ¢ aucka ¢
JTUCTPUOYTHBOM, BBICTABHB COOTBETCTBYIOMINI (uiakok Ha 3tamne «Bwibop m ycraHoBka
MIPOTPAMMHOTO 00CCIICUCHHSI.

2. 3amaitte nmapoias noias3oBareato CYB/l postgres:

sudo su postgres

psgl -c “ALTER ROLE postgres WITH PASSWORD 'mam mnapoJs'”
exit

Buumanmue! Yeranapiausass CYB/l, 3anioMHUTe mapoJib MOJIb30BaTE sl postgres.
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OH MoxkeT MoTPedOBATHCS B JaJIbHeMIIeM PU 00HOBJIEHUH 0a3bl JAaHHBIX.

B wmeasix Oe3omacHocTH mocie ycraHoBKH PostgreSQL pexomenayercst
HACTPOUTH MOAKJIIYEHHE TOJBKO IO JIOKAJBHOMY aJpecy BMeCTO BCeX JO0CTYNHBIX
aapecoB B KOH(purypauuonnom ¢aiisie postgresql.conf (listen_addresses = '127.0.0.1'
BMecTo listen_addresses = '*').

3. 3agaiiTe mapoJib MOJIb30BATEIIO ONEPALIMOHHON CUCTEMBI postgres:

sudo -1 passwd postgres

4. B ¢aiine /etc/parsec/mswitch.conf y mapamerpa zero if notfound BbICTaBbTE
3HaYeHUE yes. JlaHHBINA MapaMeTp ompeeNsieT MaHIaTHbIN aTpulyT MoJIb30Baress B 0azax
naHHBIX Kak 0 (MUHUMaJbHBIA YpPOBEHb IMpaB JOCTYIA), €CIM TaKOBOW arpulyT He ObLI
3a/1aH.

5. B daiine /etc/postgresql/[Ne Bepcuu]/main/pg hba.conf B cTpoke

local all postgres peer

local all all peer
c komMeHTapueM «Database administrative login by Unix domain socket» u «local is for

Unix domain socket connections only» COOTBETCTBEHHO 3aMEHUTh peer HA md5 JJI TOTO,
9TOOBI 00ECTICUUTh BO3MOXKHOCTH aBTOPH3AIIMH TOJIb30BATEIISI postgres IO MapoJIIo.

6. [lepezanmyctute ciy:)kOy, 4TOOBI HOBBIE MapaMeTpbl KOH(MUTypalud ObLIN
PUMEHEHBI:

systemctl reload-or-restart postgresqgl

7. Hns Bepcun Astra Linux Special Edition 1.7 u Astra Linux Special Edition 1.8
oTpeOyeTCsl JOTOJHUTEIIBHO YCTAHOBUTH TakeT libusb-0.1-4:

apt-get install libusb-0.1-4

8. Eciiu mnanupyercs paboTa onepariMoHHONW CHCTEMBbI C BKIIFOUEHHBIM PEKUMOM
3IIC (3aMKHYTOM IpPOrpaMMHOM CpeIbl), TO IJisg OOeCIeueHHUs] BO3MOXKHOCTH 3aIlyCcKa
MPWIOKEHHUS] HEOOXOMUMO YCTaHOBUTH OTKPBITHINA Kitod OO0 «Crangapt 6€30MacHOCTI»
JUTSI TIPOBEPKH AJICKTPOHHOUN TMOAMUCH HCTIOMHSAEMBIX (aiioB MpriokeHus. OTKPBITHIN
kitou (¢aitn OOO_Standart Bezopasnosti pub.key) MoxxHO ckauaTh 1o agpecy:

https://webpublic.yarsec.ru
aorud PUBLIC
napoiab WKtgjymS.

daiin OTKPBITOTO KJIFOYa HEOOXOAMMO MOMECTUTh B Kartajor /etc/digsig/keys, mocie vero
NPUMEHUTH U3MEHEHUS, BHITTOTHUB KOMaHIY

sudo update-initramfs -u -k all

Y [IEpe3arpy3uTh KOMIIBIOTED.
2.4.1.4 Onepauuonnsie cucrembl PEJ{L OC 7.3 u PEJL OC 8
1. Yeranoute CYBJI «PostgreSQL» (Bepcuu 10, 11, 12, 13, 14, 15):

dnf install postgresgl-server

2. aunuanu3upynTe cCUCTEMHbIE 0a3bl JaHHBIX:
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postgresgl-setup —--initdb —--unit postgresqgl

3. HobaBkTe cityx0y postgresql B aBTO3amyck:

systemctl enable postgresqgl.service

4. 3anycture cayx0y postgresql:
systemctl start postgresqgl

5. 3anaiite napons nonb3oBarento CYB/ postgres:

sudo su postgres

psgl -c¢ “ALTER ROLE postgres WITH PASSWORD 'sam napojs'”
exit

6. B daitne /var/lib/pgsql/data/pg _hba.conf B cTpokax

local all all peer

host all all 127.0.0.1/32 ident

3aMEHHUTb peer U ident HA md5 IAJIS TOTO, YTOOBI 00ECIIEUNTh BO3MOKHOCTD ABTOpU3allun
IMOJIB30BATECIA postgres IO MAPOJIIO.

7. Ilepezanyctute ciy:x0y, 4TOOBI HOBbIE MapaMeTpbl KOH(MUTypaluu ObLIN
MIPUMECHEHBI:

systemctl reload-or-restart postgresqgl

8. Jlnst onepanoHHoO cucteMbl Bepcuu 7.3 (s 7.3.1 He TpebyeTcs) HeoOXoauMo

yCTaHOBUTH OMOIMoTeKy libusb, mms sToro HEOOXOAMMO y3HATh BepcUM OUOIHMOTEK B
PENO3UTOPHUU:

dnf search libusb
Y 110100paTh MOAXOMASIINYIO O Pa3psiAHOCTH, HATPUMED:
dnf install libusb.x86 64

Buumanmue! Yeranapiausass CYB/l, 3anio0MHUTe mapoJib MOJIb30BaTE sl postgres.
OH MoskeT moTpedoBaThCA B JajIbHENHIIEM IPU 00HOBJIEHUHU 0a3bI JAHHBIX.

B ueasnax Oe3omacHocTH mociae ycraHoBKH PostgreSQL pexomenayercs
HACTPOWTH MOAKJYEHHE TOJbKO M0 JOKAJIBHOMY aJpecy BMeCTO BceX JOCTYIHBIX
aapecoB B KoHpurypauuonHom aiijie postgresql.conf (listen_addresses = '127.0.0.1'
BMecTo listen_addresses = '*').

2.4.1.5 Onepaunonnnie cucrembl Debian 10, Debian 11 u Debian 12

Baxno! B omnepanmonnoii cucreme m CYBJ[ gonxkHa OBITH YCTAHOBJIEHA
pyccKasi JIOKaJIb.

1. 3aganne mOKamM B OMEpaAlMOHHOW cucTeMe (ecau He ObUIO CAENaHO Mpu
YCTaHOBKE):

dpkg-reconfigure locales

Heobxonumo oTMeTuTh HyX)HbI€ JToKainH, BbIOpark ru_ RU.UTF-8 B kauecTBe g0Kanu
110 YMOJIYaHHUIO.

2. Ycranosute CYBJI «PostgreSQL» (Bepcuu 10, 11, 12, 13, 14, 15):
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apt-get install postgresqgl

3. HobaBkTe cityx0y postgresql B aBTO3amyck:
systemctl enable postgresqgl

4. 3anycture cayx0y postgresql:
systemctl start postgresqgl

5. 3anaiite napons nonb3oBarento CYB/ postgres:

sudo su postgres

psgl -c¢ “ALTER ROLE postgres WITH PASSWORD 'sam napojs'”
exit

6. B (daitne /etc/postgresql/[Ne Bepcun]/main/pg_hba.conf B ctpokax
local all all peer

local all postgres peer

3aMEHUTE peer HA md5 JJIA TOTrO, YTOObI O00ECHEUYUTh BO3MOKHOCTH AaBTOPHU3AIIMHU
IMOJIB30BATECIA postgres IO MAPOJIIO.

7. Ilepezanyctute ciy:x0y, 4TOOBI HOBbIE MapaMeTpbl KOH(MUTypaluu ObLIN
MPUMEHEHBI:

systemctl reload-or-restart postgresqgl

8. [ToTpebyeTcs TOMOJIHUTENIBHO YCTaHOBUTH TakeT libusb-0.1-4:
apt-get install libusb-0.1-4

Buumanmue! Yceranapiaupasi CYB/l, 3anioMHUTe MapoJib MOJIb30BaTE sl postgres.
OH MoXxkeT MoTPedOBATHCS B AaJIbHelIIIeM PU 00HOBJIeHUH 0a3bl JaHHBIX.

B wmeasix Oe3omacHocTH mociae ycraHoBkH PostgreSQL pexomenayercsi
HACTPOUTH MOAKJIOYEeHHE TOJIbKO MO JOKAJILHOMY ajJpecy BMeCTO BCeX JOCTYMHBIX
aapecoB B KOH(purypauuonnom ¢aiisie postgresql.conf (listen_addresses = '127.0.0.1'
BMecTo listen_addresses = '*").

2.4.2 UHcTajuissuusi NPOrpaMMHOro odecrevyeHust
JIJist M~HCTAIIISIMY TTPOTPAMMHOTO 00€CTIeYeHHsI HEOOXOIMMO:

1. Co3narh karaior jJis pazMenieHus (aisioB mporpaMMHOTO oOecrieueHus (Janee -
OCHOBHOM Karasor).

2. CxonupoBarb B OCHOBHOM Karajor TUpEeKTopuio c ¢aijamMu cepBEepHOM 4YacTu
server U3 MOoJIy4eHHOIo IUCTPUOYyTHBA.

3. CkomnupoBarh B OCHOBHOM KaTajior JUPEKTOPUIO ¢ (paiiiaMu cepBEpHOIl KOHCOIU
serverconsole M3 TMOJIYYEHHOrO AMCTPUOYTHBA, KOTOpas OydET HCIIOJIb30BaThCS IS
BBIMIOJIHEHUA  0a30BbIX JACMCTBMM 1O  aJIMHUHUCTPUPOBAHHUIO CEPBEPHOM  YaCTH
IIPOrPaAMMHOTO KOMIUIEKCA.

4. CxompoBaTh B OCHOBHOW KaTraJlor JUPEKTOpHIO C ¢aigaMu  yTHIUTHI
oOHoBIIeHMs 6a3bl JaHHBIX dbupdater u3 moay4eHHOTO AUCTPUOYTHBA.

5. CkonupoBarh B OCHOBHOM KaTajor TUPEKTOpHUIO java i (aiaoB BUPTYyaIbHOU
MallliHBI Java.
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6. CkomupoBaTb B OCHOBHOW KarajioT JUPEKTOpUI0 ¢ (ailllaMu  yTHUIUTHI
OOHOBJICHHS TIPOTPAMMHOTO KOMILIeKca appupdater U3 moy4eHHOTO JUCTPUOYTHBA.

7. Co3ath B OCHOBHOM Karajiore JIUPEKTOpUIo backups st XpaHeHHUsS] Pe3epBHBIX
KOTHi 0a3bl JaHHBIX U YaCTEW MPOrPaMMHOTO KOMILIEKCA.

8. Co3maTh B OCHOBHOM KaTajiore AMPEKTOPHIO temp s pabOThl ¢ BPEMEHHBIMU
daiinamu.

appupdater
backups
dbupdater
java

SEMVEr
serverconscle

temp

Buumanmue! He nonmyckaercs:

1. [lepeumeHOBBIBaTh ~ UCHONHSEMBbIE  (DaliIbl  IPOrPaMMHOTO  OOECTICUCHHUS
«KubepcTab» u npuiaraemple K HEMy HalKU.

2. [lomemare napyrue wucmonHsemMbie Gaiiasl B AUpEeKTOpuu ¢ (aitmamu
nporpamMmmHoro obecneuenus «Kndepcrady.

3. 3mensaTh cocTtaB OWMONMOTEK, HMCHOIB3YEMBIX MPOrPAMMHBIM ObOecreueHueM
«Kubepcrady.

4. 3ammyckarb nporpaMMmHoe obecnieuenne «Kubepctad» ¢ USB-duem-nakonurerns,
Ha KOTOPOM OBLI IIPEIOCTABICH JUCTPUOYTHUB.

5. 3anuceiBate Ha USB-¢dnemni-nakonurtenb, Ha KOTOpOM ObUT TPENOCTaBIICH
TUCTPUOYTHB, Kakue-muOo (aiiyibkl B TO BpeMsi, KOIJla CepBepHAas 4acTh MPOrPaMMHOTO
komruiekca «Kubepcrabdy 3amyrieHa.

Jlnst 3amycka cepBepHOW dacTu TmporpammHoro komiiekca «Kubepcrad» B
OTICPAITMOHHON crucTeMe 0e3 rpaduieckoil 000J0UKH YI0OHO HCIIONh30BaTh MOJCHUCTEMY
ynpaBiieHus ciyk0amu systemd: pasmectutsh B kartajore /ust/lib/systemd/system (qu60
etc/systemd/system — B 3aBUCUMOCTH OT OINEpaIMOHHOW cucTembl) daiin okidoci-
SErver.service CJIEAyIONero CoMAepKaHus (3HAUYCHUs MapaMeTPOB, BBIJCICHHBIX JKUPHBIM
mpudToM, ClIeyeT YTOYHUTH B 3aBUCUMOCTH OT OTIEPAIIMOHHON CHUCTEMBI U ITapaMeTPOB
YCTaHOBKH MTPOTPAMMHOTO KOMIIJIEKCA):

[Unit]
Description=Cyberstab Server
After=postgresql.service

Requires=postgresql.service



[Service]

Type=simple

17

WorkingDirectory=/opt/CyberstabServer

User=root

ExecStart=/opt/CyberstabServer/CyberstabServerLinux

TimeoutSec=10

[Install]

WantedBy=multi-user.target

[Tocne coxpanenus (aiiga HEOOXOAMMO BBIIIOIHUTh KOMAaHIY systemctl daemon-
reload WM Eepe3arpy3uTb KOMIBIOTED.

[Ipu nHammumu Takoro (aita OymeT Bo3MOXKHA paboTa C CEPBEPHOM YACTHIO
nporpaMmHoro komruiekca «Knbepcradb» kak co Ciryk00H, ¢ MCIOIb30BAHMEM KOMAH]IbI

systemctl.

2.4.3 Hacrpoiika

«Kubepcrad»

1. OTkpoiite

cepBepHOi

daiin  console.properties.

KOHCOJIH

Conepxaiuecs B

NPOrPaMMHOI0  KOMILIEKCA

HEM [apaMeTpbl

KOH(pUTypaluu M HUX Ha3HaueHWe onucaHbl B Tabnuie 4. CKOppeKTHpyiTe 3HaueHUs
MapaMeTpOB, €CIIA CTPYKTypa KaTajJoroB OTINYHA OT ONUCAHHOM B MyHKTE 2.4.2.

Tabnuma 4. [TapameTpsl KOHPUTYpAILUU CEPBEPHON KOHCOIU

Nmsa napamerpa 3HaueHue o Onucanue
YMOJTYAHHUIO
appupdater.path .. /appupdater/ [TyTh K ucnoHAEMOMY (ailiry
CyberstabAppUpdate YTUJIATEl OOHOBIICHHS
rLinux
IPOrPaMMHOTO KOMILIEKCa
backup.path . . /backups [IyTh K IUPEKTOPUHU JJIs1 XPAHEHUS
PE3EPBHBIX KOIMUI 0a3bl JAHHBIX
IIPOrPaMMHOTO KOMILIEKCa B €T0
yacTten
dbupdater.path ../dbupdater/ ITyTh K ucnonusieMoMy (aiiay
CyberstabbbUpdater |y ynyre 06HOBICHUS 6a3bl JAHHBIX
y
Linux
server.path ../server/ I[TyTh K ucnonuseMoMy (aiiay

CyberstabServerLin
ux

CEpPBEPHOI YacTH

server.port 2020 [opT st B3auMoaeHCTBUS
CEpBEPHON KOHCOJIM C CEPBEPHOI
4acThO0 IPOrPAMMHOTO KOMILIEKCA

temp.path ../temp [IyTh K TUPEKTOPHH, UCTIOIB3YEMOI

1Tt paboTHI C BPEMEHHBIMHU
dbaiinamMu
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2.4.4 Hacrpoiika cepBepHOil 4aCTH NPOrPaMMHOr0 Komiuiekca «Kudepcerad»

1. Otkpoiite  daiin

server.properties.

Conmepxamiuecss B HEM IapaMeTphl

KOH@HpraHHHIIHXIHBH&QCHHGOHHC&HLIBT&6HHH€5.

Tabnuna 5. [TapameTpbl KOHPUTYpALIMKM CEPBEPHOMN YaCTH

HNmsa napamerpa

3HaueHue Mo
YMOJTYAHHIO

Onucanue

path.postgresgl

/

[IyTh K ucnionHAeMbIM (haiiiam
PostgreSQL (neT HE0OX0AUMOCTH
KOPPEKTUPOBATh, TOCKOJIbKY 3aIlyIIeHHAs
CiTy>k0a 0OHapy>XKMBAETCsl aBTOMAaTUUECKH )

database.host

127.0.0.1

AJpec, o KOTOPOMY JIOCTYITHA
PostgreSQL

database.portnumber

5432

ITopT, M0 KOTOPOMY JOCTYITHA
PostgreSQL

path.1C.employees

[TyTh K KaTamory st HHTETPaIlnuy C
nporpammoit «1Cy» uepes daitn (s
3arpy3KH JaHHBIX O COTPYIHUKAX )

path.1C.techmeans

[TyTh K KaTajory Jisi HHTETPaIluy C
nporpammoit «1Cy» uepes daitn (s
3arpy3Ku JaHHBIX O TEXHUYECKUX
CpencTBax)

network.portnumber

2017

ITopT nyst B3aMMOIENCTBUSA €
KJIIMEHTCKUMH YaCTIMA

network.clientresponse
time

1 HOURS

Bpems oxuianus oTBeTa OT KIMEHTCKOU
yactu. [1o uCcTeueHnr TaHHOro Nepruoaa
BPEMEHU IIPOUCXOIUT IIPEKPALLECHUE
00pabOTKH epBOHAYAILHOTO 3apoca

management.portnumber

2020

[TopT mi1st B3aMMOAEHUCTBUS C KOHCOJIBIO
YIIPABJICHUSA

schedule.lC.employees.
timer

1 DAYS

[TeprnoguaHOCTH 3arpy3Ku (ailyios ¢ ¢
KapTOYKaMHU COTPYIHHUKOB, BHITPYKCHHBIX
n3 nporpammel «1Cy». JlomycTtumbie
enuHuIbl BpeMenu: DAY'S (nHm),
HOURS (uacet), MINUTES (MunyThI),
SECONDS (cexynnsi). Ecnu Tpebyercs
OCYULIECTBIISIT 3arpy3Ky (ailios
€XKETHEBHO B OMPE/ICICHHBIA MOMEHT
BpPEMEHU, MOXKHO 3a71aTh BpEeMsI 3arpy3KH
B (hopmare 9achl : MUHYTHI (HaIIpUMeEp,

18:00)

schedule.1lC.techmeans.
timer

1 DAYS

[leproandHOCTH 3arpy3Ku (haiioB ¢ ¢
KapTOYKaMU TEXHUYECKUX CPEJICTB,
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HNmsa napamerpa 3HavyeHne no Onucanue
YMOJTYAHUIO

BBITPY>KEHHBIX U3 TporpaMmbl «1C».
Honyctumele eanHuLbl BpeMenn: DAY'S
(man), HOURS (wacsr), MINUTES
(munyThl), SECONDS (cexynasi). Ecaun
TpeOyeTCsl OCYIIECTBIISATh 3arpy3Ky
(aiijIoB €KXETHEBHO B ONPECICHHBIN
MOMEHT BPEMEHU, MOKHO 33/1aTh BpeMs
3arpy3ku B (hopmare 4achl : MUHYTHI
(manpumep, 18:00)

2.1Ipu ycranoBke PostgreSQL Ha y3en, OTIMYHBIA OT CEpPBEPHOM YacTH,
HEOOXOAMMO HAcTpouTh moakmoueHue K PostgreSQL mo cooTBeTcTByOIIEMY aapecy B
KoHpurypauuoHHoM  Qaitne  postgresql.conf:  (listen_addresses = '127.0.0.1,
<anpec_ceppepa PostgreSQL>' BMecTo listen addresses = "*").

3.IIpu ycranoBke PostgreSQL Ha y3en, OmIMYHBIA OT cepBepa, HEOOXOAMMO
HAaCTPOUTH pa3peIICHUE IJs MOAKIIOYEHHs APYyTrux mnonb3oBareneid PostgreSQL k 0Oasze
nanHbeix okidoci _db, no6aBuB cTpoky B (aitie pg hba.conf: host okidoci db all
<ampec-cepeepa-Kubepcrad>/32 mdb.

4. Ilpy UCHOJIb30BAHUM CPEJCTB MEKCETEBOIO ASKPAHUPOBAHUSI OTKpoilTe (Jinbo

yOeauTeCh, YTO OTKPBIT) MOPT, YKAa3aHHBIA B KOH(QUTYpaMOHHOM (haiilsie Kak mapaMmerp
network.portnumber.

2.4.5 Pa3BepTbiBaHMe 0a3bl JAHHBIX

Pa3BepThiBaHME 0a3bl TAHHBIX OCYIIECTBISETCS OJHUM U3 ABYX CIIOCOOOB:
— CO3JIaHre HOBOM 0a3bl TaHHBIX,

— HCIIOJb30BaHHUE 3aI0JTHEHHOM 0a3bl JaHHBIX.

Ecim Bmecte ¢ guctpuOyTtmBOM mporpaMMHOro Komiuiekca «Kubepctad» Obul
nepenan ¢ain ¢ pacmmpeHueM .sql, 3HAUWT, TPEANOoSaracTCs WCIOIb30BaHUC
3arMoJHEHHON 0a3bl JaHHBIX, HHaUe TpeOyeTcsl co3aHue HOBOM 0a3bl JaHHBIX.

Buumanue! He pgomyckaercss caMoCTOITeIbHOE HM3MEHEHHE COCTABA
opranusanuii B 0a3ze JaHHbIX. B ciyyae HeoOXoquMOCTH 100aBieHHs B 0a3y JaHHBIX
JOTOJIHUTENbHBIX ~ OpPraHu3aluil  oOpaTHTech K  AUCTPUOBIOTOPY IPOrpPaMMHOIO
obecneuenus «Kubepcrady» nist npuoOpeTeHus: COOTBETCTBYIOUIEH JINLIEH3UU.

2.4.5.1 Co3aanue HOBOM 0a3bI JaHHBIX

I[JBI CO3JaHuA HOBOM 0a3bl JaHHBIX H606XOI[I/IMO BBIIIOJIHUTD CJICAYIOIIHC I[GﬁCTBHHZ
— 3allyCTHUTb CCPBCPHYIO KOHCOJIb,

— BBI3BAaTh B CEPBEPHOM KOHCOJIM KOMaHIy setlevel “initialize”!, KOTOpas
MEePEBOAUT KOHCOJIb B PEKUM Ha4aIbHOM YCTAaHOBKH 0a3bl TaHHBIX;

— BbI3BaThb B CEPBEPHOM KOHCOJIM KOMAaHJIYy setpgpass W BBECTH Mapoib

M0JIb30BaTENs postgres, 3a1aHHbli pu yctaHoBke CYB/];
1 IlonHblil COMCOK KOMaH]I CEPBEPHOM KOHCOJIM MIPENICTABIEH B pa3aeine 13.
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— BBI3BaTh B CEPBEPHOU KOHCOJIM KOMAaHAY initserver;

— JIO’KJIaThCsl COOOIIEHUS 00 YCIEIIHOM CO3/IaHUM 0a3bl TaHHBIX.

> setlevel "initialize"

YpoeeHb "initialize" ycTaHoeneH

> setpgpass

BeeguTe naponb y4eTHOH 3anvcu postgres

Maponb nosnbzoBaTenA MpUMeHeH

> initserver

BoinosHAETCA MHUMUManus3auma 6as3bl gaHHbIX cepeepa

Ba3a AaHHbIX ycnewHo obHoEMeHa

CepBep ycnewHo ApoWHULWANWZUPOBaH. 3anycTUTe Cepeep EBpYH{HYH
P

2.4.5.2 Ucnoab30BaHue 3a0JTHEHHON 023561 JaHHBIX

Jlmsg  wmcmonb30BaHMS — 3allOJJHEHHOM 0as3bl  JAHHBIX HEOOXOOMMO BBIIOIHUTH
CIIEAYIOIIME NCHUCTBUS:

— 3aIlyCTUTh CEPBEPHYIO KOHCOJIb;

— BBI3BAaTh B CEPBEPHOM KOHCOIM KOMaHIy setlevel “initialize”!, KOTOpas
NEPEBOIUT KOHCOJIb B PEKUM HayalbHOM YCTaHOBKU 0a3bl JaHHBIX;

— BBI3BATb B CEPBEPHOM KOHCOJIM KOMaHJy setpgpass M BBECTH IapoJib
N0JIb30BAaTENs postgres, 3ananHbli npu yctaHoBke CYB/;

— BBI3BATh B CEPBEPHOM KOHCOJHU KOMAHJY initserverwithrestore “path”;,
yKa3aB B KaueCcTBe napamerpa path myTs k sql-daiiny ¢ 3amnonHeHHO# 62301 JaHHBIX;

— JIOKJIaThCsl COOOIIEHUS 00 YCTIEITHOM CO3/IaHUM 0a3bl TaHHBIX.

YpoeeHb "initialize" ycTaHoBneH
> setpgpass
BBeAWTe Mmaponb Y4eTHOI 3anucu postgres

MNa posib NONb30BaTeNIdA NpUMeHeH

> initserverwithrestore " Desktop\database.sql"

BbinonHAeTcA BOCCTaHOBNeHWe 6a3bl AaHHbIX

PezepeHaa KOMUA YCMEWHO BOCCTAaHOB/EHA

BbinonHaeTcAa MHMUManu3auua 6a3bl OaHHBIX cepBepa

100, 00%

Baza AaHHbIX ycnewHo obHOoBNeHa

CepBep ycCMewHo NPOWHWLIMANIUZUPOBaH. 3anycTUTe CepBep BpYYHYH
>

1 IlonHblil COMCOK KOMaH]I CEPBEPHOM KOHCOJIM MIPENICTABIEH B pa3aeine 13.
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3 YcTaHOBKA KJIAMEHTCKOMN YaCTH

Buumanue! PaboTta ¢ KIMEHTCKOM 4aCThIO MPOrPaMMHOIO KOMILJIEKCA MO TTPOTOKOITY
RDP (Remote Desktop Protocol) He monnepxkuBaercs. B ciydyae ucmnoiap30BaHusl JTaHHOTO
MIPOTOKOJIa BO3MOXKHO HEIpPECKa3yeMOoe IMOBEICHUE KIUEHTCKOW YacTH IMPOTrpaMMHOIO
KOMILJIEKCA.

3.1 UHcTa/uinus NporpaMMHOro obecrnev4eHust

CoznaiiTe MpoU3BOJIBHYIO TUPEKTOPUIO U Pa3apXUBUPYUTE B ATy JAUPEKTOPUIO Zip-
apXUB KJIMEHTCKON YacTH U3 MOITYYEHHOIO IUCTPUOYTHBA.

B ciywae ycTaHOBKM KIMEHTCKOM dYacTu Ha 32-pa3psgHoe pabodee MecTo,
HEOOXOJMMO YCTAHOBHUTH JOMOJHUTEIbHYIO OuOMuoTeKy. JlJIsi 3TOro ckadaite apxuB
veredist x86.zip 10 aapecy:

https://webpublic.yarsec.ru
aorun PUBLIC
napoias WKtgjymS,

pasapXuBUPYHTE €ro U 3amycTuTte npuioxeHue veredist x86.exe.

3.2 Hacrpoiika

1. Otkpoiite (aiin client.properties U CKOpPpPEKTUPYWHTE B HEM IapaMeTphI
KOH(UTYpaIuu, ONUCaHHbIE B Tabnuiie 6.

Tabmuma 6. [lapameTpbl KOHPUTYpAITN KIUEHTCKOW YaCTH

HNmsa napamerpa 3HavyeHmne no Onucanue
YMOJTYAaHHIO
network.serveraddress |127.0.0.1 IP-afpec KOMIBIOTEPaA, Ha KOTOPOi

YCTaHOBJICHA CCpBEpHAd 4aCTb
IMPOrpaMMHOI0 KOMIIJICKCA

network. serverrespons 2 MINUTES BpeMﬂ O)I(I/I,HaHI/Iﬁ OTBETAa OT CepBepa
etimeout
network.portnumber 2017 [Mopt 715t B3aUMOCUCTBHS C CEPBEPOM

2. [Ipu umcnonb30BaHUM CPEACTB MEXKCETEBOTO AKPAHUPOBAHHS OTKPOUTE (JIMOO
yOenuTech, 4TO OTKPHIT) MOPT, YKa3aHHBIA B KOH(GUTYpallMOHHOM (haiiyie Kak mapaMerp
network.portnumber.
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4 3anyck nporpaMmmMHOro komiuiekca « Kudepcrado»
Jlns1 3amycka mporpaMMHOTO KOMILJIEKCa HEOOXOAUMO:

— 3allyCTUTb WJIN Y6e,Z[I/ITI>C$I, 4TO 3allyIlICHAa CCPBCPHAA 4aCThb,

— 3allyCTUTh KIIMCHTCKYIO 4aCThb.

4.1 3anyck cepBepHOi YacTH

CepBepHass yacThb mnporpaMMmHoro komiuiekca «Kubepcra®b» mpu 3amycke He
OTKPBIBAET JIOMOJHUTEILHOE KOHCOJNbHOE OKHO. i ympaBieHus CEpBEpPHOU 4YaCThIO
(BBIKJIFOUEHHUE, TIEPE3anyCK, BBIMOJIHEHHE KOMAaH/) MpeHa3HaueHa CEpBEpHAas KOHCOJb,
ABJISIFOLIASACS OTAEIBHBIM MTPUIOKEHUEM.

CepBepHy10 4acTh MPOTPAMMHOTO KOMILIEKCA HEOOXOJUMO 3aIlyCKaTh C MpaBaMu
aJIMUHHUCTpaTopa (Cyneprnoib30BaTess).

Ecnu Bo Bpems 3amycka cepBepa MpoHU30Iia OMMuOKa, 00paTUTECh B TEXHUUYECKYIO
noaaepxkky. Ommbku cepepa pukcupyrores B ¢aiiie log/server/error log.log.

Ecnu 3amyck cepBepa Ha onepalMoHHON cucteme cemeiicTBa Linux He ynancs, a B
daiine log/server/error log.log oroOpaxkaercs omuoOka, cBszanHas ¢ PCore, TO
HEOOXOMMO YCTAaHOBUTH Toaxoasniuii maker libusb. Bel MoxeTe mogoOpaTh maker
CaMOCTOATENBHO JIN00 00PATUTHCA B TEXHUYECKYIO MOIJEPIKKY 38 KOHCYJIbTAINEH

s Toro 4toObl yOEmUTHCS, YTO CEpBEpHAs YacTh MPOTPAMMHOTO KOMILIEKCa
«Kubepcrab» AeHCTBUTENHHO 3amyllieHa, WCIOIb3YWTEe KOHCOJIBHOE TIPUIIOKCHHE
CyberstabServerConsole wiu qucrnierdep 3a1a4 oneparmoHHON CUCTEMBI.

Ba:xno! JIiis 3anycka u padoThl cepBEePHOiIl YaCTH NMPOrPAMMHOI0 KOMILJIEKCA
«Kubepcrad» HeodOxomumo, 4To0bl USB-Quiemi-HakonurTesb, Ha KOTOPOM ObLI
NMpeIoCcTaBIeH AUCTPUOYTHB, ObLI MOAKJKYEH K KOMIBIOTEPYy, HAa KOTOPOM
3amyckaercsi cepBepHasi 4yactb. Otkirouenue USB-duienmn-Hakonuresisi BO BpeMs
padoThI CepBEPHOIl YACTH MOBJIEYET OCTAHOBKY cepBepa «KudepcTrad»!

Eciu mocne BBINOMHEHUS BCEX ITyHKTOB HWHCTPYKIIMM CEPBEPHAs YacTh HE
3aIyCKaeTcs, OOpaTUTECh B TEXHUYECKYIO IOIJCPIKKY, 3apaHee IOATOTOBHUB (haiii
log/server/error log.log, comepxkaruii KypHaJl OIITHOOK cepBepa.

[TapaMeTpsl 3aIycKa CEpBEPHOM YacTH! B yacTH MOTpeOIeH s ONEPATHBHOMN MaMsTH

OTIpEICNAIOTCS  KOH(GUTYpalMoHHbIM  ¢aiiom  system.properties. [lo ymomuyanuro
napamMeTpbl MUMEIOT ONTHMAJIbHBIE 3HAYCHUS W 0€3 HEOOXOAMMOCTH MEHSTh HMX HE
pexomenayercs. llapamerpsr (aiima system.properties ¥ WX Ha3HAUYCHHWE OIMCAHBI B
Tabnuie 7.

Tabmuma 7. [Tapametpsl (aiina system.properties

Nmsa napamerpa 3Ha4yeHue Mo Onucanue
YMOJTYAHUIO
path.java ../java [IyTh K AUPEKTOPUU, TIE HAXOAUTCS
KaTaJor ¢ UMEHEM,

1 Amnanorm4so I KIueHTcKor dacTw, yruuT DbUpdater m AppUpdater, cepBepHO# KOHCOTH.
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HNmsa napamerpa 3HavyeHMe 1O Onucanue
YMOJTYAHUIO

COOTBETCTBYIOLIUM TEKYILIEH BEPCUU
MIPOrpaMMHOI0 KOMILIEKCa, B
KOTOPOM pa3MeIIeHbI (haiiibl
BUPTYaJIbHOW MallvHbI Java

jvm.parameters.Xss ~Xss8m Pa3mep cTeka BpI30BOB 1TOTOKA Java

jvm.parameters.Xms | -Xmslg Pasmep xyum Java mpu craprte
TIPUITIOKCHHSI

jvm.parameters.Xmx | -Xmx4g MaxkcumanbHbIM pa3Mep Kyuu Java

4.2 3anyckK KJIHEHTCKON 4acTu

[Tocne ycTaHOBKM mporpaMMHOT0 Komiuiekca «Kubepcraby» BXoq B cHCTEMY
BO3MOKCH OT MMEHH YYETHOM 3aliCH CYIEpIOib30Bareis ¢ JOrMHOM admin U maposiem
admin.

VYhpapieHre y4eTHBIMHU 3alUCSIMU OCYIIECTBISCTCS B MOIYJEe «AJIMHHUCTPATOP»
(mogpoOHee cMm. «PykoBoACTBO moJib3oBaTes. Moaymb “AJIMUHUCTPATOP »).
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S5 OOHoBJIeHMEe TPOrpaMMHOIo kKoMIuiekca « Kubdepcrado»

5.1 OOHoBJIeHHE CepBEePHOi YacTH

Jlns  OOHOBJIEHHS CEpPBEPHOM YACTH MPOTPAMMHOTO KOMILJIEKCA BBITIOJTHUTE
CJICYIOLINE NCHUCTBHUS.

1. Ckavaiite ZIp-apXuB c O0OHOBJIEHUEM CEpBEPHOI 4acTu
CyberstabServerWindows.zip (CyberstabServerLinux.zip).

2. 3amyCcTUTEe CEPBEPHYIO KOHCOJIb.

3. Be130BUTE B CEpBEPHOM KOHCOIM KOMaHAy fullupdate “path”, rae path — myTh
K ckauaHHOMY zip-apxuBy CyberstabServerWindows.zip (CyberstabServerLinux.zip):.

4. Joxxautech cooOmieHust 00 yCcnenHoM 0OHOBJICHUU CEPBEPHON YACTH.
5. 3ammycTuTe cepBep BPYUHYIO.
6. Boi3oBuTE B CEpBEpHON KOHCOJIU KOMaHIy selfupdate it OOHOBJICHUS CaMOM

CEpPBEPHOI KOHCOJIH.

5.2 O0HOBJ/IEHHE KIMEHTCKON YaCTH

1. 3anycTuTe KIMEHTCKYIO YacThb M NOATBEPAMTE CONNIACHE Ha 3arpy3Ky HOBOW
BEPCHUH KIMEHTCKON YaCTH.

1 IlonHblil COMCOK KOMaH]I CEPBEPHOM KOHCOJIM MIPENICTABIEH B pa3aeine 13.
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6 Ilepenoc cepBepHOM YaCcTH HA APYIroil KOMIILIOTEP

JlommyckaeTcsi mepeHoC CepBEpHOM YacTh MporpaMMHOro komruiekca «Kubepcrady»
Ha JPYyroil KOMITBIOTEp IOJ yIpPaBIICHUEM OIEPAIMOHHOW CHCTEMBI TOTO e CeMEHCTBa
(Windows uiu Linux).

6.1 Co3aanmne Konuu 0a3bI JAHHBIX

Jnst  komupoBaHMsi 0a3bl JAaHHBIX MporpaMMHOro Komiuiekca «Kubepcrad»
HEOOXOAMMO BBITIOTHHUTD CICITYIOINE JEHCTBUS:

— 3aIyCTUTh CEPBEPHYIO KOHCOIIb;

— BBI3BAaTh B CEPBEPHON KOHCOJIM KOMaHIy backupdb “path”, yKa3aB B Kaue€CTBE
napameTpa path ums (myTh) daiina as cCoxpaHeHHUs! pe3ePBHOM KOMUHUL;

— JOXKJIaTbCs coO0HEHUsI 00 YCIEIMIHOM CO3AaHUH PE3EPBHOM KONUU.

JlanpHedme OEUCTBUS MO Pa3BOPAUYMBAHUIO CEPBEPHOM YaCTH MNPOTrPAMMHOIO
komruiekca «Kubepcrab» Ha IpyroM KOMITBIOTEpE OIMKCAaHBI B paszzeie 2 «YCTaHOBKa
CEpPBEPHOMN YaCTW».

1 IlonHblil COMCOK KOMaH]I CEPBEPHOM KOHCOJIM MIPENICTABIEH B pa3aeine 13.
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7 3arpys3ka JaHHbIX U3 nporpammsl «1C»

7.1 3arpy3ka JaHHBIX 0 COTPYIHHMKAX U3 nporpaMmmbl «1C»

[lepnonnueckas 3arpy3ka JaHHBIX O COTPYZHHMKax M3 nporpammsel «1Cy» mo3Boiser
HE BHOCUTb JJAHHBIE O COTPYIHHUKAX U 3aHUMAEMbIX UMHU JIOJKHOCTSIX BPYUYHYIO, a TAKKE B
aBTOMAaTU3HPOBAHHOM PEKUME OOHOBIIATH IaHHBIE O COTPYIHHUKAX.

3arpy3ka JaHHBIX O COTPYIHHKaX MOXKET OCYIIECTBISATHCS —CICIYIONIUMU
criocooamu:

1. C unCcrnonp30BaHUEM paACHIMPEHUSA, YCTAHABIMBAEMOro B mporpammy «l1Cy,
KOTOpo€e OyZieT aBTOMAaTUYECKH OTIPABIATh aKTyaJIbHBIA CIIUCOK COTPYIHUKOB Ha CEpBEp
nporpamMmHoro komiekca «Kubepcrad» B cirydae npueMa Ha paboTy HOBOIO COTPY/IHHUKA,
YBOJIbHEHUSI COTPYIHMKA U [IEPEBOAA COTPYAHHUKA HA APYTYIO JOJKHOCTb.

2. Ilytem BBITpY3KH aKTyaJIbHOTO CIIMUCKA COTPYAHUKOB B BHJE apXMBa KapTOYEK I10
dbopme T-2 wu3 nporpammbl «1C» BpydyHYI0O M €ro aBTOMaTHYECKOW 3arpy3ku B
nporpaMMHbIi komiieke «Kubepcrady.

Ecnu B 6a3e maHHbIX mporpaMMHoro komiuiekca «Kubepcrab» yxke comepkarcs
paHee BBEJICHHbIE BPYYHYIO CBEIACHHUS O COTPYIHHKAX, TO JUIsl TOrO YTOOBI M30€KaTh
nyOnupoBaHUs MX JaHHBIMU, WMIIOPTHUPYEMbIMH U3 mporpamMmbl  «1C», craemyet
POCTaBUTh y YK€ BHECEHHBIX COTPYJHUKOB TabenbHbI HOMep. TaOenbHBI HOMEp
CIIY’)KUT YHUKQJIbHBIM HJECHTU(OUKATOPOM COTPYJHUKOB B TIpeleiaXx OpraHu3aluud U
00ecCreynuT aBTOMATU3UPOBAHHOE OOHOBJIEHUE JIAaHHBIX O COTPYIHUKAX, BHECEHHBIX
BPYUYHYIO.

7.1.1 3arpy3ka JaHHBIX 0 COTPYIHMKAX € HCIOJIb30BAHUEM PaCHIUPEHUS

[Ipennaraemoe pacuiupeHUe COBMECTUMO CO CJEAYIOIIMMU KOH(UTYpalUsIMH
nmporpaMmMHoro komruiekca «1C»:

— 3apIuiarta u ynpasjieHue nepconaiom 8.3.1;
— KomrmiekcHast aromatu3anus 2.4;
— ERP Ynpasnenue npennpusituem 2.

Jlis  3arpy3kd  JTaHHBIX O COTPYIHHMKAaX C HCIIOJb30BAaHUEM PaCIIUPCHHS
HEOOXOIUMO:

1. B monyne «Aamunuctparop» B pazuene «Hactpoiiku» B moapasnene «CiaykObl
npUeMa JIaHHBIX» BBICTaBUTH (iaxoK « BKIIOUNTH NMpUeM JaHHBIX», BBECTH aIpEC U MOPT
JUIA TIpHeMa JaHHBIX, BRICTaBUTH (uaxok «Ciyx0a nmpuema ceaeHuit 1Cy.

2. CkayaTh paclIMpeHue sl TporpaMMHOro komiiekca «1C» v MHCTPYKUHUIO 1O
€ro YCTaHOBKE:

https://webpublic.yarsec.ru
aorud PUBLIC

naposib WKtgjymS

¢aiin 1C.zip
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3. YCTaHOBUTH M HACTPOUTH PACIHIMPEHUE COTIIACHO MHCTPYKIIUH, PA3MEIICHHOW B
Zip-apxuBe.

4. IMIOpT AaHHBIX O COTPYAHUKAX OYIET OCYIIECTBISATHCS ABTOMATHMUYECKU MPH
perucTpanuu B rnporpaMmMHOM koMmiuiekce «1Cy» mpuema Ha paboTy HOBOTO COTPYIHHKA,
YBOJIbHEHUS COTPYAHUKA U MEPEBOJA COTPYIHUKA HA APYTYIO JOJIKHOCTbD.

7.1.2 3arpy3ka JaHHBIX 0 COTPYIHHMKAX B BuJe (Gaili0B
Jls1 3arpy3Kku TaHHBIX O COTPYJAHUKaX B BUJE (DaillioB HEOOXOAUMO:

1. Ykazare B koH(puUrypalluoHHOM (aiie mepeMeHHyl path.1C.employees Kak
MyTh JI0 KaTajora, U3 KOTOPOTo OymyT 3arpyarhbcs (ainbl (cMm. pasaen 2.3.4 HacTosIIero
pykoBoacTBa). B gaHHOM Karanore JO0JKHAa OBITh CO3/l1aHa TMalKka C Ha3BaHHUEM,
coorBercTBytomuM MHH opranuzanum, naHHbie 0 KOTOpOH XpaHSTCS B 0aze JaHHBIX
nporpaMmHoro komiuiekca «Kubepcrady». B 3Tol nmamnke qokeH pa3Melarbes Zip-apXuB C
KapTOYKaMU COTPYIHUKOB 1O Qopme T-2, BBITpyKEHHbIMM U3 nporpammbl «1C» B
dopmare .mxl.

2. Ykazarb B KOH(UTYpaMOHHOM (aiine IIEPEMEHHYIO
schedule.lC.employees.timer (cM. pa3aen 2.3.4 HaCTOSILErO pyKOBOACTBA), 3HAUECHUE
KOTOpOM OyZIeT OnpenensiTh NepUOANYHOCTD 3arpy3KH JaHHBIX O COTPYAHUKAX.

3. Ecniu Bo Bpemsi m3MEHEHHsI KOH(PHUTYpallMOHHOTO (Qaiiiia cepBep ObLT 3aITyIieH,
BBI3BATh B CEPBEPHON KOHCOJM KOMAaHAY restart, KOTOpas OOECHEUUT CUMTHIBAHUE U
3arpy3Ky B MaMmsTh OOHOBIIEHHOTO KOH(UTypanunoHHoro ¢aiina. JInbo mpocto 3amycTuTte
cepBep, €CIU OH He ObLIT 3aIyIIeH.

Ecnu B 6a3e njaHHBIX nporpaMMHOro komiiekca «Kubepcraby comepkarcsa AaHHbIE
O  HECKOJBKMX  OpraHM3anmsx, TO B  Karajore, 3aJaHHOM  I€PEMEHHOU
path.1C.employees, MOOIIYCTUMO pPasMCCTUTh HCECKOJIBKO IIAallIOK C Ha3BaHUIMH,
coorBercTBytomnmu MHH 3Tux opranmsanmii, mis 3arpy3kKd JaHHBIX I HECKOJIBKHUX
OpraHu3aIuu.

7.2 3arpy3ka JaHHBIX 0 TEXHHYECKHUX CPeAcTBaX U3 nporpammsl «1C»

[lepuonnueckast 3arpy3ka JaHHBIX O TEXHUYECKUX CPEACTBAX (cepBepax,
KOMIIbIOTEpax) u3 nporpaMmbl «1C» MO3BONSIET HE BHOCUTH TaKUE JaHHBIE BPYYHYIO, a
TaKXe B aBTOMaTU3UPOBAHHOM PEKUME OOHOBIISITH JAHHBIE O TEXHUUYECKUX CPEICTBAX.

3arpy3ka JaHHBIX O TEXHHYECKHUX CPEICTBAX MOXKET OCYIIECTBISTHCS CICIYIOMUMU
cnocobamu:

1. C wucnonb3oBaHWEM pPAaCHIMPEHUS, YCTAHABIMBAEMOIro B mporpammy «1Cy,
KOTOpOe OyleT aBTOMaTHYECKU OTIPABIIATh aKTyaIbHBIA CIIMCOK TEXHUYECKUX CPEICTB Ha
cepBep mporpaMMHOro komruiekca «Kubepcrab» B ciaydae m00aBiICHHUS TEXHHUYECKOTO
CpelICTBa, CMEHbl MaTe€pUajbHO OTBETCTBEHHOIO JIUIA, CHSATHUS C y4eTa TEXHUYECKOTO
CpeJICTBa.

2. [lyteM BBI'pYy3KM akKTyaJIbHOI'O CIMCKAa TEXHUYECKHX CPEACTB B BHJIE apXHUBa
WHBEPTAPHBIX KapTOYEK OCHOBHBIX CPEACTB M3 nporpaMMbl «1C» BpydHYyIO H €r0
aBTOMAaTUYECKOW 3arpy3Ky B MPOrpaMMHBIN KoMILieke «Kubepctady.

Ecimu B 6a3e maHHBIX mporpaMMHOTO Komiuiekca «Kubepctab» yxke copepskarcs
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paHee BBEJCHHBIC BPYYHYIO CBEICHUS O TEXHUYECKHX CPEJCTBAX, TO JJISI TOTO YTOOBI
n30exarb TyOnMpoBaHUs UX JAaHHBIMH, UMIIOPTUPYEMBIMU U3 TiporpaMmbl «1Cy», crnemayer
MPOCTAaBUTh y YK€ BHECEHHBIX TEXHUYECKUX CPEICTB HWHBEHTAPHBIM HOMED.
HHBEeHTapHBIIT HOMEP CIY)KUT YHUKAJIbHBIM HICHTU(PUKATOPOM TEXHHUYECKUX CPEACTB B
npeeiax OpraHu3alud U OO0ECIeYUT AaBTOMATU3UPOBAHHOE OOHOBJIEHUE JAHHBIX O
TEXHUYECKUX CPEACTBAX, BHECEHHBIX BPYUHYIO.

Crnenyer oOpaTuTh BHHMAaHHWE, YTO JOMYCTUMBIE THUIBI TEXHUYECKHX CPEACTB B
nporpaMmmHOoM  KoMmiuiekce «Kubepcta®b» ¢QukcupoBansl. B cmywae, ecam  Tun
3arpy’aeMoro TEXHUYECKOTO CpEelICTBa HEHM3BECTEH, 3arpy3ka JaHHbIX He Oyner
npousBeneHa. [Ipu HeOOXOIUMOCTH 3arpy3UTh TEXHUUYECKUE CPEACTBA C HECTAaHAAPTHHIMU
TUMAMU clieayeT J00aBuTh MpeoOpa3oBaHusi Buaa «3arpyxkaembii tun — Tum B
nporpaMmmHoM  komruiekce — «Kubepctab» B pasmene  «Hactpoitku» — momyns
«Aamunuctparopy (eciu mpeodpa3oBaHUE JTOHKHO TPUMEHSITHCS JIJIsE BCEX OpPraHU3alinii)
iy B pazzaenax «Hacrporiku» monyneit «/{okymentsr KUy unu «3amura nuaGopMarmm
(ecnu nmpeoOpazoBaHUE JOJKHO MPUMEHSATHCS TOJIBKO TSI KOHKPETHOM OpraHu3aliuu).

7.2.1 3arpy3ka [JaHHBIX O TEXHHYECKHMX CpeIcTBaX C MCHOJb30BAHUEM
pacmiupeHnst

[Ipennaraemoe pacmiupeHue COBMECTUMO C KoHpurypamued «byxranrepus
roCyJlapCTBEHHOTO yupexaeHus 2.0» nmporpaMMHOro koMmruiekca «1Cy.

JItst 3arpy3Ku JaHHBIX O TEXHUYECKHUX CPEACTBAX C HCIIONH30BAaHUEM PACIIMPEHUS
HEOOXOIUMO:

1. B monyne «Aamunuctparop» B paszzaene «Hactpoiiku» B noapasnene «CiayxObl
npuemMa JaHHBIX» BBICTABUTH (hIakOK « BKIIIOUUTH MPUEM JTaHHBIX», BBECTU aJIPEC U MOPT
JUTS IpYeMa JaHHBIX, BICTaBUTH (hiakok «Ciy»x6a npuema cBeneHuid 1Cy» .

2. CkayaTh paclIMpeHue Jisi TporpaMMHOro komiwiekca «1C» M MHCTPYKUHIO 1O
€ro YCTaHOBKE:

https://webpublic.yarsec.ru
norud PUBLIC

naposib WKtgjymS

¢aiin 1C.zip

3. YCTaHOBUTh M HAaCTPOMUTH PACIIMPEHHUE COMIACHO MHCTPYKLHH, PA3MEIICHHOW B
ZIp-apXuBe.

4. J1n1s OCHOBHBIX CPEICTB, OTHOCALIUXCSA K TuUly «MaluHbl U 000pyaOBaHUEY,
OyIeT JOCTYIIHO JOMNOJHUTENIBHOE TOJE€ JUIsl YyKa3aHWs WX THUIA: CTalWOHAPHBIN
KOMITBIOTEp, HOYTOYK, IUIAHIIETHBIA KOMIIbIOTEp, cepBep. MmmopT npaHHbIX OyaeT
OCYILECTBIATHCS TOIBKO I TEX OCHOBHBIX CPENICTB, Y KOTOPBIX JaHHOE IOJIE 3alIOJIHEHO.

7.2.2 3arpy3ka JaHHBIX 0 TEXHHYECKHX CpPeICTBaxX B BUje (ailji0B
J1ist 3arpy3KH IaHHBIX O TEXHUYECKUX CPEACTBaX B BUjE (PaillioB HEOOXOAUMO:

1. Vka3zath B KOH(pUTYpaIllMOHHOM (aiiie TIepeMeHHYI0 path.l1C.techmeans Kak
MyTh JI0 KaTajaora, u3 KOToporo OyayT 3arpykarbcsi gaiiasl (cM. pazaen 2.3.4 HacTOsIIEro
pykoBozacTBa). B gaHHOM Karamore JOJbKHAa OBITH CO3/laHa TalKka C Ha3BaHHUEM,
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cootBercTBytonuM MHH opranusanuu, nanHele 0 KOTOpOW XpaHATCS B 0a3e JaHHBIX
nporpaMmmHoro komiuiekca «Kubepcrady». B 1ol mamnke qoKeH pa3Menarbes Zip-apXuB C
WHBEHTAPHBIMU KapTOYKAMU TEXHUYECKUX CPENICTB, BHITPYKECHHBIMU U3 TIporpamMmbl « 1Cy»
B (hopmare .mxl.

2. Ykazarb B KOH(UTYpAITMOHHOM daiine NIEPEMEHHY IO
schedule.1C.techmeans.timer (cM. pazuen 2.3.4 HACTOAIIETO PYKOBOJCTBA), 3HAYEHUE
KOTOPOM OYJIET ONPEACNIATh MEPUOIUNIHOCTD 3arPy3KH JAHHBIX O TEXHUYCCKUX CPEJICTBAX.

3. Ecnu Bo BpeMmsi M3MeHEeHHUs KOH(PUTYypalmoHHOro (paityia cepBep ObLI 3amylleH,
BbI3BaThb B CEPBEPHON KOHCOJIM KOMAaHAY restart, KOTOpas OOECHEYUT CUUTHIBAHHE U
3arpy3Ky B MaMmsTh OOHOBIIEHHOTO KOH(HUrypaunoHHoro ¢aina. JInbo mpocto 3amycTute
cepBep, €CIU OH HE ObLIT 3aImylIEeH.

Ecnu B 6a3e JaHHBIX nporpaMMHOro komiiekca «Kubepcrady» comepkarcsa AaHHbIE
O  HECKOJBKMX  OpraHM3anmsx, TO B  Karajore, 3aJaHHOM  II€PEMEHHOU
path.1C.techmeans, JOIYCTUMO pPa3MCCTUTh HECKOJIBKO MalNOK C Ha3BaHUIMHU,
coorBercTBytomnmu MHH 3Tux opranmsanuii, Wit 3arpy3kKd JaHHBIX U1 HECKOJIBKHUX
OpraHu3aIuu.
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8 CoOop mapaMeTpoB KOHTPOJIA € CEPBEPOB APYTrUX OPraHU3 AU

Jlns mpuema napaMeTpoB KOHTPOJISI C CEPBEPOB APYTHX OpPraHU3AIMI HEOOXOAUMO:

1. B monyne «Aamunuctparop» B pazzaene «Hactpoiiku» B noapaznene «CiayxObl
npyemMa JaHHBIX» BBICTaBUTH (DIakOK « BKIIOUUTH MPUEM JTAHHBIX», BBECTU aJIPEC U MOPT
JUIsl TpUeMa  JIaHHbIX, BbICTaBUTh  (Quaxok «Ciyx0a mnpuemMa  CTaTUCTHKU
(KOHTpOJUPYEMBIE TAPAMETPHI )».

2. B ciy4yae HCIONB30BaHUS CPEACTB MEXKCETEBOIO 3KPaHUPOBAHUS HEOOXOAMMO
yOeIuThCs, UTO TOPT, NPEeIHA3ZHAYSHHBIN JUIsl IPUEMa MapaMeTPOB KOHTPOJIS, OTKPBHIT.
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9 OTnpaBka napaMeTpoB KOHTPOJISI HA yIaJeHHBbIN cepBep

JIyist oTIpaBKU MapaMeTpOB KOHTPOJISL HA YAAJIEHHBIN CEPBEP HEOOXOANMO:

1. B monyne «Aamunuctparop» B pazzaene «Hactpoiiku» B noapaznene «CiayxObl
OTIIPaBKHU JAHHBIX» J00AaBUTH CIY>KOy OTHpPAaBKH, BHIOpaB THUIN CIyxkObl «CTaTUCTUKa» U
BHECSI HEOOXOIUMbIE JTAHHBIE, @ TAK)KE BBICTABUB (PIAXKOK «AKTUBHPOBATh PACCHUIKY IO
pacnucanuio». Ecim Bce mnapaMmerpsl OblIM 3a7aHbl KOPPEKTHO, CIIyKOa OTHpPaBKH
apaMeTpoB KOHTPOJIs OyIeT 3alylieHa aBTOMaTHYECKH.

2. B ciyyae HCIONB30BaHUS CPEACTB MEKCETEBOIO IKPAHUPOBAHUS HEOOXOJUMO
yOeuThCs, UTO OPT, NPeIHAZHAYSHHBIN ISl OTIIPABKU MApaMeTPOB KOHTPOJIS, OTKPBIT.
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10 OrnpaBka pannbix aias  ¢opmupoBanus Ilacmopra CC3HU
peruoHa Ha yJaJjIeHHbIH cepBep

JlanHast pyHKUHS TOCTYIIHA TOJBKO /I OPTraHOB T'OCYJaPCTBEHHOW BIIACTH, OPraHOB
MECTHOTO CaMOYIIPABJICHHUS ¥ TEPPUTOPHATBHBIX OpPraHOB (QeaepadbHbIX OpPraHOB
UCIIOTHUTEIBHON BiacTd (0 BKJIOYEHUMH JaHHOM (QyHKUMM B wuHTepdeiice cm.
«PyKxoBOJCTBO TONIB30BaTENsl. Moayib “AIMUHUCTPATOP »)

Jnsa ornpaBku aaHHbIX Uit GopmupoBanus Ilacmopra CC3U permona Ha
yIaJE€HHbBIN cepBep HEOOXOIUMO:

1. B momyne «Aamunuctparop» B pazuene «Hactpoiiku» B moapasnene «CiaykOb
OTIPABKHU JTAHHBIX» J00ABUTH CIIyk0y OTIpPaBKH, BbIOpaB Tum ciyx0s! «Ilacmopt CC3M»
Y BHECSI HEOOXOMMBIE TAHHBIE.

2. OTnpaBKka JaHHBIX OCYyIIeCTBIsieTcsl BpyuHyro u3 pazaena «llacmopr CC3U»
Monyist  «CaMOKOHTpOJBY) IOCHE BU3YaJbHOM MPOBEPKUM TMOJHOTHI  3alOJHEHUS
COOTBETCTBYIOLIUX TAOIHII.

3. B ciyuae ucnonb30BaHUSI CPEACTB MEKCETEBOIO 3KPAaHUPOBAHUS HEOOXOIUMO
yOeIUThCS, UTO TIOPT, MPETHASHAYCHHBIN JIsI OTIIPABKY TAHHBIX, OTKPHIT.
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11 Iloayvyenue mad/J0HOB MH(POPMALMOHHBLIX CHCTEM C CEPBEpPOB
JAPYruxX OpraHu3anuu

Jnsa mnpuemMa 1mabnoHOB HWHGOPMAIMOHHBIX CHCTEM C CEpPBEPOB APYTUX
OpraHu3aluii HEOOXOAUMO:

1. B monyne «Aamunuctparop» B pazuene «Hactpoiiku» B moapasnene «CiaykObl
npueMa JJaHHBIX» BBICTaBUTH (IaoK « BKIIOUNTH MpUeM JaHHBIX», BBECTH apEC U MOPT
JUIS TIpeMa JaHHbBIX, BRICTaBUTH (uaxok «Ciayx0a nmpuema madnoHos UCy.

2. B cmydae ucmonb30BaHUS CPEICTB MEKCETEBOTO IKPAHUPOBAHUS HEOOXOAMMO
yOeIUTHCS, UTO TIOPT, MPETHASHAYCHHBIN JTsl PUEeMa JaHHBIX, OTKPHIT.
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12 OrnpaBka  ma0ja0HOB  HUHPOPMALMOHHBLIX  CHCTEM  Ha
yAaJIeHHBbIN cepBep

Jis  oTtnpaBku 11a0JI0HOB MH(MOPMAIMOHHBIX CHCTEM Ha YHaJleHHBIA CepBep
HEOOXOINUMO:

1. B monyne «Aamunuctparop» B pazuene «Hactpoiiku» B moapasnene «CiaykObl
OTIIPABKHU JaHHBIX» J00ABUTH CIykO0y OTHpaBKH, BRIOpaB THM ciyk0bl «1labmonsr UC» u
BHECSI HEOOXOIMMBbIE JTAHHBIE, @ TAK)KE BBICTABUB (PIIAXKOK «AKTUBHPOBATh PACCHUIKY IO
pacnucanuto». Ecnu Bce mapameTpbl ObUIM 3a/aHbl KOPPEKTHO, CIIy:k0a OTIpaBKU
11a0JI0HOB HH(POPMAITMOHHBIX CUCTEM OYyIET 3amyIlieHa aBTOMATUYECKH.

2. B ciydae ucronb30BaHUSI CPENCTB MEKCETEBOIO 3KPaHUPOBAHUS HEOOXOAMMO
yOequThCs, UTO OPT, NPEeIHA3ZHAYEHHBIN SISl OTIIPABKH 1aHHBIX, OTKPBIT.
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13 OOcayxuBaHue CePBEPHOM YaCTH

Jlns ympaBiieHHsI CepBEPHOM YACThIO MpOrpaMMHOro komruiekca «KubGepcrady»
ucronb3yercs koHcoibHoe mnpuiiokeHue CyberstabServerConsole, mnpenmnaratomiee
uHTep(delic A1 BBITIOTHEHUS KOMaH]I, OMUCAaHHBIX B Ta0muIie 8.

Bo3moxen 3aIlyCK KOHCOJIbHOTO IMPHUIIOKCHUA CO CICAYIOMIUMHU IMapaMCTpaMu:

-1 <language> (BO3MOXHBIC 3HAUYEHHUSI ru, en) — S3bIK KOHCOJIBHOTO MPHIIOKEHUS
(0 YMOJYaHHUIO — PYCCKHIA).

Kaxxnast komaHia cepBepHOi KOHCOJIM OTHOCUTCS K OJJHOMY M3 TPEX yPOBHEH:
— 0azoBbIil ypoBeHb (basic) — JOCTYITHBI BCEM IMOJIb30BATEISAM 110 YMOJIYAHHUIO;

— ypOBeHb HayaJdbHOM ycTaHOBKHM (initialize) — UCMONB3YIOTCS OJHOKPATHO MPHU
pPa3BOpaYMBAHUM CEPBEPHOM YACTH MPOTPAMMHOI0 KOMILICKCA;

— NPOABUHYTHIM ypoBeHb (advanced) — B IUTAaTHOM peXUME OOCITYKUBaHUS
CEpPBEPHOM YacTH HE TPEOYIOTCS, MOTYT OBbITh UCIIONB30BAHBI JIsl UCIIPABIEHUS OLIUOOK,
BO3HUKIIIMX B X071€ OOHOBJIEHHS CEPBEPHOI YaCTH.

[Iepexon Ha Apyrol ypoBEHb OCYIIECTBIISIETCA C MOMOIIBIO KOMAaHABI setlevel
“level”, rae level — nHazBanue ypoBHs (basic, initialize, advanced).

Tabnuna 8. KoMaH 1l cepBepHON KOHCOIH

Komanna ITapameTpsbl HMeiictBue

Komanab! 6a30B0r0 ypoBHS

help - BBIBOIUT CIIMCOK AOCTYIHBIX KOMaH][ M HX KPAaTKOE
OIMCaHue

cversion - BsIBOIUT BEPCHIO KOHCONIN

sversion - BriBogut Bepcutro cepsepa

restart - Ilepesamyckaer cepsep

connections - OToOpakaeT CIHUCOK TEKYIIUX IMOAKIIOYCHHH K
cepBepy

disconnect "userId" PaspeiBaeT cymiecTBYOIINE TOAKIIOUCHUE JITIS

noJib3oBatesns ¢ uaeHtudukaropom userld

tasks - BriBoaMT crivcok 3a1a4, KOTOPbIE MOTYT OBITh
BBINOJIHEHBI IPUHYAUTENBHO (3arpy3Ka JaHHBIX U3
daiina, oTpaBKa JaHHBIX U T. 11.)

force "task" BremomnHseT 3amgaqy ¢ umeHeM task

shutdown - BrixmarogaeT cepBep

quit - 3aKphIBACT KOHCOJIb (HE OKA3bIBACT BIMSHUS HA
paboty cepBepa)

backupdb "path" Co3maeT pe3epBHYIO KOIUIO 0a3bl TaHHbBIX,

coxpanss ee B (haits1 ¢ umeHeM path
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Komannaa

ITapameTtpsl

JeucrBue

restoredb

llpathll

BoccranaBnuBaetr pe3epBHYI0 KONUIO Oa3bl
JTaHHBIX U3 (paitna ¢ umeneM path, coxpausis npu
ATOM KOIIHMIO CYIIECTBYIOIIEH 0a3bl TaHHBIX Ha
CITy4ail, eCJIi KOMaH/1a 3aBEPIIUTCS C OIIMOKOMN

restoredbforce

"path"

BoccranaBnmuBaer pe3epBHYIO KOITUIO Oa3bl
JTaHHBIX U3 (paitna ¢ umeneM path

fullupdate

l|pathl|

OO6HoBIeT 0a3y NaHHBIX U CEPBEPHYIO YacCTh
IPOrPAMMHOTO KOMITJIEKCA ¥ YTHIIATHI JISI
OOHOBJICHHU S, UCTIOJIB3YSI ZIP-apXUB OOHOBJIEHUS
CEpBEPHOI YacTH, yKa3aHHBIN B mapamerpe path

fullupdateforce

"path"

OO6HoBIseT 6a3y NaHHBIX U CEPBEPHYIO YaCTh
IPOrPAMMHOTO KOMIUIEKCA M YTUIUTHI JISI
OOHOBJICHUSI, UCTIONB3YS ZIp-apXUB OOHOBJICHUS
CEpBEpHOI YacTH, yKa3aHHBIN B mapameTpe path,
IPUHYAUTEIBLHO Pa3pbiBas CyIIECTBYIOIINE
NOJKJIFOYEHUS TI0JIb30BATENEN K CEPBEPHOM YaCTH

selfupdate

OOHOBIISIET CEPBEPHYIO KOHCOJb

KoMaHbI ypOBHS HAYAIbHOH YCTAHOBKH

setpgpass

3anpamnBaeT napoib MOJIb30BaTENS postgres,
3aaHHbIN npu ycranoBke CYB/I, s obecnieueHus
BO3MOXKHOCTH NMEPBUYHOTO MOJIKIIOYEHHUS
cepBepHoi koHCOU K CYB/]

initserver

Nunnmanusupyet 0a3y AJaHHBIX TPOrPAMMHOTO
KOMIUIEKca 0€3 3aIl0JIHEHUS €€ M0JIb30BATEIbCKUMU
JAHHBIMU

initserverwithr
estore

"path"

WNuunmanm3upyert 6a3y JaHHBIX POTPAMMHOTO
KOMILJIEKCA, 3aMOIHSIS €€ MOJIb30BaTEIbCKUMU
naHHBIME U3 sql-daiina ¢ umeHem path

Komanbl NpoABUHYTOI0 YPOBHS

updatedb

OO6HOBIIAET TOJIBKO 0a3y JaHHBIX, UCIIOIB3YS
pecypchl U3 KaTaora, rie paMelieHa yTHinTa
0OHOBIIEHUs Oa3bl JAHHBIX, COXPAHSIS TIPU 3TOM
KOITUIO CYIIECTBYIONIEH 0a3bl JaHHBIX Ha CIIy4a,
€CJIM KOMaH/1a 3aBEPIIUTCS C OMINOKOM

updatedbforce

OOGHOBIAET TOJIBKO 06a3y JaHHBIX, UCTIONB3YS
pecypchl U3 Karajora, TJe pa3MelleHa yTUINTa
0OHOBIICHHS 0a3bl JAaHHBIX

updatetemplates

llpath"

3arpyxaeT B 0a3y JaHHBIX IA0JIOHBI JOKYMEHTOB
U3 Karajora, yka3aHHoro B napamerpe path

updateapp

l|pathl|

OOHOBJISIET TOJBKO YKA3aHHYIO B IapaMeTpe




37

Komannaa

ITapameTtpsl

JeucrBue

"software"

software (BO3MOXKHBIEC 3HAYCHUS: SETVET,
appupdater, dbupdater) gacTs / yTunuTy
POrPaMMHOTO KOMIUIEKCA, UCTIONIb3Ysl ZIp-apXUB
OOHOBJICHUS CEPBEPHON YaCTH, YKa3aHHBIH B
napamMetpe path, COXpaHsst pe3epBHYIO KOITUIO
¢aiiioB mpuIOKEHUS B Karajor backups,
yKa3aHHBIN B (haiiie KoHPUTypauu KOHCOIN
console.properties
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14 OdunuanbHas nuHGopmManus 0 MPOAYKTE

[IpaBooOnanaTenb: OOIMIECTBO C OrPpaHUYEHHOW OTBETCTBEHHOCTHIO «CTaHIapT
Oe3omacHOCTH» (MOATBEPKIACHO CBUICTEIBCTBOM O TOCYAAPCTBEHHOW pPErUCTpaliu
nporpammsbl i1t OBM Ne 2024616571 ot 21 mapra 2024 1.).

Anpec npaooOmanarens: 150049, SpocnaBckas o0iacth, I. 0. Topoj Apociasib,
r. SlpocnaBib, MbIIIKMHCKUH TIpoe3, A. 10, momer. 46.

OdunmanbHbIi CalT: WWW.yarsec.ru.
Tenedon mis cBsi3u o Bompocam npuoOpeTeHus mpoaykra: (4852) 587-300.

DJNEKTPOHHBIA anpec CIy)KObl TEXHUYCCKOW IMOIICPKKA W KOHCYJIBTHPOBAHHS TI0
pabote ¢ mpoxykrom: cyberhelp@yarsec.ru.

Tenedon cmyxObl TEXHUYECKON MOIJEPKKH W KOHCYIBTUPOBAHUS MO padboTre ¢
npoaykrom: 8-800-700-71-17.

[Iporpammuslii komruieke «Kubepcrad» BritodeH B ENMHBIN peecTp POCCUHUCKHUX
porpamMm it SJIEKTPOHHBIX BBIYMCIUTEIBHBIX MAlIMH U 0a3 AaHHbIX (3amuck Ne 26083
ot 27 auBaps 2025 1.).

[Iporpammusiit komiieke «Kubepctaby» pazpadotan npu noajaepxkke OI'BY «Dona
COJICHCTBUSA Pa3BUTHIO MabIX (POPM MpennpusTuil B HayuyHo-TexHu4eckoi cepey (Doup
COJICHCTBUS WMHHOBAlLlMAM) B paMKax peanuszanuu ¢enepanbHoro npoekra «Ludposbie
TEXHOJIOTUW»  HalMoHadbHOM TmporpamMmbl  «l{udpoBas skoHOMUKa Poccutickoi
®deneparnun» (koHKypce «Pazsutue-1{T»).

© 00O «Cranpaapt 6e3omacHocTu», 2022-2025
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