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COoCTaBfi4lo...

3apeructpupoaHo B MuHtocte Poccum 31 mas 2013 r. N 28608

®EOEPANBbHASA CITYXBA NO TEXHUWYECKOMY U 3KCNOPTHOMY KOHTPOIJO

NMPUKA3
ot 11 cheBpans 2013 r. N 17

OB YTBEPXXOEHUU TPEEQBAHMVI .
O 3ALUUTE UHOOPMALIMKU, HE COCTABJIAIOLLEN TOCYOAPCTBEHHYIO TAVHY,
COLEPXALLUENCA B rOCYOAPCTBEHHBIX MUH®OPMALUMOHHBIX CACTEMAX

Cn1CoK N3MEHSIIOLLNX JOKYMEHTOB
(B pea. Mpukasa PCTOK Poccnm ot 15.02.2017 N 27)

B cooTtBeTcTBMM C YacTbio 5 cTatbn 16 ®egepansHoro 3akoHa ot 27 uong 2006 r. N 149-03 "O6 uHdopmauun,
MHOPMALIMOHHBIX TEXHOMOMMAX U 0 3awmTe uHpopmaunn" (CobpaHue 3akoHopaTenbcTBa Poccuiickon depepaunu,
2006, N 31, cT. 3448; 2010, N 31, cT. 4196; 2011, N 15, cT. 2038; N 30, cT. 4600; 2012, N 31, cT. 4328) 1 [NonoxeHnem
o ®efnepanbHOM crybe No TEXHUYECKOMY U SKCMIOPTHOMY KOHTPOII, YTBEPKAEHHbIM Yka3om lNpe3angeHTa Poccuiickon
depepaumm ot 16 aBrycta 2004 r. N 1085 (CobpaHue 3akoHogaTenbctBa Poccuiickon depepaumm, 2004, N 34, crT.
3541; 2006, N 49, cT. 5192; 2008, N 43, cT1. 4921; N 47, cT. 5431; 2012, N 7, cT. 818), npukasbiBato:

1. YTBepantb npunaraemble TpeboBaHus O 3awmTe MHPOPMaLMKN, HE COCTaBMSAOLWEN FOCYOapCTBEHHYIO TauHy,
cofepXallemncs B rocygapCTBeHHbIX MHPOPMAaLMOHHbIX CUCTEMAX.

2. YCTaHOBUTb, YTO yKasaHHble B NyHKTe 1 HacTosiero npukasa TpeboBaHUSA MPUMEHSIOTCA ANs  3aliuTbl
MHOpMaLMM B rOCYAapCTBEHHbIX MHADOPMAaLMOHHBLIX cuctemax ¢ 1 ceHTA6psa 2013 r.

OupexTop

denepanbHoOn crybbl N0 TEXHNYECKOMY
N 9KCMOPTHOMY KOHTPOIO

B.CENWH

YTBEPXKOEHDI
npukasom PCTIK Poccun
ot 11 cpeBpana 2013 r. N 17

TPEGOBAHUS ]
0 3ALUMTE UHOOPMALIMM, HE COCTABIISIIOLLEN rOCYAAPCTBEHHYIO TAVHY,
COQEPXALLEACS B FOCY[APCTBEHHBIX NHOOPMALIMOHHBLIX CUCTEMAX

Cnncok 3MEeHSIOLLMX JOKYMEHTOB
(8 pea. MNpukasa PCTIK Poccum o1 15.02.2017 N 27)

|. O6bwme nonoxeHns

1. Hactosiwme TpeboBaHusa paspaboTaHbl B cooTBeTcTBUM C PepepanbHbiM 3akoHOM OT 27 utons 2006 r. N
149-93 "O06 nHdopmauumn, MHHOOPMALIMOHHBIX TEXHONOMMUAX 1 0 3awmuTe nHdopmaumn" (CobpaHue 3akoHogaTenbCTBa
Poccuickon ®egepauun, 2006, N 31, ct. 3448; 2010, N 31, cT. 4196; 2011, N 15, c1. 2038; N 30, cT. 4600; 2012, N 31,
cT. 4328), a Takke C y4eTOM HauMoHanbHbIX cTaHgapToB Poccuiickon ®egepauuy B 06nacti 3awmuTbl UHOpMaumm n B
obnactu cos3gaHvsa aBToOMaTM3NPOBaHHbIX CUCTEM (Aanee - HaunoHarbHble CTaHAapThl).

2. B nokymeHTe ycTaHaBnumBalTcs TpeboBaHus K obecneyveHmnio 3amTbl MHOPMaLUMN OrpaHNMYeHHOro A0CTyna,
He cofepxalleyi CBeAeHWs, COCTaBNnfAloliMEe roCyOapCTBEHHYK TalHy (ganee - uHdopMauus), OT yTedku no
TEXHWYECKMM KaHanaMm, HeCaHKUMOHMPOBAHHOrO [AOCTyMna, CcreuuanbHbiX BO3AENCTBUM Ha Takyl WHGOopMaumio
(HocuTenu nHgopmMauun) B Lensx ee AoObIBaHUSA, YHUHTOXEHWS, NCKaXKeHNs unmn 6nokupoBaHns JoCcTyna K Her (ganee
- 3aWmTa uHdopmaumm) npu obpaboTke ykazaHHON NHGOPMALMM B FOCYAapPCTBEHHbIX MHAPOPMAaLMOHHBIX CUCTEMAX.

HacTtoswme TpeboBaHMa MOryT NpuUMeHATbCS ANS 3awmTbl obLwenocTynHon MHopMauuM, coaepallencs B
rocyaapCTBEHHbIX MHPOPMAaLMOHHBIX CUCTEMaX, AN AOCTVXEHUS Lernen, ykasaHHbIX B nyHkTax 1 u 3 yactm 1 ctatbm
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16 depepanbHoro 3akoHa ot 27 utons 2006 r. N 149-03 "O6 uHdopmauun, MHHOPMAaALMOHHBLIX TEXHONOMUSAX U O
3awmTe nHopmaummn”.

B pokymeHTe He paccmaTpuBatoTcss TpeboBaHMs O 3awuTe MHGOPMAaLMK, CBSI3aHHbIE C MPUMEHEHMEM
Kpuntorpadumyeckux MeToAoB 3awmTbl MHMOPMaUMM 1 WwndpoBanbHbIX (KpynTorpaduyeckmx) Cpeacts  3awuThl
WHopmaumn.

3. Hactosiwme TpeboBaHusa aBnsitoTcA 06s3aTenbHbIMM Npu 0b6paboTke WHopMauum B ToCy4apCTBEHHbLIX
MHPOPMALIMOHHBIX cUcTEMax, PYHKLMOHUPYOLWUX Ha Tepputopun Poccuickon ®efepaumu, a Takke B MyHULMNANbHbIX
WMHOPMAaLMOHHLIX CUCTEMAX, ECINN MHOE HE YCTaHOBIIEHO 3akoHoAaTenbCcTBOM Poccuiickon degepaumm O MECTHOM
camoynpasrieHuMm.

Hactosdwume TpeboBaHuA He pacnpoCTPaHATCA Ha rocyfapCTBEHHble  MH(OPMaUMOHHbIE  CUCTEMBI
AomuHuctpaumn  MNpesnpgeHta Poccuiickon ®epepaunn, Coeta besonacHoctn  Poccunckon  depepaumn,
®epepanbHoro Cobpanua Poccuiickon ®epepauun, MNpasutensctBa Poccuickon ®Pepepauun, KOHCTUTYLMOHHOrO
Cypna Poccuiickon ®eagepaunn, BepxosHoro Cyaa Poccuiickon ®epepaumm n degepansHon cnyxbbl 6Ge3onacHocTU
Poccuiickon depepaumm.

(B pea. Mpukaza PCTOK Pocecum ot 15.02.2017 N 27)

4. Hactosiwme TpeboBaHua npegHasHaveHbl Ans obnagatenen uHGOPMAaLMKM, 3aKa3dMKOB, 3aKITHYMBLUNX
rocy1apCTBEHHbIA KOHTPAKT Ha CO3[aHue rocyaapCTBEHHOW WMH(OPMAaLMOHHOW CUCTEMbl (Janee - 3akasyuku) u
onepaTopoB roCcyAapCTBEHHbIX MHOPMALIMOHHLIX CUCTEM (danee - onepaTopbl).

JInyo, obpabaTbiBatowee MHOPMaLMIO, SBNSAIOLLYHOCA FOCy4apCTBEHHLIM MHAOPMALMOHHBIM PEecypcoM, Mo
nopy4veHuto obnagarensi MHdopmauun (3akas4vvka) unm onepaTtopa n (MnM) nNpegocTaBnsloliee MM BblYUCTIUTENbHbIE
pecypcbl (MOLWHOCTK) Ana 06paboTkn nHopMaumm Ha OCHOBaHUM 3aKITOUYEHHOIO JOroBopa (ganee - ynofiHOMOYEHHOoe
nuuo), obecneumBaeT 3alMTy WHOPMaUMM B COOTBETCTBMM C 3akoHopgaTenbCcTBoMm Poccuiickon Pegepaummn o6
NHopmaLn, MHPOPMALMOHHBIX TEXHOMNOMMAX U O 3awmTe MHpopmauun. B goroBope JormkHa ObiTb MpegycMoTpeHa
00513aHHOCTbL  YMOMHOMOYEHHOro nuua obecneuyvBaTh 3awuTy  MHAOPMaLMK, SBMSOLWENCS rOCy4apCTBEHHbLIM
NMHOPMALIMOHHBIM PECYPCOM, B COOTBETCTBMM C HAcToALWMMY TpeboBaHuAMN.

5. Mpwn o6paboTke B rocygapCTBEHHOM MHAPOPMALMOHHOM cucTeme WHopMaumn, cogepxallen nepcoHarbHble
OaHHble, HacTosilwme TpeboBaHUA MPUMEHSIOTCS Hapsady C TpeboBaHUAMM K 3alMTe NepcoHarbHbIX AAaHHBIX NPU KX
06paboTke B MHPOPMALMOHHbBIX CUCTEMAX NEPCOHanNbHbIX AaHHbIX, YTBEPXOAEHHbIX NOCTaHoBrneHueM [lpaBuTtenscrTea
Poccuiickon ®egepauum ot 1 Hosibpsa 2012 r. N 1119 (Cobpanue 3akoHogaTensctBa Poccuiickon Pepgepaumm, 2012, N
45, cT. 6257).

6. Mo peweHntio obnagatend wuHdopmauun (3akasdmka) wunm onepaTopa Hactoswme TpeboBaHua MoryT
NPUMEHATLCA ANs 3awwmThl MHpopMaunn, cogepKallencs B HerocyaapCTBEHHbIX MHAPOPMAaLMOHHBLIX CUCTEMAX.

7. 3awuTa uHOpmauuW, cogepXalwencs B rocygapCTBEHHOM WMHAOPMAaLUMOHHOM cucteme (ganee -
NHOPMaLMOHHas cuctema), obecnedmBaeTcs NyTeM BbINoONHeHMsA obnajaTenem uHgopMauun (3akasdnkom) u (Mnm)
onepaTopoM TpeboBaHWIA K OpraHuMsauum 3awmTtbl MHAOPMaLMK, codepallencss B MHAPOPMALMOHHON cucteme, U
TpeboBaHWU K MepaM 3aLUUTbl MHOPMaLUK, coaepallencs B MHOpMaLNOHHOM cucteme.

Il. TpeboBaHMsA K opraHu3auum 3awmTbl MHHOpPMaLmK,
cogepxaLienca B MHpopmMaLMOHHON cucteme

8. B wuHGpOpMaUMOHHOM cucTtemMe obObekTaMu 3alWnTbl  ABMASIOTCA  UMHOpMauusi, codepxawlascs B
WMHOPMALIMOHHOW CUCTEME, TEXHUYECKME CPeACTBa (B TOM 4YWCNEe CPeACTBa BbIMUCIUTENLHOM TEXHWKWU, MalUUHHbIE
HoCcUTENM MHGOPMAaLMK, CPeACTBa M CUCTEMbI CBA3M W Mepedaunm LaHHbIX, TexHudeckue cpefctBa obpaboTku
OYKBEHHO-LMDPOBOMN, rpachmnyeckon, BUAEO- U peveBon MHgpopmaumm), obliecucteMHoe, NpuKNagHoe, crneumanbHoe
nporpaMmmHoe obecneyeHne, MHHPOPMaLMOHHbIE TEXHOMOIMM, a Takke CpeacTBa 3aLuTbl MHGOpMauuu,

9. [Ina obecneyeHus 3awmTbl MHGPOPMALMK, CcOAepXallencs B WH(POPMALMOHHOM CUCTEME, OrnepaTopoMm
HaszHayaeTCcs CTPYKTypHOe MoApasfdenieHne WnvM [OSPKHOCTHoe nuuo (paboTHMK), OTBETCTBEHHble 3a  3aluTy
MHdopMaLnu.

10. Ona npoBegeHuss paboT no 3awmte nHpOpMauMM B XOAE CO34aHuMs WM 3Kchnyatauum MHGOpMauUoHHON
cucTembl obnagaTtenem nHdopmauun (3aka3vymkom) U onepaTopomM B COOTBETCTBMM C 3aKOHOOATENbCTBOM Poccuiickon
depepaumm npu HEOOBXOAMMOCTM NPUBIEKAOTCA OpPraHM3aLmm, UMeLmMe NMLUEH3NI0 Ha AeATENbHOCTb N0 TEXHUYECKOM
3almTe KoHdmaeHunansHoW mHgopmauun B cootBeTCcTBUM ¢ PepepanbHbiM 3akoHOM OT 4 mas 2011 r. N 99-03 "O
NVLEH3NPOBaHUN OTAENbHLIX BUAOB AesTensHocTn" (CobpaHue 3akoHopaTensctea Poccuiickon Pepepaumm, 2011, N
19, c1. 2716; N 30, cT. 4590; N 43, cT. 5971; N 48, cT. 6728; 2012, N 26, cT. 3446; N 31, cT. 4322; 2013, N 9, cT. 874).

11. Ona obecnevyeHus 3awmTbl MHOpMaumMn, cogepxallenca B MHPOPMALMOHHOM cCUCTEME, NPUMEHSIIOTCS
CpeAcTBa 3aWuTbl MHGOPMaLuK, Npolledlne OLEHKY COOTBETCTBUS B cpopme obsasaTternbHon ceptudukaumm Ha
cooTBeTcTBME TPpeboBaHMsIM MO Be30NacHOCTU MHpopMaLMn B COOTBETCTBMM CO cTaTben 5 deaepanbHOro 3akoHa ot
27 pekabpa 2002 r. N 184-&3 "O TexHuyeckom perynupoBaHun" (CobpaHue 3akoHopaTenbcTBa Poccunckon
denepaumm, 2002, N 52, ct. 5140; 2007, N 19, cT. 2293; N 49, cT. 6070; 2008, N 30, cT. 3616; 2009, N 29, cT. 3626; N
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48, ct. 5711; 2010, N 1, cT. 6; 2011, N 30, cT. 4603; N 49, cT. 7025; N 50, cT. 7351; 2012, N 31, cT. 4322; 2012, N 50,
CT. 6959).

12. 3awmTta uHdopmaumm, cogepxallencsa B UHPOPMaLMOHHOW CUCTEME, ABMSETCS COCTAaBHON YacTbio paboT no
CO3[aHu1I0 1 3KcnnyaTauum MHpOpMaLMOHHON CUCTEMBI U 06ecneynBaeTcsl Ha BCcex CTagusax (3Tanax) ee cosgaHus, B
Xo[e aKcnnyatauMm 1 BbiBOA4A W3 SKCnnyatauuum nNyTeM MPUHATUS OPraHM3auMOHHbIX U TEXHUYECKMX Mep 3alluTbl
WHdopmaLmM, HanpaeneHHbIX Ha OnokupoBaHve (HewTpanusauui) yrpo3 6esonacHocTM MHGopMauun B
MHOPMALIMOHHOW CUCTEME, B paMKax CUCTEMbl (MOACUCTEMBbI) 3alMTbl MHOpMaUUM MHPOPMALMOHHON CUCTEMBI
(oanee - cucrtema 3awmTbl MHGPOPMAaLMK MHPOPMALIMOHHOW CUCTEMBI).

(8 peq. Mpukaza PCTOK Poccum ot 15.02.2017 N 27)

OpraHusaumoHHble U TeXHUYECKME Mepbl 3awmTbl MHOPMaLUK, peanudyemble B paMKax CUCTEMbl 3alUUThI
WHopmaunm MHPOPMALIMOHHON CUCTEMBI, B 3aBUCMMOCTU OT MHGOPMaUuUK, copepxaliencsa B MHPOPMAaLMOHHOWN
cucteme, uenen cosgaHust MHOOPMALMOHHOW CUCTEMbI U 3ajad, pellaembliX 3TON WMHAOPMALMOHHOW CUCTEMOW,
OOMXKHbI BbITb HAaNpPaBneHbl Ha UCKIIOYEHNE:!

HenpaBOMEPHbIX JOCTyNa, KOMMPOBaHUS, NPeAOCTaBNEeHNs UMW pacnpocTpaHeHus MHdopmauun (obecneyexHve
KOHMAeHUMansHoCTN nHopmMauun);

HenpaBOMEPHBbIX  YHUYTOXEHUs  unu  moanduumpoBaHusa  uMHdopmauun  (obecneveHne  LENOCTHOCTU
WHpopmaumn);

HenpaBomMepHoro 6nokupoBaHna nHdopmaumm (obecneveHne JOCTYNHOCTM UHOPMaLIUK).

13. nsa obecneyeHnss 3awmTbl MHopMaunn, codepxallencs B WHHPOPMALMOHHOM CcUCTeEME, NPOBOASATCS
cnegylowmne MeponpusaTus:

dopmmpoBaHue TpeboBaHui k 3awmute MHpopmaumn, cogepxatlencs B UHPOPMaLMOHHON CUCTEME;

paspaboTka cuctembl 3aWwmnTbl HGHOPMaLUM UHHPOPMALIMOHHOW CUCTEMBI;

BHEeApEeHMe CUCTEMbI 3aLUnTbl MHOpMaLUM MHGPOPMAaLIMOHHON CUCTEMBI,

aTTecTtauMs MHAOPMALMOHHOM cucTeMbl MO TpeboBaHMAM 3awWwmTbl MHOPMauMu (ganee - artTecTaums
WMHOPMALIMOHHOW CUCTEMbI) U BBO €€ B AENCTBUE;

obecneyeHne 3aWwnTbl MHOPMaLUKM B Xo4e 3KCrnyaTauumn aTTeCToBaHHON MHOPMAaLMOHHOW CUCTEMBI;

obecneyeHne 3awmTbl MHGOPMaL MM NPU BbIBOAE U3 SKCNIyaTalMmM aTTeCTOBAaHHOM MHAOPMALUOHHOW CUCTEMbI
UNK Nocrne NPUHATUA pelleHns 06 oKoHYaHun obpaboTku nHopmaLmu.

dopmMumpoBaHne TpeboBaHWI K 3alLUmMTe MHOPMaLNK, coagepKallencs
B UHPOPMALIMOHHON cucteme

14. ®opmupoBaHue TpeboBaHwi K 3awmte WHOpMauuMK, cogepxawencs B MHPOPMALMOHHON cucTeme,
ocylecTsnseTca obnagarenemMm nHopmaunm (3akazqnkom).

dopmupoBaHne TpeboBaHUI K 3awmute UWHopmauun, copepxawenca B  MHPDOPMALMOHHON CUCTEME,
ocyulectBnsietcs ¢ ydyetom FOCT P 51583 "3awwmra nHcbopmauuu. MNopsaok cosgaHus aBToMaTU3NPOBaHHbBIX CUCTEM B
3almuieHHom ucnonHeHnn. O6wme nonoxenuns" (aanee - FOCT P 51583) n NOCT P 51624 "3awmTta mHdopMauuu.
ABTOMaTM3NPOBaHHbIE CUCTEMbI B 3aLLMLEHHOM ucnonHeHnn. Obwme Tpedoranns” (ganee - TOCT P 51624) n B TOoMm
yucre BKMYaeT:

NPUHATME peLleHns 0 HeobxoaAMMOCTHM 3aLnTbl MHOPMaLWK, coaepxallencsa B UHHPOPMaLMOHHON CUCTEME;

Knaccndukaumio MHHOPMaLMOHHON cucTeMbI MO TpeboBaHMAM 3almTbl MHpopMauun (ganee - knaccudumkaums
WHOPMALIMOHHON CUCTEMBI);

onpegerneHne yrpo3 06e3onacHoCcTM WHopMauun, peanu3auus KOTOPbIX MOXET MNPUBECTU K HapyLUEHWUIO
BesonacHoCTM MHopMaLun B MHPOPMAaLMOHHOW CUCTEME, 1 pa3paboTKy Ha MX OCHOBE mogenu yrpo3 6esonacHocTu
WHopmauuu;

onpeaeneHune TpebosaHWi K cucTeMe 3aLLmTbl MHpopMauum MHPOPMaLMOHHON CUCTEMBI.

14.1. MNpu NPUHSATUN PELLEHNS O HEOBXOOMMOCTU 3alMTbl MHOpMauuW, copepkaliencs B MHEOPMAaLMOHHON
cuUcTeMe, OCYLLLECTBNSIETCS:

aHanus ueren cosgaHusa MHMOPMaLMOHHON CUCTEMBI U 3aady, peLlaeMblX 3TON MHPOPMAaLIMOHHOW CUCTEMOW;

onpegerneHue nHgopmaumm, nognexawen obpabotke B MHHOPMaLIMOHHON CUCTEME;

aHanM3 HOpMaTUBHBLIX MPaBOBbLIX AKTOB, METOAUYECKMX OOKYMEHTOB WM HaUMOHAamNbHbIX CTAHOAPTOB, KOTOPbLIM
[OJSDKHA COOTBETCTBOBATH MHPOPMALIMOHHAsA CUCTEMA;

NPUHATME peELLEHMSI O HEOBXOOUMOCTU CO3AaHUS CUCTEMBI 3aLnTbl MHpopMaunn MHAOPMAaLMOHHON CUCTEMBI, a
Takke onpeaerneHune Lenen n 3agad 3awmTbl MHPOPMaLMn B MIH(OPMAaLMOHHON CUCTEME, OCHOBHbIX 3TanoB CO3[4aHus
CUCTEMbI 3alMTbl MHOPMaUUM MHPOPMALNOHHON CUCTEMBbI U DYHKLUMIA MO obecrneveHuto 3awmTbl MHopmaumw,
coaepXallencsi B HpopMaLMOHHON cucteMe, obnagarens MHdopmauum (3akasyuka), oneparopa U ynosIHOMOYEHHbIX
niu,.

14.2. Knaccudpmkaums nHopMaLnoHHONW CUCTEMbI MPOBOAMTCS B 3aBUCMMOCTU OT 3HAYMMOCTK 0bpabaTtbiBaemon
B Hel nHdopmaummn n macwtaba MHpopMaumMoHHOM cucTteMbl (dhedepanbHbI, perMoHasnbHbIi, 0ObEeKTOBbIN).
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YcTaHaBnMBawTCA TpM Knacca  3alMWEHHOCTM  WHMOPMAUMOHHOW CUCTEMbI, OMpeaensiiowme  YpOBHM
3aLUMLLIEHHOCTM coaepXallencsi B Her nHgopmaumm. Cambli HU3KUIA Kacc - TPETUI, caMblli BbICOKMI - nepBbin. Knacc
3aWMLLEHHOCTN UHAOPMAaLMOHHON CUCTEMbl OnpedensdeTca B COOTBETCTBMM C npunoxeHneMm N 1 K HacToswum
TpeboBaHuAM.

(B pea. MNpukasa CTIK Poccum o1 15.02.2017 N 27)

Knacc 3awmweHHocTn onpegenseTtcs Ans UHHPOPMaLMOHHON CUCTEMBI B LIENIOM U, NpU HEOOXOAMMOCTU, ONns ee
OTOENbHbIX CEerMEHTOB (COCTaBHbIX 4yacTen). TpeboBaHMe K Knaccy 3allMLLEHHOCTM BKIIOYAETCHS B TEXHWYecKoe
3afaHue Ha co3gaHne NHHPOPMAaLMOHHOW CUCTEMBI U (MNN) TEXHUYECKOE 3afaHne (YacTHOe TEeXHWYeckoe 3adaHue) Ha
CO37aHne CUCTEMBI 3alnTbl MHGOPMaLMM MHAOPMALMOHHON cucTembl, paspabartbiBaemble ¢ ydetom OCT 34.602
"UndopmaumoHHas TexHonorns. Komnnekc ctaH4apToB Ha aBTOMAaTU3NPOBaHHbIE CUCTEMBI. TeXHUYeckoe 3ajaHue Ha
co3faHve aBTomaTusmpoBaHHol cuctembl” (ganee - FOCT 34.602), TOCT P 51583 u FOCT P 51624.

Knacc 3sawuuweHHoCT WH(OPMALMOHHON CUCTEMbI MOANEXUT NEPECMOTPY MNpU  U3MEHEHUM MacliTaba
WHOPMALIMOHHONM CUCTEMBI UM 3HAYMMOCTN 0bpabaTbiBaeMon B HEM MHpOpMaLINN.

PesynbTtaTthl knaccudpumkaumm MHpOPMaLMOHHON CUCTEMBI OPOPMIAIOTCA akTOM Kraccudumkaumm.

14.3. Yrposbl 6e3onacHOCTV MHOPMaLmMK onpeaensaoTcs No pedynbTaTaM OLEHKM BO3MOXHOCTEN (noTeHumnana)
BHELUHWX U BHYTPEHHMX HapyLUUTENen, aHanmsa BO3MOXHbIX YA3BMMOCTEN MHMOPMALNOHHOM CUCTEMbI, BO3MOXHbIX
cnocoboB peanusauun yrpo3 6e3onacHOCTU MHAOPMAaLMM U MOCReacTBUA OT HapyLIeHUs CBOWCTB ©Ge3onacHoCTu
UHopmaumn (KOHUAEHLMANbHOCTH, LENOCTHOCTU, OCTYMHOCTK).

(B pea. MNpukasza PCTIK Poccum o1 15.02.2017 N 27)

B ka4ecTBe MCXOAHbIX AaHHbIX AN onpeaeneHuns yrpo3 6e3onacHOCTU MHAOPMaLMN NCNONb3yeTcst 6aHK OaHHbIX
yrpo3 6e3onacHoctn nHdopmauun (bdu.fstec.ru), BeaeHne kotoporo ocyuectensietcs PCTIK Poccun B cooTBeTCTBUM
¢ nognyHktoM 21 nyHkta 8 [lonoxeHua o ®egepansHOn cnyxbe MO TEXHUYECKOMY W 3KCMOPTHOMY KOHTPOFIO,
yTBEepxaeHHoro Ykasom [lpesupeHta Poccuiickon @Pepepaumm ot 16 asrycta 2004 r. N 1085 (CobpaHue
3akoHogaTtenbcTBa Poccuiickon ®enepaunn, 2004, N 34, ct. 3541; 2006, N 49, cT. 5192; 2008, N 43, cT. 4921; N 47,
cT. 5431; 2012, N 7, cT. 818; 2013, N 26, cT. 3314; N 53, c1. 7137; 2014, N 36, cT. 4833; N 44, cT1. 6041; 2015, N 4, cT.
641; 2016, N 1, c1. 211) (nanee - 6aHk gaHHbIX yrpo3 6e3onacHoctn mHGopmaumum PCTIK Poccun), a Takke WUHble
WCTOYHMKW, CopepXxalune ceegeHnsi 06 ysi3BUMOCTSAX M yrpo3ax 6e3onacHOCTU MHopMaumm.

(ab3au BBeaeH lMpukaszom ®CTIK Pocecum o1 15.02.2017 N 27)

Mpn onpegeneHMn yrpo3 6e3onacHOCTM  MHAOPMALMU  YYMTLIBAKOTCA  CTPYKTYPHO-PYHKLMOHAmNbHLIE
XapaKTeEPUCTUKN UHEOPMALMOHHOW CUCTEMbI, BKIOYaloLwme CTPYKTYpy W cocTaB MH(OPMAUMOHHOW CUCTEMBI,
dmsmyeckme, normdeckne, OyHKLUMOHANbHbIE N TEXHOMNOIMYECKNE B3aNMOCBA3M MEeXdy CerMeHTamu MHEPOPMAaLMOHHOM
CUCTEMBI, C UHBIMU MH(POPMALIMOHHBIMU CUCTEMaMM U MH(POPMALNOHHO-TENEKOMMYHMKALMOHHBIMU CETAMW, PEXUMBI
06paboTkn nHdopmaLmm B MHHOOPMALIMOHHON CUCTEME U B €€ OTAESNbHbIX CETMEHTaX, a TakkKe WHbIE XapaKTepUCTUKM
WHOPMALIMOHHOW CUCTEMBI, NPUMEHSEMbIE UHOPMALIMOHHbBIE TEXHONMOMMN U 0COBEHHOCTN ee PYHKLMOHUPOBaHMS.

Mo pesynbTaTtam onpegeneHus yrpo3 GeszonacHoCTM WHdoOpMauMM npu HeobxooumMocTu paspabaTbiBatoTcs
pekoMeHOauMM MO KOPPEKTUPOBKE  CTPYKTYPHO-PYHKLUMOHAMNbHBIX  XapakTepUCTUK  UHAOPMALMOHHOW  CUCTEMBI,
HarnpaBreHHble Ha BrOKMpPOBaHUe (HeWTpanu3aLmni) oTAenbHbIX yrpo3 6e3onacHocTu nHdopmaumm.

Mogenb yrpo3 6e3onacHOCTM MHGOPMaUUM LOMKHa codepXaTb OnucaHne WHGOPMaUMOHHOW CUCTEMBI U ee
CTPYKTYPHO-(PpYHKLMOHANbHbBIX XapakTepUCTUK, a TakkKe onucaHue yrpo3 GesonacHocTn mHdopMalumu, BKMAYalollee
onncaHme BO3MOXHOCTEN HapyLlumTenen (Moaernb HapyLumTens), BO3MOXHbIX YSI3BUMOCTEN NHOPMALIMOHHON CUCTEMBI,
cnocoboB peanusauun yrpo3 6e3onacHoOCTU MHAOPMaLMM U MOCReacTBUA OT HapyLIEeHUs CBOWCTB ©Ge3onacHoCTU
MHdopMaLnn.

[ns onpegenenus yrpo3 6e3onacHOCTU MHGOpMaummn n pa3paboTkn Mogenu yrpo3 6e3onacHocTM MHgopMauun
NPUMEHSAIOTCA MeToaMYeckme OOKYMEHTbI, pa3paboTaHHble n yTBepxaeHHble PCTOK Poccum B cooTBeTcTBUM C
nognyHktom 4 nyHkta 8 [lMonoxeHnss o ®PepepanbHon cnyxbe N0 TEXHUYECKOMY W  3KCMOPTHOMY KOHTPOIH),
yTBepxaeHHoro Yka3om [lpesvgeHta Poccuiickon Pepepaummn ot 16 asrycta 2004 r. N 1085 (CobGpaHue
3akoHogaTtenbcTBa Poccuiickon ®enepaunn, 2004, N 34, ct. 3541; 2006, N 49, cT. 5192; 2008, N 43, cT. 4921; N 47,
cT. 5431; 2012, N 7, cT1. 818).

14.4. TpeboBaHus K cucTeMe 3aWwmnTbl MHDOPMaLUMM MHPOPMALMOHHON CUCTEMBI ONPEAENSAOTCA B 3aBUCUMOCTU
OT Kracca 3alyMLEeHHOCTU NHOPMALIMOHHOM CUCTEMBI U Yrpo3 6e3onacHOCTM MHGOPMaUMK, BKITHOYEHHBIX B MOLEINb
yrpo3 6e3onacHoOCTn Hdopmauum.

TpeboBaHusa kK cucteme 3amnTbl MHGPOPMALUN UHPOPMALIMOHHOM CUCTEMBI BKITHOHAKOTCA B TEXHUYECKOE 3adaHue
Ha co3gaHue MH(OPMAaLIMOHHON CUCTEMBI U (UNK) TEXHUYECKoe 3aaHne (YacTHOe TEXHMYEeCKoe 3aJaHne) Ha co3faHue
CUCTEMbI 3alUTbl MHAOPMAaLMN MHAPOPMALIMOHHOM cucTeMmbl, paspabaTeiBaemble ¢ yvyetom FOCT 34.602, FOCT P
51583 n TOCT P 51624, n gomkHbl B TOM YMCrle cogepxaTb:

uenb 1 3agayn obecneveHus 3awmTbl MHGQOpMaL MM B MHOOPMAaLMOHHON CUCTEME;

Knacc 3alueHHOCTM MHPOopPMaLMOHHOW CUCTEMBI;

nepeyYeHb HOPMAaTMBHbLIX MPABOBbIX AKTOB, METOAUYECKUX JOKYMEHTOB WM HaAUMOHambHbIX CTaHAApTOB, KOTOPbLIM
[OIMKHa COOTBETCTBOBATh MHPOPMALMOHHAs CUCTEMA;
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nepeyvyeHb 0OBbEKTOB 3aLMTbl NHPOPMALIMOHHON CUCTEMBI;

TpeboBaHWsa K Mepam 1 CpeacTBam 3awuTbl MHGPOPMaLUK, NPUMEHAEMbIM B MH(POPMaLMOHHON CUCTEME;

cTagun (aTanbl paboT) co3gaHnsa CUCTEMbI 3aLLMTbl MHPOPMAaLMOHHOW CUCTEMBI;

(ab3au BBeaeH lMpukaszom ®CTIK Pocecum o1 15.02.2017 N 27)

TpeboBaHMA K NOCTaBMSIEMbIM TEXHUYECKMM CpPEACTBaM, MporpaMMHOMY obGecrneyeHuto, cpeacTBam  3aluThbl

MHdopMaLnK;
(ab3au BBeaeH lMpukaszom PCTIK Poccum o1 15.02.2017 N 27)

dYHKUMKN 3aKa34dmka u ornepartopa no obecneyeHnto 3awmuTbl MHGPoOpMaLMn B MHPOPMALMOHHON CUCTEME;
(ab3au BeeaeH Mpukazom GCTIK Poccum ot 15.02.2017 N 27)

TpeboBaHWA K 3awmTe cpeacTB U cuctem, obecneuymBaromx YHKUMOHUPOBAHWE WHEOPMALMOHHONW CUCTEMBI
(obecneumnBatoLLern MHpPaCTPYKType);

(ab3au BBeaeH lMpukaszom ®PCTIK Poccum ot 15.02.2017 N 27)

TpeboBaHMA K 3awmTe MHgopMauum npv MHPOPMALNOHHOM B3aUMOAEWCTBUN C MHBIMM UHGOPMALMOHHBIMM
cMcTeMamMmun U MHPOPMAaLIMOHHO-TENEKOMMYHUKAUMOHHBIMY CETAMKU, B TOM 4uCre C MH(OPMaUMOHHBIMW CUCTEMaMM
YMNOSITHOMOYEHHOIO Nnua, a Takke Mpu NPUMEHEHUN BbIYUCIIUTENBHBLIX PECYPCOB (MOLLHOCTEN), NpedoCTaBnsieMbliX
YMOSTHOMOYEHHbIM NULOM Ansg 06paboTkn nHopmauun.

Mpu onpeneneHun TpeboBaHW K CUCTEME 3alnTbl UHDOPMaLMM UHDOPMALMOHHOW CUCTEMbI YYUTLIBAKOTCS
NonoXeHust NONUTUK obecneyeHns MHOopMaLMOHHON Ge3onacHoCcT obnagartens nHopMmaumm (3akasuvka), a Takke
nonuTuK obecneyeHnss WMHAOPMALMOHHON 6e3onacHOCTM onepaTtopa W YMONIHOMOYEHHOTO fvua B 4acTu, He
npoTMBoOpeYallen nonuTukam obnagarensi MHopmauun (3akasymka).

(8 peq. Mpukaza PCTOK Pocecum ot 15.02.2017 N 27)

PaspaboTka cucTembl 3alLmMTbl MHOPMaLUM MHPOPMAaLIMOHHON CUCTEMbI

15. PaspaboTka cuctembl 3awmTbl MHOpMaunn MHGPOPMALMOHHOW CUCTEMbI OpraHusyeTcs obnagaTtenem
MHopMaLmn (3aKas3unKkom).

Pa3paboTka cuctembl 3awmuTbl MHGPOPMALMN MHPOPMALIMOHHOM CUCTEMbI OCYLLECTBNSETCA B COOTBETCTBUU C
TEXHUYECKUM 3afaHMeM Ha co3gaHue WHMOPMAUMOHHOW CUCTEMbI M (MNN) TEXHUYECKMM 3adaHuem (4aCTHbIM
TEXHUYECKUM 3aJaHNEM) HA CO3AaHME CUCTEMBbI 3alunTbl MHAOPMAaLMKM UHOPMAUMOHHON cucTeMbl ¢ ydeTtom [OCT
34.601 "MHdopmMaunoHHaa  TexHonormsa. Komnnekc cTaHgapToB Ha  aBTOMATU3UMPOBAHHbIE  CUCTEMBbI.
ABTOMaTM3npoBaHHble cuctemMbl. CTagum cozganusa” (ganee - FTOCT 34.601), FTOCT P 51583 n TOCT P 51624 n B TOM
yncne BKIYaeT:

NPOEKTUPOBaHNE CUCTEMBI 3aLLNTLI HOPMaLN NHHPOPMAaLIMOHHOW CUCTEMBI;

pa3paboTky aKcnnyaTauMoHHON OKYMEHTauUUM Ha cuctemy 3almTtbl MHGopMaLmMmn MHHPOPMaLMOHHON CUCTEMB;

MakeTUpOBaHWE W TeCTUPOBaHWE CUCTEMbl 3aliMTbl WUHpOpPMaUMM  MHPOPMALUOHHOW cUCTEMbI  (rpu
HeoOXxoaMMocCTH).

Cwnctema 3awmTbl MHpopMaUUmM MHPOPMALIMOHHON CUCTEMbI HE AOIMKHA MPEensiTCTBOBATb AOCTMXKEHWUIO Lernen
CO34aHnsa MHPOPMALMOHHON CUCTEMBI U €€ (PYHKLIMOHNPOBAHMUIO.

Mpu paspaboTke cnucTembl 3awuTbl MHPOPMaLMKM MHPOPMALMOHHOW CUCTEMBI YYUTLIBAETCH ee NHPOPMaLMOHHOE
B3aMMoencTBme ¢ MHbIMU MHAPOPMALMOHHBIMU CUCTEMaMU U MHADOPMALMOHHO-TENEKOMMYHMKALMOHHBIMU CETSMU, B
TOM 4ucne ¢ MHPOPMALMOHHBIMW CUCTEMaMM YMOMHOMOYEHHOro nvua, a TakkKe MNPUMEHEHWe BbIYUCINTENbHbIX
pecypcoB (MOLLHOCTEW), MpeoCcTaBnsieMbiX YNOSTHOMOYEHHbIM NULIOM Anst 06paboTkm MHpopmauun.

15.1. Npn NpoeKTUpOBaHMN CUCTEMBI 3aLLNTbI MHpOpMaLMK NHPOPMALMOHHON CUCTEMBI:

onpenenarTca TMNbl CyobekToB AoCTyna (Nonb3oBaTenn, MPOLECChl U MHble CyOBEKTbI 4OCTyna) U OOBLEKTOB
[ocTyna, ABNALWmMXca 00bekTamm 3almTbl (YCTPONCTBa, 00BEKTEI hannoBOM CUCTEMBI, 3aryCcKaeMble U UCMOSHAEMbIE
Moaynun, obbekTbl CUCTEMbI ynpaBreHus Gasamu [aHHbIX, OObEKTbl, co3gaBaeMble MNPUKNAAHbIM MPOrPaMMHbIM
obecneyeHneM, NHble 0OBLEKTLI 4OCTyNa);

ONpeaensaTcsa MeToabl YNpaBneHns AOCTYNOM (OWCKPELMOHHBLIA, MaHOATHbIA, PONIEBON WM MHbIE METOoAbI),
TUNbl 4OCTyNa (YTEHWE, 3anucb, BbIMOSIHEHME UMW MHbIE TUMbI AOCTYNAa) 1 NpaBuna pas3rpaHudeHnss goctyna cybbekToB
poctyna Kk obbekTam goctyna (Ha OCHOBE CMMCKOB, METOK 0e30macHOCTM, pofiel U WHbIX MpaBwun), nognexaime
peanusauun B MAHPOPMALMOHHOW CUCTEME;

BbIOMpalOTCa Mepbl 3aluTbl MHGOpPMauMK, nognexawue peanusaumm B CUCTEME 3aluTbl MHGOpPMaLMK
MHOPMALIMOHHON CUCTEMBI;

OnNpeaensaTcsa BUabl U TUMbl CPEACTB 3alLMTbl MHpopMauun, obecneynBalolLne peannsauuio TEXHUYECKUX Mep
3awwmThl MHpopMaLuy;

onpegenseTcs CTPyKTypa CUCTEMbl 3alWTbl MHGOPMauun MHPOPMAaLMOHHON CUCTEMbI, BKIHOYas COCTaB
(korMYecTBO) U MecTa pa3MeLLEHNsT ee SNIEMEHTOB;

ocylecTBnseTcs BbI6Op cpeacTB 3awuTbl MHOPMaLMK, CepTUPULMPOBAHHBIX Ha COOTBETCTBME TpeboBaHMAM
no 6esonacHoCcT! MHoOpMaUunM, C Yy4eTOM UX CTOMMOCTM, COBMECTMMOCTM C WMH(OPMALMOHHLIMU TEXHOMOTUSMU U
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TEXHUYECKUMN CPEACTBaMM, PYHKLMI BE30NacHOCTM aTUX CpeacTB M ocobeHHOCTEN MX peanv3aumy, a Takke Knacca
3aWmLLEHHOCTN MHAOPMALIMOHHON CUCTEMBI;

onpegenslTca TpeboBaHWs K napameTpam HaCTPOWKM NpOrpamMHOro obecrneyeHus, BKNOYas MporpaMMHoe
obecneyeHve cpeacTB 3awwmTel UHOPMauuK, obecnedvBaome peanusaumio Mep 3alimTbl MHopMauun, a Takke
yCTpaHeHWe BO3MOXHbIX YA3BMMOCTEN WMHAPOPMALMOHHON CUCTEMBI, MPUBOASALUMX K BO3HUKHOBEHMIO Yrpo3
BesonacHoCcTu MHopMauuu;

(B pea. MNpukasza PCTIK Poccum o1 15.02.2017 N 27)

OnpedensaTcs Mepbl  3aWwuTbl  MHoOpMauum nNpyv MHAPOPMALMOHHOM  B3aUMOAEWCTBUM C  MHBIMU
WH(OPMALMOHHBIMA ~ CUCTEMaMW U MH(POPMALMOHHO-TENEKOMMYHUKALMOHHBIMM ~ CETAMKM, B TOM  4ucrie C
WHOPMALMOHHBIMU CUCTEMaMU YMNOMTHOMOYEHHOIrO Nuua, a Takke Mpu NPUMEHEHUU BbIYUCIIMTENbBbHBLIX PEeCcypCcoB
(MOLLHOCTEN), NpeaoCTaBnseMbIX YNOTHOMOYEHHbIM NMUOM Ans 06paboTku nHpopmaumn.

PesynbTaTbl NPOEKTUPOBaHWS CUCTEMBI 3aliMTbl MHOpMaUUM MHGOPMALNOHHON CUCTEMBbI OTpaXakTcsi B
NMPOEKTHOWN AOKYMEHTaLMM (3CKN3HOM (TEXHUYECKOM) NPOEKTE U (Mnun) B paboder JOKyMEHTaUUN) Ha MHOPMaLNOHHYO
cucTemy (cuctemy 3awmuTbl MHGOPMaUMKM UMHGOPMaAUMOHHON cucTeMbl), pa3pabaTtbiBaeMbix ¢ yvyetoM FOCT 34.201
"MIHbopMaLmMoHHasa TexHonorns. Komnnekc ctaHaapToB Ha aBTOMaTU3MPOBaHHbIE CUCTEMbl. Buabl, KOMMNNEKTHOCTbL U
0603HavYeHne JOKYMEHTOB MpuW CO34aHMn aBToMaTU3npoBaHHbIX cuctem” (ganee - FOCT 34.201).

[MpoekTHast AOKyMeHTauus Ha MHPOPMALIMOHHYIO CUCTEMY U (MNN) ee CUCTEMY 3alUMTbl MHOpMaLun nognexat
COrNacoBaHUo C OrnepaTopom MHPOPMALIMOHHONM CUCTEMBI B CIlydae, ecriv OH OnpeaeneH TakoBbIM B COOTBETCTBUM C
3akoHofaTenbcTBoM Poccunckon Pegepaumm K MOMEHTY OKOHYaHUS NPOEKTUPOBAHUSA CUCTEMBI 3almnTbl MHopMaumn
MHGOPMALIMOHHON CUCTEMbBI U HE SBMSIETCA 3aKa3ymkoM AaHHON MHAOPMALMOHHON CUCTEMBI.

[Mpn oTcyTcTBUM HeobxoaMMbIX CPeAcTB 3alWuTbl MHAOpMauuKn, CepTUUUMPOBaHHLIX Ha COOTBETCTBME
TpeboBaHusiM No 6e3onacHOCTM MHGOpMaLUK, opraHmMsyeTcs paspaboTka (qopaboTka) cpeacTB 3awmuTbl MHGOpPMaLmm
N NX cepTudurKaums B COOTBETCTBUM C 3akoHodaTenbcTBoMm Poccuinckon ®egepauum nnm npom3BoAMTCA KOPPEKTUPOBKA
NPOEKTHbIX peLleHun no uHPOpPMAaLMOHHOW cuctemMe U (MNKU) ee cucTeme 3aluTbl MHOpPMaUMM C  y4eToM
PYHKLMOHAmbHbBIX BO3MOXHOCTEN MMEIOLLMXCHA CEPTUDULNPOBAHHBIX CPEACTB 3almnTbl UHCboOpMaLunK.

15.2. PaspaboTka 3KcniyaTauMoHHOW OOKYMEHTauMM Ha cuctemy 3awuTbl WHGopMaumm MHEGOOPMaLMOHHON
CUCTEMbI OCYLLIECTBNSAETCA B COOTBETCTBUM C TEXHUYECKUM 3afaHneM Ha co3gaHne UHOPMaLMOHHOW CUCTEMBI U (UNK)
TEXHUYECKMM 3afjaHMeM (4acTHbIM TEeXHWYeCcKMM 3ajaHueM) Ha cos3gaHue cucTeMbl  3awuTbl  MHGOPMaLMK
WHOPMALIMOHHON CUCTEMBI.

OkcnnyaTauMoHHast [OOKYMEHTauuMsi Ha CcucTeMy 3awuTbl  UHdopmaumm  MHAPOPMAaLMOHHOW  CUCTEMbI
paspabatbiBaetca ¢ ydetom [OCT 34.601, TOCT 34.201 ulTOCT P 51624 »n pomkHa B TOM u4ucrne cogepxaTb
onuncaHue:

CTPYKTYpbl CUCTEMBI 3aLLUTLI MHAOPMaLUMKN MHPOPMALIMOHHOW CUCTEMBI;

cocTaBa, MEeCT YCTaHOBKW, NapaMeTpoB W Mnopsigka HACTPOMKM CpeacTB 3almTbl MHOpMauuun, NporpaMMHOro
obecneyeHns N TEXHUYECKNX CPEACTB;

npaBun aKcnyaTauum cMcTeMbI 3aLLNTbl MHOpMaL MK NMHAPOPMALMOHHON CUCTEMBI.

15.3. MNpn MakeTMpOBaHUN N TECTUPOBAHNN CUCTEMbI 3aLUTbl UHOPMaLMN UHAPOPMALMOHHON CUCTEMbI B TOM
yncne OCyLLEeCTBASIOTCSA:

npoBepka paboTOCNOCOBHOCTM ©M  COBMECTUMOCTM  BblOpaHHbIX  CPEeACTB  3alWTbl  MHOpMauum C
WHOPMALMOHHBIMU TEXHOMOMMAMN U TEXHUYECKMMU CpeacTBamMu;

npoBepka BbINOMHEHUSA BblIOpaHHbIMKU CpeAcTBaMM 3alunThbl MHGOpMaumMmM TpeboBaHWA K cucteMe 3aluThbl
MHdOpMaLUUN MHOPMaLMOHHON CUCTEMBI;

KOPPEKTUPOBKa MPOEKTHbIX peLUeHUn, pa3paboTaHHbIX NpyM co34aHMM WHEOPMALMOHHOW CUCTEMBbI U (MnK)
cucTeMbl 3almThl MHGopmaumm MHGPOPMaLNOHHON CUCTEMBI;

ab3sal uckntoyeH. - MNMpukas PCTOK Pocenm ot 15.02.2017 N 27.

MakeTupoBaHue cucTeMbl 3aWwmTbl MHPOPMALMM UHDOPMALMOHHOW CUCTEMbI M €e TecTUpoBaHue MOXeT
NPOBOAUTLCHA B TOM 4YUCMEe C WCMONb30BaHMEM CPedcTB U METOAOB MOAENUPOBaHUSA WMH(OPMAaUMOHHBIX CUCTEM U
TEXHOJOrMI BUPTYyanuaaumu.

BHeapeHue cuctemsbl 3awuTbl UHOpMaLMn MHPOPMaLMOHHON CUCTEMBI

16. BHegpeHune cucTembl 3awWmTbl MHGOPMaUuM WHGOPMAaLMOHHOW CUCTEMbI OpraHu3dyetcs obnagartenem
NHopMaLMK (3aKasymKom).

BHenpeHue cuctemMbl 3almTbl MHAMOPMaLMU MHAPOPMALMOHHON CUCTEMbI OCYLLECTBSETCH B COOTBETCTBUUN C
MPOEKTHOW Y 3KCrIlyaTauMOHHOW AOKYMEeHTaLmnen Ha cuctemy 3awmTel MHopmaumy MH(pOpMaUNOHHON CUCTEMbI U B
TOM YuCre BKIOYaeT:

YCTaHOBKY M HAaCTPOWNKY CpeacTB 3aLmTbl MHPOPMaLUKN B MHPOPMALIMOHHOW CUCTEME;

pa3paboTky JOKYMEHTOB, ONpeaensoWwmx npasuna u npoueaypsl, peanusyemMble onepatopom ansg obecneyeHus
3aWmnTbl  UHdOpMauMM B MHOPMaLMOHHOW  cucTeme B Xoge  ee akcnnyaTaumm (nanee -
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(pea. ot 15.02.2017)

"06 yTBepxaeHun TpeboBaHU 0 3alnTe MHDOPMaLUK, He
COCTaBNAI0...

[JokymeHT npegoctasneH KoHcynbTaHTINOC
[ata coxpaHeHnus: 30.03.2017

OpraHM3auUMOoHHO-pacnopsaanTENbHbIE AOKYMEHThI MO 3alimMTe nHdopmaumn);

BHeZpeHMe opraHn3aLMOoHHbIX Mep 3alUmTbl MHopMaLumu;

npeaBapuTeNbHbIE UCTMIbITAHWUSA CUCTEMbI 3aLLMTbl MHOPMaLMM NHHOPMALMOHHON CUCTEMBI;

ONbITHYO 3KCMNyaTauuio CMCTEMbI 3aLUnTbl MHOpMaLUMn NHGPOPMALMOHHOW CUCTEMBI;

aHanus ysa3sumocTen MHPOPMaLMOHHON CUCTEMBI U NPUHATME MEP 3aLLnTbl UHCpOPMaLMK MO UX YCTPAHEHUIO;

NPUEMOYHbIE UCMbITAHUA CUCTEMbI 3aLLUTbI MHGOPMaLMKM MHAPOPMALMOHHOW CUCTEMBI.

K BHedpeHuO cuCTeMbl 3awWmntbl WHGopMaumm UHMDOPMAUUOHHOW CUCTEMbI NPUBMEKaeTCsa onepaTtop
WH(OPMALIMOHHON CUCTEMbI B Criyyae, eCcnu OH ornpeferieH TakoBbIM B COOTBETCTBMM C 3aKOHOAATENbCTBOM
Poccuickon ®egepauum Kk MOMEHTY BHeOpPEeHMS CUCTeMbl 3awimTbl MHOpMauun MHAPOPMALMOHHON CUCTEMBbI U He
SABMSIETCA 3aKa34MKOM AaHHON UHPOPMALIMOHHON CUCTEMBI.

16.1. YcTaHOBKa U HAcCTpoWka CPpeacTB 3almTbl MHAOpMaLun B MHCDOPMaLMOHHOW CUCTEME OOIMKHA NPOBOAUTLCSA
B COOTBETCTBUU C IKCMMyaTaUMOHHON AOKYMEHTaLMeN Ha CUCTEMY 3alUMTbl MHpopMaLn MHHPOPMaLMOHHOW CUCTEMBI U
JOKyMeHTaumnen Ha cpeacTea 3auTbl MHGOpMaLuu.

16.2. PaspabaTbiBaeMble OpraHM3aLVoOHHO-pacnopsaanTernbHble JOKYMEHTbl MO 3alimte MHOPMaLUM OOIDKHbI
onpegenaTb Npasunia v npouenypsbl:

ynpasneHus (aaAMMHUCTPUPOBAHMWS) CUCTEMOW 3aLLUUTbLI MHAPOPMAaLMU MHPOPMALIMOHHON CUCTEMBI;

BbISIBITIEHNS] UHUMAEHTOB (OA4HOrO COObITMS MW rpynnbl COBbITU), KOTOpblIE MOrYT MPUBECTU K COOSIM MK
HapyLeHNo (PYHKUNOHMPOBAHUS WH(OPMAaUMOHHOW CUCTEMbI M (MM) K BO3HWKHOBEHWIO Yrpo3 ©Oe3onacHocTu
MHdopmaumm (ganee - MHUMOEHTbI), U pearnpoBaHus Ha HUX;

ynpaBneHus KoHdurypaumen aTrectoBaHHOM MHMOPMALMOHHOM CUCTEMbI U CUCTEMbI 3alUMTbl UHpOpMaLmn
WHOPMaLMOHHON CUCTEMBI;

KOHTpoOnsa (MOHWUTOpMHra) 3a obecnedyeHVeM YpoBHSA  3alUMLLEHHOCTU WHopMaumn, cogepxallenca B
WHOPMALIMOHHON CUCTEME;

3alWuTbl MHOPMAaLMKU NPU BbIBOAE M3 IKCNNyaTauum UHOPMaLMOHHON CUCTEMBI NN NOCNe NPUHATUSA peLLeHUs
006 oKoH4YaHuM 0bpaboTkn MHpopmaumn.

16.3. Npu BHeAPEHUN OpraHM3aLMOHHbIX MEpP 3aLMTbl MHOPMAaLUKN OCYLLECTBASIOTCA:

peanusaumsi npasBuil pasrpaHUYeHns OOCTyna, pernameHTUpyoLwWmMx npaBa AocTyna CcyObekToB [JocTyna K
obbektam gocTyna, M BBeOEHWE OrpaHUYeHUn Ha OEWCTBUS NoNb3oBaTenen, a Takke Ha M3MEHEeHWe YCrnoBuUn
aKcnnyaTaumm, coctaBa U KOHUIrypauum TEXHUYECKNX CPEACTB U MPOrpaMMHOro obecnevyeHuss;

nposepka NOMHOTbI U AeTanbHOCTN OMUCaHWUS B OpraHn3auMOHHO-pacnopsauTerbHbIX JOKYMEHTax no 3awmrte
WHOpPMaUMK OEACTBUA MNONb3oBaTenen W  aaMUHUCTPATOPOB  WMHMOPMALMOHHOM CUCTEMbI MO  peanusaumnm
OpraHn3auMOoHHbIX Mep 3alLnTbl MHopMauuu;

oTpaboTka AEWCTBMIA OOMKHOCTHBIX MWL M NOApa3feneHuid, OTBETCTBEHHbIX 3a peanu3auuio Mep 3awuTbl
WHopmaLnK.

16.4. NpenBapuTenbHble UCMBITAHNSA CUCTEMbI 3aLUMTbl MHpOpMaLMN MHPOPMAaLIMOHHON CUCTEMBI NMPOBOAATCHA C
ydyetoM OCT 34.603 "WHcpopmaumnoHHaa TexHonorns. Buabl ucnbiTaHMn aBTOMAaTU3MPOBAHHBLIX cucTeMm" (danee -
FOCT 34.603) n BkntoyaloT MNPOBEPKY paboTOCMNOCOOHOCTU CUCTEMbI 3alWTbl MHopMauun MHGOPMaLNOHHOWN
CUCTEMBI, @ TaKkKe MNPUHATUE PELUEHUS O BO3MOXHOCTM ONbITHOM SKCMnyaTauun cucTembl 3aliuTbl WMHGOpMaumu
WHOPMaLMOHHON CUCTEMBI.

16.5. OnbITHas akcnnyaTaums CUCTEMbI 3aLUUTbl MHPOPMaLMM UHPOPMALIMOHHOW CUCTEMbI NPOBOAUTCS C y4ETOM
FOCT 34.603 u BknoYaeT NpoBepPKY (PYHKLMOHMPOBAHMS CUCTEMBI 3aLUNTbl HopMaLUM NHPOPMALMOHHON CUCTEMBI,
B TOM YMCne peann3oBaHHbIX Mep 3allnTbl UHpOPMaLMK, a TaKkke roTOBHOCTb Monb3oBaTtene U agMUHUCTPATOPOB K
aKcnnyaTauumn cucTeMbl 3alnTbl HopMaunn MHPOPMaLMOHHOW CUCTEMbI.

16.6. AHanuM3 yA3BUMOCTEN WH(OPMALMOHHON CUCTEMbI MNPOBOAUTCA B LENAX OUEHKA BO3MOXHOCTU
NPeodoneHnss HapylwnTenem CcucTeMbl 3awuTbl MHOPMaUUM WHGOPMALMOHHON CUCTEMbI M NpenoTBpaLleHus
peanusauun yrpo3 6e3onacHoOCcT1 nHopmaumm.

AHanus yaA3BMMOCTEN MHMOPMALUOHHOM CUCTEMbl BKIKOYAEeT aHanuM3 Ys3BUMOCTENW CpeacTB  3alluThl
MHdopMaLMK, TEXHUYECKMX CPEACTB M NPorpaMMHoro obecneyeHms MHPOPMAaLIMOHHON CUCTEMBI.

Mpu aHanuse ya3BUMOCTEN WHEMOPMALMOHHOW CUCTEMbI NPOBEPSETCA OTCYTCTBUE W3BECTHbLIX YSA3BUMOCTEN
cpeacTB 3awWuTbl MHAOPMaLUKN, TEXHUYECKMX CPEACTB U MpPOrpaMMHOro obecneyeHnsi, B TOM YUCME C Y4ETOM
MHpopMaLn, MetOLLIECS Yy pa3paboTUMKOB U MOMNMYYEHHOW M3 APYrMX O6LLEeAOCTYMNHbIX WUCTOYHMKOB, MPaBWUIIBHOCTb
YCTaAHOBKN WU HACTPOWKM CPeacTB 3alLmTbl MHpOpMaLIMN, TEXHNYECKUX CPEACTB 1 NPOrpaMMHOro obecneyeHunst, a Takke
KOPPEKTHOCTbL paboTbl CpeacTB 3alnTbl MHAOPMAaLMU MpU UX B3aUMOZEWCTBUM C TEXHWYECKMMM CpeacTtBaMum U
nporpamMmmHbIM o6ecneyeHrem.

B cnyyae BbIiBNeHUs yA3BUMOCTEN WHAPOPMALMOHHOW CUCTEMBbI, MNPUBOAALLMX K  BO3HUKHOBEHWIO
OOMONHUTENBHBIX yrpo3 6e3onacHocTM MHGOPMAauMK, MPOBOAUTCA YTOYHEHMe Mogdenu yrpo3 6e3onacHocTu
MHpopMaLmn N Npu HEOBXOAMMOCTU NMPUHMMAIOTCS AOMOMHUTENbHbBIE MEpPbI 3aLLMThl UHpOPMaLMK, HanpaeneHHble Ha
YyCTpaHeHMEe BbISBMEHHbIX YI3BUMOCTEN UMW UCKIOYaKoLLME BO3MOXHOCTb MCMOMb30BaHUSA HAPYLLUUTENEM BbISIBNIEHHbIX
YA3BUMOCTEWN.
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COoCTaBfi4lo...

Mo pesynbTataM aHanm3a ys3BUMOCTEW OOIMKHO ObiTb MOATBEPXKAEHO, 4YTO B WMHGOPMALMOHHOW Ccucteme
OTCYTCTBYIOT YSI3BMMOCTHK, cofdepxalumecss B GaHKke AaHHbIX yrpo3 GesonacHocTn mHdopmaumm PCTIK Poccun, a
TakkKe B MHbIX MCTOYHMKAX, UM UX UCMONb30oBaHME (SKCnyaTaums) HapyLumTenemMm HEBO3MOXHO.

(ab3au BBeaeH lMpukaszom ®CTIK Pocecum o1 15.02.2017 N 27)

16.7. TpuemMoyHble UCNbITaHUS CUCTEMbI 3alunTbl MHPOPMaLMM MHADOPMALUOHHOM CUCTEMbI MPOBOAATCA C
yyetom [OCT 34.603 u BKMOYAOT MPOBEPKY BbLIMONHEHMS TpeboBaHWA K cuUCTeEMe 3aluTbl  UHOpMauum
WMHOPMALIMOHHOW CUCTEMbI B COOTBETCTBUN C TEXHUYECKMM 3a[aHWEM Ha CO3f4aHue WMH(OPMAaLMOHHOW CUCTEMbI U
(M) TexHuyecknm 3agaHveM (Y4acTHbIM TEXHWYECKMM 3adaHMeM) Ha CO3[4aHue CUCTeMbl 3aliuTbl UHOopmauuu
WHOPMaLMOHHON CUCTEMBI.

ATTectaumnsa NHpopmMaLUMOHHOWM CUCTEMbI U BBOA €€ B AENCTBUE

17. ATTectauus MHGOPMALMOHHOW CUCTEMbI OpraHmM3yeTcs obnagatenem wHOpMauuMn (3aka3qymkom) wnm
onepaTopoM M BKIOYAET NpoBeAeHME KOMIMIEKCA OPraHn3auMoOHHbIX N TEXHUYECKUX MeponpuaTUiA (aTTecTauMOHHbIX
UCnbITaHWI), B pe3ynbTaTe KOTOPbIX MOATBEPXKOAETCS COOTBETCTBME CUCTEMBI 3aLLUTLI MHhOPpMaLUKN MHOPMaLIMOHHON
cucTeMbl HacTosAwmm TpeboBaHNUsM.

lMpoBegeHne  aTtTeCTauUMOHHbLIX  UCMbITAHUA  MHAOPMALMOHHOW  CUCTEMbI  OOSDKHOCTHBIMU  NULAMM,
OCYLLEeCTBASALWUMM NPOEKTUPOBAHME U (MNWN) BHEOPEHNE CUCTEMbI 3aLLNTbl MHOpMaLUUN NHHPOPMAaLIMOHHON CUCTEMBI,
He JgonyckaeTtcs.

17.1. B ka4yecTBe UCXOOHbIX AaHHbIX, HEOBXOANMBIX ANs aTTecTaunm MHPOPMALMOHHOW CUCTEMbI, UCMOSNb3YyHTCA
MoZenb yrpo3 6e3onacHoCcTn MHpopmaumm, akT knaccudukaumnmm MHOOPMaLMOHHON CUCTEMBI, TEXHUYECKOE 3aaHue Ha
co3gaHve MHAOPMAaLMOHHOM CUCTEMBI U (MNKN) TEXHUYECKOE 3afaHue (Y4acTHoe TexXHUYecKoe 3afaHue) Ha cosaaHue
CUCTEMBI 3aLlMTbl MHOPMaLUMM MHPOPMALMOHHON CUCTEMbI, NMPOEKTHAd W 3KCnnyaTauMoHHAs [OOKyMeHTauust Ha
cucTemy 3aluTbl MHPOPMAaLMU UHPOPMALMOHHOMW CUCTEMBI, OpraHM3auuoHHO-pacnopaanTenbHble OOKYMEHTbl Mo
3awmTe nHopmMaumu, pesynbTaTbl aHannsa ya3ssMMocTen MHPOPMaLMOHHON CUCTEMBI, MaTepuansl NpeaBapuUTenbHbIX
N NPUEMOYHbLIX UCNBITAHWUI CUCTEMBI 3aLUUTBI MHOPMaUUN MHPOPMAaLMOHHON CUCTEMbI, @ TaKKe WHble OOKYMEHThI,
pa3pabaTtbiBaeMble B COOTBETCTBMM C HAacToAWMMKN TpeboBaHUsMN.

17.2. Attectaums MHPOPMALMOHHOMN CUCTEMbI NMPOBOAUTCHA B COOTBETCTBMM C MPOrPaMMon W  MeToguKamu
aTTeCcTalMOHHbIX UCTbITaHWI 0O Havana oopaboTku nHdopmaumm, Nnoanexallen sawmre B MHOPMaLMOHHON CUCTEME.
Ona nposefeHusa atrectaumMmM WHMOPMALMOHHOM CUCTEMbI MNPUMEHSAOTCA HaLMOHanbHble CTaHOapTbl, a Takke
MeToAMYECKME OOKYMEHTbI, pa3paboTaHHble 1 yTBepxaeHHble PCTIK Poccum B COOTBETCTBUM € MOAMYHKTOM 4 MyHKTa
8 lMonoxeHusa o degepanbHoM crnyxbe MO TEXHMYECKOMY W 3IKCMOPTHOMY KOHTPOI, YTBEPXOEHHOro YKasom
MpesungeHTa Poccuiickon ®epepauum ot 16 aBrycta 2004 r. N 1085.

Mo pesynbTatam aTTeCTaUMOHHBLIX WUCNbITaHMN OMOPMNATCA MPOTOKOMbl  ATTECTAUMOHHBLIX  UCMbITAHUN,
3aKnoyeHne o0 COOTBETCTBMM WHAOPMALMOHHOMW CcUCTeMbl TpeboBaHMSM O 3awmte wuHdopmaumMm W aTrectaT
COOTBETCTBUSA B Criyyae NnonoXunTenbHbIX pe3ynbTaToB aTTeCTalNOHHbIX UCMbITAHUNA.

Mpy npoBedeHWM aTTeCTaLMOHHbIX WCMNbITAHUW [OOIDKHbI MPUMEHATLCA — criedyolme MeToAdbl  NPOBEPOK
(ncnbiTaHun):

(ab3au BeeaeH Mpukazom GCTIK Poccum ot 15.02.2017 N 27)

3KCMEPTHO-AOKYMEHTamNbHbIN  MeToA, NpeaycMaTpyBalolWnMA  MPOBEPKY COOTBETCTBMA CUCTEMbI  3aLLUMThI
NHopmaLmm MHPOPMALMOHHOM CUCTEMBI YCTaHOBIEHHBIM TpebOBaHMAM NO 3awmnTe MHpOpMaLUnM, Ha OCHOBE OLLEHKU
aKcnnyaTaunoHHOW [AOKYMeHTaLuuu, opraHnsauMOHHO-pacnopsaguTenbHbiX AOKYMEHTOB Mo 3awuTte uHdopmauuu, a
TakKke ycnosuin YHKUNOHNPOBAHNSA MHAOPMALIMOHHOW CUCTEMBI;

(ab3au BeeaeH MNpukazom PCTIK Poccum ot 15.02.2017 N 27)

aHanu3 ys3BUMOCTEN MHAOPMALUOHHOMW CUCTEMbI, B TOM YUCIE BbI3BAHHbLIX HENpPaBUIIbHOW HAaCTPOWKOM
(koHUrypmpoBaHMem) NporpaMmMHOro obecrneyeHus n CpeacTs 3aWwmTbl MHOPMaLIMK;

(ab3av BBeaeH lNpukasom PCTIK Poccum ot 15.02.2017 N 27)

UCNbITaHWS CUCTEMbBI 3aLUUTbl MHOPMALMKM NYTEM OCYLLECTBNEHUS MOMNbITOK HeCaHKUMOHWPOBAHHOrO AocCTyna
(BO3OencTBUS) K MHPOPMALIMOHHOW cMcTeMe B 06Xx04 ee CUCTEMbI 3aluUTbl MHGOPMaLIMK.

(ab3au BeeaeH Mpukazom PCTIK Poccum ot 15.02.2017 N 27)

17.3. [onyckaeTcss aTTectauuss WMHEAOOPMALMOHHOW CUCTEMbl Ha OCHOBE pPe3yfnbTaTOB  aTTECTALMOHHbIX
UCNbITaHWA BblAENEHHOro Habopa CerMeHToB WMHAOPMALMOHHOW CUCTEMbI, Peanuaylolmx MOMNHYK TEXHOMOro
06paboTkn MHpopMauuu.

B aTom cnyyae pacnpocTpaHeHue atTecTtata COOTBETCTBUS Ha Apyrue cerMeHTbl MHAPOPMAaLUOHHOW CUCTEMbI
OCYLLeCTBNSAETCA NpW YCrNOBMM WX COOTBETCTBUS CerMeHTam  WMHOPMAaLMOHHOW  CUCTEMbl,  MpOLUeALINM
aTTecTaunoHHbIE UCMbITAHUS.

CermeHT cuMTaeTcs COOTBETCTBYIOLMM CETMEHTY WH(OPMALMOHHOMW CUCTEMbI, B OTHOLLUEHUN KOTOPOro Obinwu
NpoBeAeHbl aTTeCTaUMOHHbIE UCMbITAHUA, €CnNN AN YKa3aHHbIX CEerMeHTOB YCTaHOBMEHbl OAMHAKOBbIE Kracchbl
3alUMLLEHHOCT, Yrpo3bl ©Ge3onacHoOCTM MHopMauun, peann3oBaHbl OAMHAKOBLIE MPOEKTHbIE pPELleHust no

KoHcynbTanTlNKoC

www.consultant.ru CrtpaHuua 8 ns 24
HaeXHas npaBoBas noaaepXxkKa



http://www.consultant.ru
http://www.consultant.ru
http://www.consultant.ru
http://www.consultant.ru

Mpuka3z ®CTIK Poccum ot 11.02.2013 N 17

(pea. ot 15.02.2017)
"06 6 o [JokymeHT npegoctasneH KoHcynbTaHTINOC
06 yTBepxaeHun TpeboBaHWi O 3aWmuTe MHOpMaUmm, He [lata coxpaHerms: 30.03.2017

COoCTaBfi4lo...

WMHOPMALIMOHHOW CUCTEME U ee CUCTEME 3aLUUTbl MHGOPMaLIMK.

CooTBETCTBME CErMEHTA, Ha KOTOPbIN pacnpoCTpaHAeTCs aTTectaT COOTBETCTBUS, CEIMEHTY WMHMOPMAaLMOHHON
CUCTEMbI, B OTHOLUEHUN KOTOPOro ObIfiM MNpPOBEAEHbl aTTEeCTALUMOHHbIE MWCMbITaHWUs, NOATBEPXAAETCS B Xon4e
NPUEMOYHbLIX UCMbITAHUN MHAPOPMALIMOHHON CUCTEMBI UITN CETMEHTOB MH(POPMaLMOHHOWN CUCTEMBI.

B cermeHTax MHOPMaLMOHHOM CUCTEMbI, HA KOTOPbIE PacnpoCTpaHseTCcs aTTecTtat COOTBETCTBUA, OnepaTopoMm
obecneunBaeTcs cobnogeHne aKkcnyaTauMoHHOM JOKYMEHTALUM HA CUCTEMY 3aLluTbl MHGopMaLMM MHPOPMaLMOHHOW
CUCTEMbI Y OPraHM3aLUMOHHO-PaCcNoPAANTENbHbLIX JOKYMEHTOB MO 3almTe nHdopMaumm.

OcobeHHocTM aTTecTauum MHAPOPMALIMOHHON CUCTEMbI Ha OCHOBE pe3ynbTaToB aTTeCTaLuMOHHbLIX WCMbITaHWM
BblAeneHHOro Habopa ee CErmMeHToB, a TaKkKe YCMOBMS U MOPSAOK PaCnpOCTpaHeHWs atTecTtaTa COOTBETCTBMS Ha
Opyrue cerMeHTbl HPOPMAaLIMOHHON CUCTEMBI ONpeaensaTca B NporpaMMme n MeToaukax aTTeCTauMOHHbIX UCMbITaHWUN,
3aKro4YeHnn 1 aTTecTaTe COOTBETCTBUA.

17.4. ToBTOpHasa aTTecTaums MHPOPMALMOHHON CUCTEMbl OCYLLECTBASETCA MO OKOHYaHWW Cpoka [AeuCTBuUS
aTTectaTta COOTBETCTBMS, KOTOPbIA HE MOXET MpeBbllaTb 5 neT, WM MOBbIWEHUA Knacca 3allMLEHHOCTU
MHOPMaLMOHHOW cucTeMbl. [pu yBenmyeHun coctasa yrpo3 6€30nacHOCT! MHPOPMaLUKN NN U3MEHEHUS MPOEKTHbIX
peLLEeHUN, peann3oBaHHbIX NpY CO34aHNN CUCTEMbI 3alLMTbl MHOpMaUMM MHPOPMALMOHHON CUCTEMbI, MPOBOAATCS
[OMNONHUTENbHbIE aTTECTALMOHHbIE UCMbITaHNS B pamMKax EeNCTBYHOLLEro atTectaTta COOTBETCTBMS.

(B pea. MNpukasa CTIK Poccum o1 15.02.2017 N 27)

17.5. BBog B AencTBME WH(OPMALMOHHOMW CUCTEMbI OCYLLECTBMSETCS B COOTBETCTBUM C 3aKOHOAATENbCTBOM
Poccuickon ®epepauum 06 nHpopmaumm, MHOPMALMOHHBIX TEXHOSOMMAX M O 3awmTe uHpopmaumm 1 ¢ yyetom FOCT
34.601 n npy Hanu4nn aTTeCcTaTta COOTBETCTBUS.

17.6. WNHdopmaumoHHble cucTembl, QYHKUMOHUpYOWMe Ha ©Gase o6wen WHMPaACcTpyKTypbl (CpeacTs
BbIYUCIIUTENBHOW TEXHUKM, CEPBEPOB TENEKOMMYHUKALMOHHOMO 06OopyaoBaHWs) B KayecTBe MNpPUKNagHbIX CEepPBUCOB,
noanexaT atTecTtaumm B cOCTaBe yka3aHHON UH(PaCTPYKTypbl.

B cny4yae, ecnu nHgopmaumoHHas cuctema cosgaetcd Ha 6ase ueHTpa 06paboTKM AaHHbIX YMONTHOMOYEHHOMO
nvua, Takow LeHTp 00paboTkum AaHHbIX AOMKeH OblTb aTTecToBaH MO KMaccy 3alUMLEHHOCTM HEe HWXKe Kracca
3alMLLEHHOCTN, YCTAHOBMNEHHOMO A5 co34aBaeMon MHPOPMAaLMOHHON CUCTEMBI.

Mpn aTtTectauum MHEGHOPMALMOHHON CUCTEMbI [OOIDKHbI UCMOMb3YTCA  pesynbTatbl  aTtrectaumm  obuwien
WH(PaCTPYKTYpbl onepaTtopa MHPOPMALMOHHOW CUCTEMBI.

(n. 17.6 BBegeH lNpukazom PCTIK Poceun ot 15.02.2017 N 27)

O6ecneyeHve 3awmnTbl MHOPMaLUMK B XoAe aKcnyaTaumum
aTTecToBaHHOW NHPOPMALMOHHON CUCTEMBI

18. ObecneyeHne 3awmTbl MHAOPMALMU B Xode IKchnyatauum aTTeCTOBaHHOM MHAOPMAaLUOHHOW CUCTEMBI
OCyLLEeCTBMSETCA OnepaTtopoM B COOTBETCTBMM C 3IKCMNyaTauMOHHOW [OOKYMEHTaumenh Ha cuctemy  3aluuThbl
MHOPMaLMM 1 OpraHM3aUMOHHO-pacnopaanTENbHbIMU AOKYMEHTaMM Mo 3awuTe uHdopMauum u B TOM 4ucne
BKItOYAET:

ynpaerneHue (aAMUHUCTPUPOBAHNE) CUCTEMOWN 3aLUTbl MHPOPMAaLMK MHPOPMALIMOHHONM CUCTEMBI;

BbISIBIIEHNE MHLUMOEHTOB U pearnpoBaHne Ha HUX;

ynpaBneHue KoHurypaumen attecCToBaHHON UHPOPMALMOHHOW CUCTEMBI 1 €e CUCTEMbI 3aLlnTbl MHpopMauuw;

KOHTpONnb (MOHUTOPWMHr) 3a obecrneyeHMeM YpPOBHS  3alUULLEHHOCTM WHopmauun, coaepxallencs B
WHOPMALMOHHON CUCTEME.

18.1. B xoge ynpaBneHus (a4MUHUCTPUPOBAHUS) CUCTEMOW 3alUnNTbl MHPOPMaUMM MH(POPMALMOHHOW CUCTEMBI
OCYLLIeCTBMAOTCSA:

3aBefeHne M ypaneHve y4yeTHbIX 3anucen nonb3oBaTenew, ynpasrieHWe MOMHOMOYMAMW nonb3oBaTenen
WMHOPMALIMOHHOW CUCTEMbI U NoAAepXaHue npaBun pasrpaHMyeHns JocTyna B MIHPOPMaLUOHHON CUCTEME;

ynpaBreHne CpeacTBamMy 3alimTbl MHOpMaLuun B UHGOPMALMOHHOW cucTeMe, B TOM 4ucrie napameTpamu
HacTpoMKM MnporpammMHOro obecnedveHus, BKM4Yas nporpaMMmHoe obecneyeHne cpedcTB 3alMTbl  UMHGOPMaLUK,
ynpaBneHne y4eTHbIMW 3anucaMM Monb3oBaTernie, BOCCTaHOBNeHMe paboTocnocoBHOCTU CPeacTB  3aluThbl
MHdOpPMaLNK, reHepaLmo, CMEHY U BOCCTAHOBMNEHWE Napornen;

ycTaHoBka 0B6HOBMNEHMN NporpaMmHoro obecnedeHuns, BkMNwyas nporpammHoe obecneveHne CpeacTB 3aluTbl
WHdopMaumK, BbiNyckaeMblx paspaboTtynkamu (NPOV3BOAMTENSAMU) CPEeACTB 3awuTbl MHMOPMaUMM UM N0 KX
NopyYeHuIo;

LeHTpanu3oBaHHoOe YynpaBfieHne CcucTemMon 3awuTbl WMHOPMaUMM  MHEMOPMAaLMOHHON cuUcCTeMbl  (Mpu
HeobXxoaMMocCTH);

perncTpaumsi 1 aHanua cobbITUA B UH(POPMALIMOHHOW CUCTEME, CBSI3aHHbIX C 3awWuTon uHopmaumm (panee -
cobbiTnsa 6e3onacHoCT);

nHdopmmnpoBaHme nonb3oBartenen ob yrposax 6e3onacHoOCTM MHopMaLmK, 0 NpaBunax akcnnyartauum CUCTeMbI
3aLUMTbl MHPOPMALIMN MHEPOPMALIMOHHONM CUCTEMBI U OTAENbHbBIX CPEACTB 3aluTbl MHpopMaLun, a Takke nx obyveHue;
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conpoBoOXaeHe PYHKLNOHMPOBAHNS CUCTEMBI 3alLMTbl MHopMaunn MH(OPMaLMOHHON CUCTEMbI B Xofde ee
3KcrnyaTaumu, BKITlo4as KOPPEKTUPOBKY 3KCMyaTaunoHHOM AOKYMeHTaumm Ha Hee n
OpraHM3aunMOoHHO-PacnopAANTENbHbLIX JOKYMEHTOB MO 3awmTte nHdopmaumm;

18.2. B xoae BbISABNEHUSA MHUMOEHTOB U pearmpoBaHns Ha HUX OCYLLECTBAIOTCS:

onpeaerneHune nuu, oTBETCTBEHHbIX 3a BbiSiBNEHWE NHLUMOEHTOB U pearnpoBaHue Ha HuX;

0oBHapyXeHue 1 naeHTUdMKaUnsa MHUMOEHTOB, B TOM YMCre OTKa3oB B oOCnyxuBaHuM, cboeB (nepesarpysok) B
paboTe TeXHUYECKMX CPEeACTB, NPOrpaMMHOro obecneyeHnss U CpeacTB 3awuTbl MHOPMaUUW, HapylieHWn npasBui
pasrpaHnyeHunst 4OCTyNa, HenpaBOMEpPHbIX AeNCTBUIA No cOopy MHOpMaLMn, BHEAPEHUA BPEAOHOCHBIX KOMMbIOTEPHBLIX
nporpamm (BUpPYCOB) U UHbIX COBbLITUI, MPMBOASLLNX K BO3HUKHOBEHWNIO MHUNOEHTOB;

cBOEBpeMeHHOe NHDOPMMPOBAHME NULL, OTBETCTBEHHbIX 32 BbIIBNEHUE MHLUMOEHTOB N pearnpoBaHMe Ha Hux, O
BO3HWKHOBEHUW MHUMOEHTOB B MHAPOPMALIMOHHON CUCTEME MONb30BaTENAMN 1 agMUHUCTpaToOpamMu,;

aHanus MHUMOEHTOB, B TOM YWCNe onpedeneHne UCTOYHMKOB W MPUYUH BO3HUKHOBEHUS WHUMOEHTOB, a Takke
OLieHKa WX MocreacTBui;

NnaHupoBaHWe W TMPUHATME Mep MO YCTPaHEHUI0 WHUMOEHTOB, B TOM YuCMe MO BOCCTaHOBIIEHUIO
WHOPMALIMOHHOW CUCTEMbI U €e CEerMeHTOB B Clyvae oTkasa B oOcnyxuBaHuM unu nocne cboes, YCTpaHEeHUio
NoCNeacTBUN HapyLIeHUs NpaBun pasrpaHuyYeHnss JOCTyna, HernpaBOMEpHbIX OencTBun no cbopy WHpopmaumw,
BHEAPEHNS BPEOOHOCHbIX KOMMbIOTEPHBLIX MporpamMm (BMPYCOB) U MHbIX COObITWIA, MPUBOASILUMX K BO3HWKHOBEHWIO
WHUMOEHTOB;

NnaHupoBaHWe U NPUHATUE Mep NO NpeaoTBpaLLEeHN0 NOBTOPHOIO BO3HUKHOBEHMWS NHLMOEHTOB.

18.3. B xoge ynpaBneHusa KoHurypawumen atteCtoBaHHON MHPOPMALMOHHOM CUCTEMbI U €€ CUCTEMbI 3aliuTbl
MHOPMaLMM OCYLLECTBSIOTCS:

nogaepXxaHve KoHdurypauum MHGOPMaUNOHHON CUCTEMbI U ee CUCTeMbl 3awuTbl MHOPMaUMM (CTPYKTYpbI
CUCTEMbI 3alUUTbl MHOPMaLUN MHPOPMAaLMOHHON CUCTEMbI, COCTaBa, MECT YCTaHOBKM M MapamMeTpoB HaCTPOWKU
CpeacTB  3awmuTbl MHopmauun, nporpammHoro obecneyeHuMss U TexXHUYECKMX CpeAacTtB) B COOTBETCTBUAM  C
3KCNNyaTauMOHHOW AOKYMeHTauuen Ha cucTemy 3awmtbl MHdopMaumu (nogaepxaHue 6a3oBoOM  KoHdMrypaumu
WHOPMALIMOHHONM CUCTEMBI U €€ CUCTEMBI 3aLUThl MHhopMaLun);

onpegeneHne nuu, KOTOPbIM paspelleHbl OEeWCTBUSA MO BHECEHWI0 M3MeHeHun B 0as3oBylo  KOHUrypauuio
WHOPMALIMOHHOM CUCTEMBI U €€ CUCTEMbI 3aLnTbl MHhOpMaLNK;

ynpaBneHne usaMeHeHusiMm 6a3oBoOW KOHGUrypaumm WHMOPMAaLMOHHON CUCTEMbI UM €€ CUCTEMbl 3alLuThl
nHOpMaLMK, B TOM Yncre onpeaeneHne TUNoB BO3MOXHbIX M3MeHeHUn 6a30Boy KoHdurypauum MHEGOPMaLNOHHON
CMCTEMbI 1 ee CUCTEMbI 3aLUMTbl UH(OPMaLIMK, CAHKLUMOHMPOBAHNE BHECEHUSA U3MeHeHun B 6a3oByl0 KOHUrypaumio
WHOPMALIMOHHON CUCTEMbI N €e CUCTeMbl 3awuTbl MHGOPMaUuK, AOKYMEHTUpOBaHWe [OEeUCTBUA MO BHECEHUIO
n3meHeHun B 6a30Byt0 KOHUIypaLmo MHHPOPMALMOHHOW CUCTEMbI U €€ CUCTEMbI 3aluTbl MHOPMaLMK, COXpaHeHue
AaHHbIX 06 3MeHeHnax 6a30BoM KOHMUIypaumMm WHPOPMALIMOHHON CUCTEMbI U €e CUCTEMbl 3awWuTbl MHAOPMaLMK,
KOHTPOIb OEVWCTBMI NO BHECEHUIO U3MEHEHMI B 6a30BYI0 KOH(UIrypauuo MHPOPMAaLMOHHON CUCTEMbI U €e CUCTEMbI
3almnThl UHdOpMaLmnuy;

aHanm3 NoTeHuManbHOro BO3AeNCTBUSA NNaHUPYEMbIX N3MeHeHnn B 6a30BoON KOHUrypaumm WHOOPMaLVOHHON
cMCTEMbl M ee cucTembl 3aWwuTbl MHOpPMauMu Ha obecneyeHne 3awyTbl  UHAMOPMALMKM, BO3HWKHOBEHWE
OOMONHUTENbHBIX Yrpo3 6esonacHocT nHdopMauumn n paboTocnocobHOCTL MHPOPMALIMOHHON CUCTEMBI;

onpegeneHne napameTpoB HACTPOMKW MPOrpaMMHOro obecneveHus, BKMOYas nporpaMmHoe obecneyeHune
CpeacTB 3almTbl MHOpMaLMK, cocTaBa M KOHUrypaumm TeXHUYECKUX CpeacTB M nporpammHoro obecneveHus 4o
BHECEHUS U3MeHeHUI B 6a30BYyt0 KOHMUIypaumio MHPOPMALIMOHHON CUCTEMBI U €€ CUCTEMbI 3aLLMTbl MHdOpMaLM;

BHeCeHue nHopmMauun (4aHHbIX) 06 n3MeHeHnsix B 6a3oBort KOHpurypauum WMHMOPMAaLMOHHON CUCTEMbI U ee
CUCTEMbI 3alUUTbl MHAOPMaLUM B  IKCMMyaTaluUMOHHYIO [OKYMEHTauuio Ha CUCTeMy 3aluTbl  MHdopMauum
WHOPMaLMOHHON CUCTEMBI;

NMPUHATME peLleHns Mo pesynbTaTtaM ynpaBreHns KoHdurypaumen o nOBTOPHOW aTTecTtauun MHAPOPMaLMOHHON
CUCTEMbI UMK NPOBEAEHUUN JOMOSNTHUTENbHBIX aTTECTALNOHHbIX UCMbITaHUNA.

18.4. B xoe koHTpons (MOHUTOPUHra) 3a obecrneyeHMeM YPOBHS 3aLUULLIEHHOCTM WMHpopMauun, copepxallencs
B MH(POPMaLMOHHOWN CUCTEME, OCYLLECTBIIAIOTCS:

KOHTpPOIb 3a cObbITUAMM 6e30NacHOCTU U AENCTBUSIMM MONb3oBaTenen B MHOOPMAaLMOHHON CUCTEME;

KOHTPOMb (aHanu3) 3almweHHOCTU NHopMaLmm, cogepxallencs B MHPOPMaLUOHHON CUCTEME;

aHanus v oueHka (YHKLUMOHMPOBAHNS CUCTEMbI 3alnTbl MHAOPMaUMU WMHADOPMALMOHHOW CUCTEMBI, BKMOYasi
BblSIBlIEHWE, aHanuM3 W YyCTpaHeHWe HedocTaTKoB B (PYHKUMOHUMPOBAHWM  CUCTEMbl  3awuTbl  UHOpMaunm
MHOPMALIMOHHON CUCTEMBI;

nNepuoauyeckMin aHanu3 u3MeHeHus yrpo3 6e3onacHocTM uHdOopMauum B MHMOPMAaLMOHHON  CUCTEME,
BO3HMKAIOLLMX B X04e ee 3KCryaTauuu, U NpuHATUE Mep 3auTbl HPOPMaLIMK B Criydae BO3HUKHOBEHUS HOBbLIX Yrpo3
BesonacHocTu MHopMaLuu;

OOKYMEHTUpOBaHMe npoueayp W pesynbTaToB  KOHTpons (MOHMTOpuHra) 3a obecnedyeHunem  ypOBHS
3alUMLLEHHOCTU MHAOPMaLMK, coaepxallencs B MIHPOPMaLUOHHON CUCTEME;
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MPUHATME peLleHMst MO pes3ynbTaTaM KOHTponsd (MOHWTOpWHra) 3a obecnedeHMeM YpPOBHA  3aLUULLEHHOCTU
NHpopmaumm o gopadboTke (MoAepHM3aLMN) CUCTEMBI 3alMTbl MHPOPMaLMM UHPOPMALMOHHOW CUCTEMbI, NMOBTOPHOMN
artrectaummn I/IHCbOpMaLI,I/IOHHOVI CUCTeMbl nnu npoeeaeHM AONOJTIHUTENbHbIX aTTECTALUOHHbIX WCMbITaHNN.

O6GecneveHne 3awmTbl MHOpPMaLUMK NpY BbIBOAE M3 KCNyaTaumm
aTTeCTOBaHHOM MH(OPMALIMOHHOW CUCTEMbI UK NOCHE NPUHATUS
peLueHust 06 okoH4YaHMM 06paboTKM MHGOPMaLMK

19. ObecneyeHne 3awWwmTbl MHPOPMALMU MPU BbIBOAE W3 3KCMfyaTtauuum aTTecToBaHHOM WMHAOPMAaLMOHHON
CUCTEMBI UNN MOCME MPUHATUSA pelleHus 06 OkoHYaHuM 0BpaboTkM MHGOPMAaLMK OCYLLECTBSETCA ONepaTopoM B
COOTBETCTBMM C IKCNNyaTaUMOHHON JOKYMEHTaUMEN Ha cucTeMy 3awmntbl MHOPMaLUUM UHPOPMALMOHHOW CUCTEMbI U
OopraHn3aLnoHHO-pacnopsamTeNbHBIMU JOKYMEHTaMM MO 3almuTe MHoOpMaLumn U B TOM YUCHEe BKMNOYaeT:

apxvBupoBaHue MHdopmauun, cogepallenca B MHPOPMaLNOHHOW CUCTEME;

YHUUTOXEHWE (CTUPaHNE) AaHHbIX Y OCTAaTOYHOM MHGOPMaUMM C MaLUMHHBIX HOcuTenen mHdopmauun n (Mnm)
YHUUTOXEHNE MaLLUMHHbBIX HOcuTenen nHdopmaumm.

19.1. ApxvBupoBaHue uHcdopmaumm, cogepxawiencad B MHPOPMALMOHHON CUCTEME, AOMKHO OCYLLEeCTBNATLCH
npu HeobXoAMMOCTM AanbHeNLLEro NCNonb3oBaHUsA MHGOPMaLMM B AeATENbHOCTU onepartopa.

19.2. YHuUYTOXEHUE (CTUpaHWe) AaHHbIX U OCTAaTOYHOW WMH(OpMaUMM C MaLUMHHBIX HOcuTenen mHdopmaLmu
npou3BoaMTCA NpU  HeobXxoOUMOCTM nepedadn MaLUMHHOMO HOocWUTens  MHOopMauuMu  OpyroMy Monb3oBaTento
WH(OPMALIMOHHOW CUCTEMbI UMW B CTOPOHHWE OpraHM3aumMmM [Afs PemMOHTa, TEXHUYECKOro OOChyXvBaHus Wnu
JanbHenLwero yHUYTOXEHUS.

Mpu BbIBOAE U3 3KCMNyaTaunm MawmHHbIX HOCUTENEen MHopMaLUn, Ha KOTOPbIX OCYLLECTBAANUCL XpaHeHue U
obpaboTka MHdopMaLnm, ocyLLecTBNAETCA (U3NYECKOE YHUHTOXEHNE STUX MaLLMHHBIX HOCUTENen HdopmMaLum.

lll. TpeboBaHus kK Mepam 3aLmMTbl MHDOPMaLUMK, coaepXKallencs
B UHPOPMALIMOHHON cucTeme

20. OpraHu3aumMoHHble N TEXHUYECKUE Mepbl 3awmnTbl MHpopmMauun, peannsyemMble B MHPOPMaLIMOHHON cUcTeme
B paMKax ee CUCTeMbl 3aluTbl MHpopMaLun, B 3aBUCUMOCTM OT yrpo3 6e3onacHoOCTM MHGOpPMauUuM, UCMOMb3yeMblX
NHMOPMALMOHHbIX TEXHOMOMMIA U CTPYKTYPHO-(PYHKLMOHANBbHBIX XapakTepucTUK MHMOPMAaLNOHHON CUCTEMbI [AOIDKHbI
obecneunBaTb:

naeHTUdMKaLmMIo N ayTeHTMdmKaumo cybbLekToB 4OCTyNa N 06BbEKTOB AOCTYNa;

ynpaBneHue 4oCTynom cybbekToB gocTyna k obbektaMm JocTyna;

orpaHuM4eHue NporpaMMHON cpebl;

3alUMTY MaLLUMHHbBIX HOCUTeNen nHpopmauuw;

pernctpaumto cobbiTuin 6esonacHocTy;

aHTMBMPYCHYIO 3aLUnTy;

obHapyxeHue (NpeaoTBpaLLeHne) BTOPXKEHUI;

KOHTPOMb (aHanu3) 3alwmnLeHHOCTN nHdopmaumm;

LEeNoCTHOCTb MH(POPMAaLMOHHOW CUCTEMBI 1 MHA OPMaLK;

OOCTYMHOCTb UHOpMaLnK;

3awmTy cpedbl BUpTYyanusauuu;

3aWmUTY TEXHUYECKNX CPEaCTB;

3aWmTy MHPOPMAaLIMOHHON CUCTEMBI, €e CPEACTB, CUCTEM CBA3M U Nepeaayn aHHbIX.

CocTtaB mep 3awuTbl nHdopmMaumm 1M ux 06asoBble Habopbl A1 COOTBETCTBYHOLLMX KMAcCoOB 3aLUULLIEHHOCTU
WHOPMALMOHHBIX CUCTEM NpuBeadeHbl B npunoxeHnn N 2 k HacTosAwmm TpeboBaHNUsM.

20.1. Mepbl no uaeHTUdUKaUMM u ayteHTUduKauum cyObekToB JocTyna M OOBbEKTOB AOCTyna [AOIKHbI
obecneunBaTb NPUCBOEHNE CyObeKTaM N obbekTaMm AOCTyna YHMKanbHOro npusHaka (MaeHTudukaTopa), cpaBHeHve
npeabaBnsAeMoro cyobekTom (06beKkTom) gocTyna naeHTudgmkaTopa ¢ nepeyHeM NPUCBOEHHBbIX MAeHTUdmMKaTopoB, a
Takke MNpPOBEPKY MNPUHAANEXHOCTN CyObekTy (00bekTy) AocTyna npeabsBEeHHOro UM MAeHTUdumkaTopa
(nogTBEpXOeHMEe NOANUHHOCTH).

20.2. Mepbl No ynpaBneHnto AOCTYNoM cybbekToB AocTyna k obbektam [ocTyna [OmkHbl obecneunmsaTb
ynpaBsneHue npaBamMu 1 npuBunernsMn cybbeKkToB AOCTyNa, pasrpaHnyeHne 4ocTyna cybbekToB OCTyna K obbekTam
[OCTyna Ha OCHOBE COBOKYMHOCTM YCTaHOBMEHHbIX B MH(OPMALMOHHOW CMCTEMe MpaBuil pasrpaHuyeHus JocTyna, a
Takke obecnevmBaTb KOHTPOSb COBMOAEHMSA 3TUX NpaBuUn.

20.3. Mepbl No orpaHMYeHnto NporpaMMHO cpeabl AOMMKHbI obecrnevnBaTb YCTAHOBKY M (MNM) 3amyCK TOJIbKO
paspeLlleHHOro K WUCMonb30BaHW0 B WHMOPMALMOHHOW CUCTEME MpPOrpaMMHOrO obecrneyeHus WM  UCKMYaTb
BO3MOXHOCTb YCTAHOBKM W (MnM) 3anycka 3anpeLlieHHOro K WCMNoMb30BaHWi B WHPOPMALMOHHOM cucTeme
nporpammHoro obecneveHus.
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20.4. Mepbl Mo 3aWuTe MalMHHbIX HOcUTenen mHdopmauumn (cpegctBa obpaboTku (XpaHeHus) MHdopMauuu,
CbEMHbI€ MaLLWHHbIE HOCUTENN NHAOPMAaLMKN) OOIDKHBI MCKI0YaTb BO3MOXHOCTb HECaHKLMOHUMPOBAHHOIO AocTyna K
MaLLMHHBIM HOCUTENAM U XPaHSALLENCs Ha HUX MHpopMaumn, a Takke HECaHKLMOHUPOBAHHOE NCMONb30BaHNE CbEMHbIX
MaLLMHHbBIX HOCUTenen nHdopmaumm.

20.5. Mepbl no pernctpaumm cobbiTuin 6esonacHOCT AOMKHbLI 06ecnevmBaTb COOp, 3anNUcb, XpaHeHWe W 3aluTy
nHdopmaumm o cobbiTuax 6e3onacHOCTU B MHPOPMaLMOHHOW CUCTEME, a TakKe BO3MOXHOCTb MPOCMOTpa M aHanmaa
MHGOPMaLIMM O Takux COBBITUSAX 1 pearMpoBaHUe Ha HUX.

20.6. Mepbl NO aHTMBUPYCHOW 3alumMTe AOMMKHbI obecneuvnBaTb OOHapyXeHMe B MHGOPMALMOHHOW CcuUcTeme
KOMMbIOTEPHBIX Nporpamm nmbo MHOM KOMMNbIOTEPHON WMHGOPMaUMK, NpefHasHaYeHHOW Ans HeCaHKUMOHMPOBAHHOIO
YHUUTOXEHUS, BNOoKMpoBaHns, MogudurKaLmm, KoNMpoBaHUs KOMNbIOTEPHON MHOPMALIMK UNN HENTPanuM3aunm CpeacTs
3aLlmMTbl MHPOpMaLIMK, a Takke pearnpoBaHve Ha obHapyXeHve 3TUX NporpaMMm u nHpopmavmn.

20.7. Mepbl no obHapyxeHuto (NpefoTBPALLEHNIO) BTOPXKEHWUIA A0MKHbI 00ecnevmBaTtb 0OHapyXeHne 4ENCTBUN B
WH(OPMALIMOHHON CUCTEME, HanpaBrieHHbIX Ha MNpedHaMepeHHbIN HeCaHKLUMOHUPOBaHHLIN OOCTYN K WHdOopMaumu,
crneumanbHble BO3OENCTBUA Ha WHAPOPMALMOHHYI0 cucTeMy U (Mnm) uHopmauuo B Uensx ee [JoObiBaHus,
YHUUTOXEHUS], UCKaXXeHNs 1 BNokmpoBaHus ocTyna Kk uHdopmaumm, a Takke pearmpoBaHue Ha 3Tu JeNCTBUS.

20.8. Mepbl N0 KOHTPOSIO (aHanusy) 3alMLEeHHOCTU MHgopMauun AOormkHbI obecrnevmBaTb KOHTPOSb YPOBHS
3alUMLLEHHOCTU NHAOPMaLMK, codepxallencs B MH(OPMaLMOHHOW cucTemMe, MyTeM MNpOBEAEeHUs MeponpuaTuid no
aHanuay 3aluLeHHOCTM UHOPMALMOHHOMW CUCTEMBI U TECTUPOBAHUIO €€ CUCTEMBI 3aLLUTbl MHGOpMaLUK.

20.9. Mepbl no obecneveHunto LenoCTHOCTM MHAOPMAaLMOHHOM CUCTEMbI U MHOpMauMM AOSKHbI obecnednBaTb
obHapyxeHue haKkToB HECAHKLMOHMPOBAHHOIO HAPYLLIEHMWS LENTOCTHOCTM MHCPOPMALIMOHHOM CUCTEMBI U Coaep KalLlencs
B Her MHdopmauun, a TakKkKe BO3MOXHOCTb BOCCTAHOBMEHUS WH(OPMaUMOHHOW CUCTEMbI U COAepXallencs B Hew
WHopmaLnK.

20.10. Mepbl no obecneyeHMo AOCTYMHOCTU MHAOPMaLMK OOMKHbI obecnevmBaTb aBTOPM3OBAHHLIA OOCTYM
nonb3oBaTenemn, MMeLLMX Npasa no TakoMmy A0CTyny, K MHpopmaumm, cogepxallenca B MUHPOPMaLMOHHOW cucteme, B
LUTAaTHOM pexmumMme YHKUNOHNPOBaHUSA NHOPMAaLIMOHHON CUCTEMBI.

20.11. Mepbl No 3awuTe cpegbl BUPTyanusauun AOSMKHbI  UCKNOYaTb HECaHKUMOHMPOBAHHbLIM  AOCTYN K
nHdopmaumm, obpabaTbiBaeMon B BUPTYanbHOW MHPPaCTPYKType, N K KOMMNOHEHTaM BMPTyarnbHOW MHPaCcTPyKTypbl, a
Takke BO3OENCTBME HA WHMOPMALMIO U KOMMOHEHTbl, B TOM 4uCrne K CpeactBaM YNpaBreHWs BUPTyanbHOW
WHMPACTPYKTYPOR, MOHUTOPY BUPTYarbHbIX MawwH (TMNepBu3opy), CUCTEME XpaHeHWUs AaHHbIX (BKMoYas CUCTEMY
XpaHeHnsi obpa3oB BUPTYyanbHON WHAPACTPYKTYpPbI), CETM MNepefavy OaHHbIX 4Yepe3 3NEMEHTbl BUPTyanbHOW WUnu
dusnyeckon MHMPACTPYKTypbl, FOCTEBBIM OMEPALMOHHBIM CUCTEMaM, BUPTyalnbHbIM MallnMHaMm (KOHTerHepam),
cuctemMe M ceTu pennukauuu, TepMuHanbHbIM UM BUPTyanbHbIM YCTPOWCTBAM, a TaKkKe CUCTEME pes3epBHOro
KONUPOBaHMSA 1 CO34aBaeMbIM €0 KOMUSIM.

20.12. Mepbl MO 3awuTe TEXHWYECKUX CPEeACTB [AOMMKHbl MWCKMIOYaTb HECAHKUMOHMPOBAHHBLIN AOCTYN K
CTaUMOHapHbIM TEXHUYECKMM cpefacTBaMm, obpabaTbiBalowimm MHMOpMauuio, cpeacTeaM, obecnedvBatolimm
PYHKLMOHNPOBaHNE MHAOPMALMOHHON cuUcTeMbl (danee - cpefactBa obecnedeHust YHKUMOHWPOBaHMS), U B
NoMmeLLleHUs!, B KOTOPbIX OHW MOCTOSIHHO PAaCroNOXeHbl, 3aLlUTy TEXHUYECKUX CPeacTB OT BHELUHWX BO3OEWCTBUN, a
TaKkke 3awmTty mHdopmauuu, npeactaBneHHoW B BUAE WHEMOPMATUBHBIX 3MEKTPUYECKUX CUrHaroB U (PU3UYECKUX
nonewn.

20.13. Mepbl no 3alumTe MHOPMALMOHHOM CUCTEMBI, €€ CPEACTB, CUCTEM CBA3U U Nepedayn OaHHbIX OOSDKHbI
obecneunBaTtb 3aLMTy MHOPMALIMK NPY B3aUMOAENCTBUM MHOPMAaLMOHHON CUCTEMbI UNN €€ OTAENbHbIX CEerMeHTOB
C WHbIMWU WH(OPMALUOHHLIMM CUCTEMAMU U  UHAOPMALNOHHO-TENEKOMMYHUKALUUOHHBIMU  CETSIMA  NOCPeCTBOM
NPUMEHEHUST apXUTEKTYPbl MHPOPMAaLIMOHHON CUCTEMbBI, NPOEKTHLIX peLleHud Mo ee cucTeme 3awmTbl MHOPMaLUW,
HanpaBreHHbIX Ha obecneveHne 3almTbl MHpopMauuu.

21. Bbibop mep 3awwmTbl MHpopMauun Ans ux peanusaumm B UHPOPMAaLMOHHON CUCTEME B paMKax ee CUCTEMbI
3alWmnThl MHOPMaL MK BKIOYaET:

onpeneneHne 6asoBoro Habopa Mep 3awWmMTbl MHMOPMaUUM AN YCTAaHOBIIEHHOrO Knacca 3allWLLEHHOCTU
NMHOPMALIMOHHOM CUCTEMbI B COOTBETCTBMM C 6a3oBbIMM Habopamu Mep 3awuTbl MHopMauun, NpUBeOEHHbIMU B
npunoxeHnn N 2 kK Hactosiwmum TpeboBaHusAMm;

apgantaumio 6asoBoro Habopa Mep 3awWwmTbl MHAOPMALMU MPUMEHUTENBHO K CTPYKTYPHO-PYHKLUOHANbHBIM
XapakTepuctnkam MHPOpPMaLMOHHOW CUCTEMbI, UHPOPMALIMOHHBIM TEXHOMNOMMAM, 0COBEHHOCTAM (DYHKLMOHUPOBAHMSA
WHOPMALIMOHHOM CUCTEMBbI (B TOM 4uCrie npegycmaTpuBaloLLy0 MCKMoYeHne n3 6a3oBoro Habopa mep 3aluThbl
WHdopMauumM Mep, HENOCPEACTBEHHO CBA3AHHLIX C WHMOPMAUMOHHBIMW TEXHOMOMMSIMU, HE MWCNOoNb3yeMbiMn B
WH(POPMALIMOHHON  CUCTEME, WNW  CTPYKTYPHO-PYHKUMOHAMNbHLIMU  XapakTepucTukaMmu, He  CBOWCTBEHHbIMU
MHOPMALIOHHOW CUCTEME);

yTOYHEHWe ajanTupoBaHHOro 6a3oBoro Habopa mMep 3almTbl MHPOPMaLUN C y4ETOM He BbIbpaHHbIX paHee Mep
3aWwmTbl MHdOpMauuK, npuBedeHHbIXx B npunoxeHun N 2 k HacToswwmm TpeboBaHuam, B pesynbtaTe 4ero
onpegensalTca Mepbl 3awmTbl MHGOpmMauun, obecneymnBarowime 6MOKMpOBaHUE (HENMTpanusaumi) BCEX Yrpos
6e3onacHOCTM MHOPMaLMK, BKIMOYEHHbIX B MOAENb Yrpo3 6e3onacHoCTn nHgopmaumu;

KoHcynbTanTlNKoC

www.consultant.ru Crpanuua 12 u3 24
HaeXHas npaBoBas noaaepXxkKa



http://www.consultant.ru
http://www.consultant.ru
http://www.consultant.ru
http://www.consultant.ru

Mpuka3z ®CTIK Poccum ot 11.02.2013 N 17

(pea. ot 15.02.2017)
"06 6 o [JokymeHT npegoctasneH KoHcynbTaHTINOC
06 yTBepxaeHun TpeboBaHWi O 3aWmuTe MHOpMaUmm, He [lata coxpaHerms: 30.03.2017

COoCTaBfi4lo...

OOMOSIHEHME YTOYHEHHOro aganTMpoBaHHOro 6as3oBoro Habopa Mep 3awuTbl  MHOPMaUMK  Mepamu,
obecneunBalLMMK BbINONHEHNEe TpeboBaHui O 3awWwmTe UHGOPMAaUMW, YCTAHOBIEHHBIMU WHBIMW HOPMAaTUBHbBIMM
npaBoBbIMW akTaMu B 06nacTu 3almTbl MHpopMaLmm, B TOM YMcne B 00n1acTu 3almTbl MEPCOHANbHbIX AaHHbIX.

[Ona Bbibopa mep 3awmTbl MHGOPMaLMM NSt COOTBETCTBYIOLLEro Knacca 3aliuLLeHHOCTM WH(OPMaLMOHHON
CUCTEMbI MPUMEHSIIOTCA METOANYECKNE AOKYMEHTLI, padpaboTaHHble n yTeepxaeHHble PCTIK Poccum B coOTBETCTBUM
c nognyHkToM 4 nyHkta 8 lMonoxeHus o depepanbHowm cnyxbe Mo TEXHUYECKOMY W 3KCMOPTHOMY KOHTPOIO,
yTBepxaeHHoro Ykasom lNpesngeHTta Poccuinckon ®epepaumm ot 16 asrycta 2004 r. N 1085.

22. B nHopMaLMOHHON cUCTEME COOTBETCTBYIOLLErO Kfacca 3alMLEeHHOCTU B paMKax ee CUCTEMbl 3aluuTbl
MHopMaLmn O0IMKHbI ObITb peann3oBaHbl Mepbl 3awuTbl MHGOPMaLMK, BblOpaHHble B COOTBETCTBUM C MYyHKTOM 21
HacTosAwmx TpeboBaHui M obecneumBawowmne 6GnokMpoBaHue (HemTpanusaumw) Bcex Yrpo3 ©HesonacHocTu
WHopmaumn.

Mpu 3TOM B MHCPOPMALIMOHHOW CUCTEME OOJDKEH ObITb, KAk MWHUMYM, pearnv3oBaH afanTMpoBaHHbI 6a30BbIN
Habop Mep 3awuTbl MHGOPMaLMX, COOTBETCTBYHOLUMA YCTAHOBIIEHHOMY Kraccy 3allMLLEHHOCTU MH(OPMaLVOHHON
CUCTEMBI.

23. Tpy HEBO3MOXHOCTU peanusaumm B MHOPMaLMOHHOM CUCTEME B paMKaxX €€ CUCTEMbI 3aLnTbl MHpOpMaLnm
OTAEnNbHbIX BbIBpaHHbIX Mep 3aluMTbl MHAOpMaLmMKn Ha aTanax agantauun 6asosoro Habopa Mep 3awuTbl MHOpMaLn
WUNN YTOYHEHUS afanTMpoBaHHOro G6as3oBoro Habopa Mep 3awmMTbl MHoOpMauum MoryT paspabaTtbiBaTbCsi WHbIE
(komneHcupytowme) mMepbl 3awmuTbl MHpopMauun, obecneuynBalolne afekBaTHOe OIOKMpoOBaHWE (HEWTpanuaauunio)
yrpo3 6e3onacHocTy MHopmaunm.

B aTom cny4yae B xoae pa3paboTkuM CUCTEMbI 3aWwuTbl MHOPMaUUN UH(OPMALMOHHON CUCTEMBbI OOIMKHO ObITh
npoBefeHoO OBOCHOBAHME MPUMEHEHUA KOMMEHCUMPYHLWMX Mep 3awuTbl MHGOPMaLMK, a npu  aTTeCTaLMOHHbIX
UCMbITAHMAX OLEeHeHa [AOCTaTOYHOCTb M a[eKBaTHOCTb [AaHHbIX KOMMEHCUpYHLWKUX Mep Ansa  6noknposaHus
(HemTpanusaunm) yrpo3 6e3onacHOCTM MHopMaLnK.

24, Mepbl 3alWMTbl MHOpMauunM BbIOMpaloTCs M peanu3yrTcd B MHPOPMALMOHHOW CUCTEME B paMKax ee
CUCTEMbI 3aLUUTLI MHPOPMALIMM C YH4ETOM Yrpo3 0e3onacHoOCTU MHGOPMaLUU MPUMEHUTENBHO KO BCEM OObEKTam WU
cybbektaMm JocTyna Ha annapaTHOM, CUCTEMHOM, MNPWKIIagHOM M CEeTEBOM YPOBHSIX, B TOM u4ucrne B cpede
BUpTYyanusaumm n obnayHbIX BbIYNCIIEHUNA.

25. OpraHusaumoHHble Mepbl 1 CPeACTBa 3alnTbl MHAPOPMALMK, MPUMEHsieMble B MHPOPMALIMOHHON cucTeme,
OOMKHbI obecneyvnBaThb:

B MH(POPMaUMOHHBIX cucTeMax 1 Kracca 3alMLLEHHOCTM - 3alMTy OT yrpo3 ©e3onacHocTn MHopmauuw,
CBSI3aHHbIX C AENCTBUAMU HApyLUNTENEN C BbICOKMM NMOTEHLUMAMNOM;

B MH(POPMAUMOHHBIX CUCTEMAaxX 2 Kracca 3alULLIEHHOCTM - 3awuTy OT yrpo3 ©Ge3onacHocTn uHopmaumw,
CBSAI3aHHbIX C AENCTBUSIMU HapyLUUTENEen C NOTEHLMANOM He HKE YCUNEeHHoro 6asoBoro;

B MH(OPMALMOHHBIX cucTeMax 3 Knacca 3aliULEHHOCTM - 3aluTy OT yrpo3 6e3onacHOCTM UWHopmauuu,
CBSI3aHHbIX C AENCTBUAMMW HapyLUUTENEn C NOTEeHLManomM He Hmke 6asoBoro.

MoTeHuMan HapyLIMTenen onpegensieTcs B Xo4e OLEHKM UX BO3MOXHOCTEW, NMPOBOAMMOW MNpW ONpeaeneHun
yrpo3 6e3onacHocTn nHdopmaLmMm B COOTBETCTBUM C NyHKTOM 14.3 HacToswmx TpeboBaHui.

OnepaTtopom MOXET BbITb NPUHATO peLleHne O NPUMEHEHMN B UHEOPMALMOHHOW CUCTEME COOTBETCTBYIOLLENO
Knacca 3aluLeHHOCTM Mep 3aWwuTbl nHdopMaLmm, obecnedmBaloLmnx 3awmTy oT yrpo3 6esonacHocTn mnHdopMaumu,
peanuayemblix HapyLmTenammn ¢ 6onee BbICOKMM NOTEHLMANoM.

(n. 25 B pea. MNpukasza PCTIK Poccumn o1 15.02.2017 N 27)

26. TexHu4yeckne Mepbl 3alMTbl MHpOpMaUUM peanusyloTcs MNOCPeACTBOM MNPUMEHEHUS CPeacTB  3alUMTbI
MHdopmaumMM, B TOM 4uCrie MpOrpaMMHbIX (MporpammMHO-annapaTtHbIX) CPeacTB, B KOTOPbIX OHWM  peanv30BaHbl,
nmerLwmx Heobxoammble yHKUMM 6esonacHocTu. [Npn aTom:

B MH(OPMAaLMOHHbIX cucTemax 1 kracca 3alMLeHHOCTU NPUMEHSIIOTCS CpeacTBa 3alMTbl MHOPMaLMK HE HUXEe
4 xnacca, a TaKkke cpeacTBa BblUNCIIUTENBHOM TEXHMKN HE HKE 5 knacca;

B MH(POPMALIMOHHBIX CUCTEMaX 2 Kracca 3allMLLeHHOCTN NPUMEHSIIOTCS CpeacTBa 3aLllMTbl MHOPMaLMK HE HUXe
5 knacca, a Takke cpeacTBa BbIYMCIMTENBHOW TEXHUKM HE HbKe 5 knacca;

B MH(OPMAUMOHHBIX cucTeMax 3 Kracca 3allMLEHHOCTU MPUMEHSIOTCS cpeacTBa 3awutbl MHPOpMauum 6
Knacca, a Takke cpeicTBa BblYMCIUTENBHOW TEXHUKM HE Hbke 5 kracca.

B nHdopmaumoHHbIX cuctemax 1 1 2 KnaccoB 3alUULLEHHOCTM NMPUMEHSAIOTCA CPeacTBa 3alumThbl MHAOpMaLuu,
npoLueLne NpoBEPKY HE HMDKE YeM MO 4 YPOBHIO KOHTPOSISI OTCYTCTBUSA HEAEKNapMPOBaHHbLIX BO3MOXHOCTEN.

Knaccbl 3awwuTbl onpefensiTcs B COOTBETCTBUM C HOpMaTUBHbIMKM npaBoBbiMu  akTamu DPCTIK Poccuu,
n3gaHHbIMK B COOTBETCTBUM C noanyHkToM 13.1 nyHkTa 8 MNonoxeHus o PefepanbHOn criyxbe no TeXHUYECKOMYy WU
3KCMOPTHOMY KOHTPONIO, yTBEpXAeHHoro Ykasom [NpeangeHta Poccunckon ®epepauun ot 16 asrycta 2004 r. N 1085.

B MHGOpMaUUOHHBLIX CUCTEMAX MPUMEHAIDTCA CpeacTtBa  3awuTbl MHGOPMauUuKW, cepTUuUUMpoBaHHbIE Ha
cooTBeTCTBME 06A3aTenbHbIM TpeboBaHnsaM no 6e3onacHOCTM MHopMauun, yctaHoBneHHsiM PCTIK Poccuu, unn Ha
cooTBeTCTBME TpeboBaHMAM, yKasaHHbIM B TEXHUYECKUX YCroBusaX (3agaHnsx no 6esonacHoctun). MNpu aToM dyHKUMM
6e30MacHOCTM TakUx CPeLCTB AOMKHbLI 0becneyvmBaThb BbIMONHEHWE HAacTosALWMX TpeboBaHuii.
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Mpuka3z ®CTIK Poccum ot 11.02.2013 N 17

(pea. ot 15.02.2017)
"06 6 o [JokymeHT npegoctasneH KoHcynbTaHTINOC
06 yTBepxaeHun TpeboBaHWi O 3aWmuTe MHOpMaUmm, He [lata coxpaHerms: 30.03.2017

COoCTaBfi4lo...

(n. 26 B pea. MNMpukasza PCTIK Poccum o1 15.02.2017 N 27)

27. B cnyyae o6paboTkn B MHE(OPMAUMOHHOM cUCTEME WMHOpMauMu, codepkallen NnepcoHarnbHble AaHHble,
peanu3yemble B COOTBETCTBUM C MyHKTaMu 21 n 22 HacToswmx TpeboBaHun Mepbl 3aLnTbl MHOpMaLmn:

Ans nHpopmaumoHHon cuctembl 1 knacca 3awmweHHocTn obecneunsaot 1, 2, 3 U 4 ypoBHU 3aLUULLEHHOCTU
nepcoHarnbHbIX AaHHbIX <1>;

<1> YcTaHaBnMBaeTCs B COOTBETCTBMU C TpeboBaHMAMMU K 3aLLmTe NepcoHarnbHbIX JaHHbIX Npy ux obpaboTke B
MHGOPMALIMOHHBIX CUCTEMAX NEePCOHanbHbIX AaHHbIX, YTBEPXKAEHHBIMW NOCTaHoBeHMeM [paButenbctBa Poccunckon
depepaumm ot 1 Hos1Opsa 2012 . N 1119.

ONs MHOpMaUMOHHOM cuCTeMbl 2 Knacca 3awueHHocTn obecnevmBaloT 2, 3 M 4 ypOBHU 3aLLUMLLEHHOCTU
NnepcoHanbHbIX aHHbIX <*>;

AN MHopMaUMOHHOW cucTeMbl 3 Knacca 3alueHHocTn obecnieumBaloT 3 U 4 ypOBHU  3aLUMLLEHHOCTU
NnepcoHanbHbIX aHHbIX <*>;

ab3au uckntoyeH. - MNMpukas PCTOK Pocenm ot 15.02.2017 N 27.

28. lNpun ncnonb3oBaHMU B UHMOPMALMOHHBIX CUCTEMAX HOBbIX MHAOPMAaLMOHHBLIX TEXHOSOMMA U BbISBNEHUM
OOMONMHUTENbHBLIX Yrpo3 ©6e3onacHoOCTU MHOpMauuK, Ans KOTOPbIX He onpedeneHbl Mepbl 3awuTbl MHGOPMaLmK,
OOMXKHbI paspabaTtbiBaTbCst KOMMNEHCUPYIOLLME MePbl B COOTBETCTBMU C MYHKTOM 23 HacToAwmx TpeboBaHWN.

Mpunoxexne N 1

K TpeboBaHuAM 0 3awmTe nHdopmaLmm,

He COCTaBnALEN rOCYy4apCTBEHHYIO TalHy,
cogepxallencsa B rocygapCcTBeHHbIX
NMHOPMALMOHHBIX CUCTEMaX

OMPELENEHME KNACCA 3ALLMWEHHOCTY MHOOPMALIMOHHOWN CUCTEMBI

Cnncok 3MeHSILLMX JOKYMEHTOB
(8 pea. MNpukasa PCTIK Poccum o1 15.02.2017 N 27)

1. Knacc 3awuueHHoCTH nHdopmauuoHHon cuctemsl (nepebi knacc (K1), stopon knacc (K2), Tpetun knacc (K3))
onpefensieTcs B 3aBUCUMOCTU OT YPOBHS 3HAa4MMocTu Hcpopmauum (Y3), obpabaTbiBaemor B 3TOM MHGOPMaLMOHHON
cucteme, 1 Mmacwtaba MHpopMaUMOHHOM cucTeMbl (cheaepanbHbIv, perMoHanbHbi, 06 bEKTOBBIN).

(B pea. Mpukasa PCTOK Poccnm ot 15.02.2017 N 27)

Knacc sawmwerHocTn (K) = [ypoBeHb 3HA4YMMOCTU MHpOpMaLun; MacuTab cuctemsl].

2. YpoBeHb 3HAYMMOCTVM WHGOpPMaUMM onpeaenseTcs CTeneHbld BO3MOXHOro yuwepba ana obnagatens
nHdopmaumm (3akasymka) u (Mnu) onepaTopa OT HapyleHus KOHUAEHUManbHOCTU (HenpaBOMepHble [OCTyM,
KOnupoBaHve, npegoCTaBneHne Wnu pacnpocTpaHeHue), LenoCTHOCTM (HenpaBOMEPHbIE  YHUYTOXEHVWe unn
MoaudmLmpoBaHme) nnm GOCTYNHOCTU (HenpaBomepHoe BrokupoBaHue) MHopMauum.

Y3 = [(koHmaeHUmManbHOCTb, CcTeneHb yulepba) (LemnocTHOoCTb, cTeneHb yuepba) (JOCTYMHOCTb, CTeneHb
yulep6al],

roe cTeneHb BO3MOXHOIO yulepba onpenensieTca obnagateneM nHgopmaumm (3akasvymkom) u (Mnm) onepaTtopom
CaMOCTOSITENbHO 3KCNEPTHLIM UMM UHBIMW METOAAMU U MOXKET ObITb:

BbICOKOW, €eCcnu B pe3ynbTate HapyleHuss OoOHOro M3  CBOWCTB  ©esonacHocTu  mHdopmaumm
(koHMAEeHUManNbLHOCTH, LENOCTHOCTM, [OOCTYMHOCTM) BO3MOXHbl CYLLECTBEHHble HeraTtMBHble MNOCMEACTBUS B
couManbHOM, NOSIMTUYECKON, MeEXAYyHapoOHOW, SKOHOMMWYECKOW, (DUHAHCOBOW WM MHbIX 06nacTax AeATenbHOCTU U
(vnn) nudbopmaumoHHas cuctema u (unu) onepartop (obnagartenb MHPOPMAaLMN) HE MOTYT BbIMOSTHATL BO3MOXEHHbIE HA
HUX PYHKUMNK;

cpegHen, ecnu B pesynbTate  HapylweHuss OgHOro u3 cBonmctB  6esonacHoctM  MHdopmauum
(koHMaEeHUManNbHOCTK, LLENOCTHOCTH, AOCTYNHOCTN) BO3MOXHbI YMEPEHHbIE HEraTUBHbIE MNOCNEACTBUS B COLMANbHOMN,
NONUTUYECKOW, MEXOYHapPOAHOW, 3KOHOMUYECKOW, (OMHAHCOBOW WM MWHbIX 06nacTax JAeaTenbHoCcT U (Mnu)

KoHcynbTanTlNKoC

www.consultant.ru Crpanuua 14 u3 24
HaeXHas npaBoBas noaaepXxkKa



http://www.consultant.ru
http://www.consultant.ru
http://www.consultant.ru
http://www.consultant.ru

Mpukas ®CTIK Poccum ot 11.02.2013 N 17

(pea. ot 15.02.2017)

"06 yTBepxaeHun TpeboBaHU 0 3alnTe MHDOPMaLUK, He
COCTaBNAI0...

[JokymeHT npegoctasneH KoHcynbTaHTINOC
[ata coxpaHeHnus: 30.03.2017

MHdopMaLMoHHas cuctema u (unun) onepatop (obnagatene uHdOpMaumMM) HE MOTYT BbIMONHATbL XOTA Obl OOHY U3
BO3JTOXKEHHbIX Ha HUX OYHKLNN;

HWM3KOW, €Cnu B pe3ynbTaTe HapyLleHUs ogHOro u3 cBoncTe 6esonacHocTu nHdopmaumm (KOHpUAEHUMaNnbHOCTH,
LeNTIOCTHOCTM, OCTYMHOCTMN) BO3MOXHbI HE3HAYMTENbHbIE HEeraTMBHblE MOCNEACTBUS B COLManbHOW, MOMUTUYECKOW,
MeXOyHapOL4HON, 3KOHOMUYECKOW, (HMHAHCOBOWM UMM MHbIX 0BNacTaX OeATeNbHOCTU 1 (MNK) MHbOPMaLUMOHHas cucTema
n (unun) onepatop (obnagarens MHOpMaL M) MOTYT BbINOMHATE BO3MOXEHHblIE HA HUX (DYHKUMM C HEegoCTaTOYHON
3(pPHEKTUBHOCTBIO UMK BbIMOSTHEHME (PYHKLUIA BO3MOXXHO TOMBKO C NPUBIIEYEHNEM AOMOSTHUTENBHbLIX CUIT U CPEACTB.

MHdopmMaLms MMeeT BbICOKMIA YpOBeHb 3HaummocTu (Y3 1), ecnu xoTsa Gbl 4N 0QHOro 13 CBOMCTB 6e30macHOCTH
UHpopmaummn  (KOHMAEHLMANbHOCTN, LENOCTHOCTK, [OOCTYMHOCTM) oOnpeaernieHa BbiCOKasi CTeneHb yulepba.
NHdopmauusa nmeeT cpeaHmn ypoBeHbs 3Haunmoctn (Y3 2), ecnu xoTa Obl Ans ogHoOro M3 cBOWCTB 6e3onacHOCTU
nHdopmaumm (koHpMaeHUNaNbHOCTHW, LEeNOCTHOCTU, AOCTYMHOCTUN) onpegeneHa cpefHsis cTeneHb yulepba M HeT Hu
OQHOro CBOWCTBa, ANs KOTOPOro ofnpederieHa BbicOkas cTeneHb yulepba. MHdopmaunss UMeeT HU3KUA YPOBEHb
3HauumocTn (Y3 3), ecnu Onsa Bcex CBOWCTB Ge3onacHOCTM MHopMauunm (KOHMAEHUMANBHOCTH, LIENTOCTHOCTMH,
[OCTYIMHOCTK) onpeferneHbl HA3Kue cTenexu yulepoa.

A63aL nckntoveH. - Npukasz PCTIK Pocecum ot 15.02.2017 N 27.

Mpun obpaboTke B MHPOPMAaLIMOHHON cucTeme AByX U Bonee BuaoB MH(opmauun (cnyxebHas TawHa, Hanorosas
TarHa U WHble YCTaHOBMEHHblEe 3aKkoHoAaTenbCcTBOM Poccuitickon depepaumm Buabl UHGOpMaUMM OrpaHU4EHHOro
JocTyna) ypoBeHb 3HaYMMOCTU MHGopMaLuuu (Y3) onpeaenaTcs oTAeNbHO ANd Kaxaoro Buaa uHgopmaumn. torosbin
YPOBEHb 3HA4YMMOCTUN MHGOpMaLmm, obpabaTeiBaeMor B MIHPOPMaLMOHHON CUCTEME, YCTaHaBMMBAETCS MO HAMBLICLLUM
3HaA4YeHMAM CTEMEHN BO3MOXHOro yulepba, onpegerieHHbIM Ans KOHMMAEHUMaNnbHOCTHN, LEeNIOCTHOCTM, OOCTYMHOCTU
MHOpMaLMK Kaxagoro suaa MHgpopmaumu.

3. WHdopmaumnoHHasa cuctema umeeT dedepanbHbii MacwTad, ecrnm oHa YHKLMOHMPYET Ha TeppuTtopuu
Poccuiickon ®epepauun (B npepenax degepanbHoOro okpyra) M uMMeeT CerMeHTbl B cybbektax Poccuickon
depepaummn, MyHULMNANbHbIX 0Opa3oBaHNAX U (M) OpraHM3aunsX.

MHdopmMaLmoHHas cuctema uMeeT perMoHanbHbIi MacluTad, ecrnim oHa yHKLMOHMPYET Ha TeppuTopumn cybbekTa
Poccuiickon depepaumm m umMeeT CEerMeHTbl B OAHOM WM HECKONbKUX MyHMUMNanbHbIX 00pasoBaHusX u  (Mnu)
NoaBEAOMCTBEHHBIX U MHbIX OpraHn3aLmsX.

MHdopmMaLmoHHaa cuctema umeeT oOOGBbEKTOBbIM MacliTab, ecnv oHa YHKUMOHMPYET Ha O0bObekTax OAHOoro
dhefepanbHOro opraHa rocyiapCcTBEHHOW BriacTu, opraHa rocyaapcTBeHHOM BnacTn cybbekTa Poccuiickon ®eaepaunn,
MyHUUMMNANbLHOro obpasoBaHuMs U (MnM) oOpraHuM3aumMmM M He MMeeT CEerMeHTOB B TeppuTopuasbHbIX OpraHax,
npeacTaBUTeNbCTBaxX, unnanax, NnogBeAOMCTBEHHbLIX M MHbIX OpraHM3aumsX.

4. Knacc 3aluLLeHHOCTM MHAOPMAaLNOHHOM CUCTEMbI ONPeaensieTcsl B COOTBETCTBUMN C Tabnuuen:

YpoBeHb 3HAYNMOCTH MacwTtab MHdopMaLNOHHOM CUCTEMBI
nHdopmaumm
degepanbHbliii PervoHanbHbIN Ob6beKkToBhLIN
Y31 K1 K1 K1
¥32 K1 K2 K2
Y33 K2 K3 K3

(Tabnuua B pea. MNpukasza PCTIK Poccnm o1 15.02.2017 N 27)

Mpunoxexne N 2

K TpeboBaHMsiM 0 3awmuTe nHHopMaLmm,

He COCTaBNALEeN rocyaapCTBEHHYIO TaliHy,
coaepallencs B rocygapCcTBeHHbIX
NH(OPMALIMOHHbBIX CUCTEMAaX

COCTAB
MEP 3AWNTbI MHPOPMALIMN 1 X BA3OBLIE HABOPDI
AOnA COOTBETCTBYIOWEIO KNACCA 3AWLNLLEHHOCTN
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COCTaBnAlo. ..
NH®OPMALIMOHHOW CUCTEMBI
CnncoKk N3MeHsLWnX JOKYMEHTOB
(8 peq. Mpukaza PCTOK Poccum ot 15.02.2017 N 27)
YcnosHoe Mepbl 3aWnTbl MHDOPMaLMKU B MH(POPMaLMOHHbBIX CUCTEMAX Knaccbl
0603HayeHue 3alUmLLEeHHOCTH
N HomMep MHdOPMaLIMOHHON
Mepbl CcUCTEMBI
3 2
I. oeHTudmkaumsa n ayteHTndmrkaumnsa cydobeKkToB goctyna n obbektoB goctyna (MAD)
NAD.1 NoeHTndukauma wn  ayTeHTMduvKaums  nonb3oBatenen, | + +
saBnsaowmuxca paboTHMKaMm onepaTopa
NAD.2 VoeHTudukauma m ayteHTUduKaums YCTPOWCTB, B TOM +
yucre ctauMoHapHbIX, MOBUNBHBIX M NOPTATUBHbBIX
NAD.3 YnpasneHne ngeHtudumkatopammn, B TOM 4ucrne cosgaHue,| + +
NPUCBOEHME, YHNUYTOXEHNE UAEHTN(UKATOPOB
NAD 4 YnpaeneHve cpeactsamu ayTeHTudukaumm, B TOM uucne| + +
XpaHeHue, Bblgaya, vHUUManusaums, GnokupoBaHue cpeacTs
ayTeHTUdMKALUN U NPUHATUE Mep B cry4yae yTpaTbl M (Mnu)
KOMMpomeTaLun CpeacTB ayTeHTudmkaumm
NAD.5 3awuta obpaTHONM CBA3N NpU BBOAE ayTEHTUMUKALMOHHON | + +
WHopmaLmm
NAD.6 MoeHTudukauma n ayteHTUdUKauua nonb3oBatenen, He| + +
ABNAOLLMXCA paboTHNKamMm onepartopa (BHELLHMX
nonb3oBaTenen)
NAD.7 NaeHTndukaums n ayteHTUdmkaums oO0BLEKTOB halioBown
CUCTEMBbI, 3anyckaeMblX U WUCMOMHAEMbIX Moayrnen, oObeKkToB
cucTeM ynpasrneHns 6asamu gaHHbIX, 06bEKTOB, CO34aBaeMbIX
NpuUKNagHbiM 1 crneLmanbHbiM NporpaMMHbIM - obecneyeHnem,
WHbIX 0OBEKTOB AOCTYNa
Il. YnpaBneHne goctynom cybbekToB goctyna k oobektam goctyna (YI4)
yna.1 YnpaeneHve (3aBegeHne, akTuBauusl, OnokupoBaHue U + +
YHUUTOXEHNE) YYETHBIMM 3anvMcAMU MoMb30BaTeNen, B TOM
yncne BHELLHNX MoNb3oBaTenen
yna.2 Peanusaums HeobGXxoaMMbIX MeTOOO0B  (OMCKPELMOHHBIN, + +
MaHOaTHbIA, pONeBON WNWU WHOW MeTOoA), TUMOB (YTEHMeE,
3an1cb, BbIMOMHEHWE UMM UHOW TUM) U MPaBuIT pasrpaHNYeHns
goctyna
yna.3 YnpaeneHve (unbTpauus, Maplipytudauusi, KOHTponb| + +
coeVHEHUN, ogHOHanpaBneHHas nepegada M MHble Cnocobbl
ynpaeneHus) NMHGOPMALIMOHHBIMM noTokamu mMexagy
YCTPOWCTBaMW, CerMeHTaMuM WHGPOPMALMOHHOW CUCTEMBI, a
TaKkke Mexay MHOPMaLNOHHBIMY CUCTEMaMM
yna.4 PasgeneHne nonHomounin (ponen) nonb3oBatenen, | + +
KoHcynbTaHTINOC

HaeXHas npaBoBas noaaepXxkKa

www.consultant.ru

CrpaHuua 16 13 24


http://www.consultant.ru
http://www.consultant.ru
http://www.consultant.ru
http://www.consultant.ru

Mpuka3z ®CTIK Poccum ot 11.02.2013 N 17

(pea. ot 15.02.2017)
"06 yTBepxaeHnn TpeboBaHuii 0 3almTe MHDOPMaLIMK, He

COoCTaBfi4lo...

[JokymeHT npegoctasneH KoHcynbTaHTINOC

[ata coxpaHeHnus: 30.03.2017

aAMWHUCTPATOPOB n nmu, obecne4ynBaroLLmX
dYHKUNOHNPOBaHUE NHPOPMALIMOHHON CUCTEMBI

yra.5

HasHayeHMe MUHUManNbHO  HEOOXOAWMbIX  MpaB U
npuBMNerMn nonb3oBatensaMm, agMUHUCTpATopaMm U nuuam,
obecneuynBalOMM  QYHKUMOHMPOBAHNE  MHOPMAaLMOHHOW
CUCTEMBI

yrpa.e

OrpaqueHme HeycCneLwHbIX MOMNbITOK BXo4a
MHOPMALIMOHHYIO cucTemy (gocTyna K WHEGOPMaLMOHHO
cucrteme)

B
n

yna.7

MpenynpexageHne nonb3oBaTens npuv ero Bxode B
WHPOPMALIMOHHYI0 CUCTEMY O TOM, YTO B MHGOPMAaLMOHHOWN
cUCTEME peanu3oBaHbl Mepbl 3aluTbl MHopmauun, 1M o
HeoOX0AMMOCTU CcOBNIOAEHMS UM YCTAHOBINEHHbIX OMEepaTopoMm
npaeun 06paboTkn nHdopmaLlmm

yra.s

OnoBeLleHne nonb3oBaTens Mocre ycnewHoro Bxoda B
MHPOPMAaLMOHHYI0 CUCTEMY O €ero npenbidyliemM BXoge B
WHPOPMaLMOHHYI0 CUCTEMY

yra.o

OrpaHunyeHune yncna napannenbHbIX CeaHcoB AoCTyna Ans
KaXOoM y4eTHOW 3anucu nofnb3oBatens WHHOOPMAaLUMOHHOMN
CUCTEMBI

yrag.10

BrnokvpoBaHne ceaHca poctyna B MHAOPMALMOHHYIO
cMcTeMy nocrne ycTaHOBMEHHOro BpemeHu 6e3gencteums
(HeakTMBHOCTW) Nonb3oBaTens UK No ero 3anpocy

yrg.11

Paspewenne  (3anper) nencreui nonb3oBaTtenen,
paspeLleHHbIX 40 naeHTudunkaumm n ayTeHTndnkaumm

ynp.12

Moponepxkka n coxpaHeHne atpmubyToB 6e3onacHoCcTM (MEeTOK
H6e3onacHocTM), CBsi3aHHbIX C MHdOpMauMen B npouecce ee
XpaHeHus1 1 06paboTku

yrna.13

Peanusauua saluLLEeHHOro yaaneHHoro 4ocTyna cyobekTos
joctyna Kk  obbektam JocTyna Yyepes BHELLHWe
MHOPMaLIMOHHO-TENIEKOMMYHMKaLMOHHbIE CETH

yna.14

PermameHTaums ©  KOHTpOmb MCNOMb30BaHUS B
WH(OPMALMOHHOW  cucTeMe  TexHonmormn  6ecnpoBOAHOroO
pocTyna

yrng.15

PernameHTauMss ¥ KOHTPOSib MCNONb30BaHUS B
MHOPMALIMOHHOM CUCTEME MOBUIBHBIX TEXHUYECKUX CPEeacTB

yrpa.16

YnpaBneHve B3aMMOOEWCTBMEM C  MHGOPMALNOHHBIMU
cucTemamm CTOPOHHMX opraHusauui (BHeLLHWEe
MH(OPMALIMOHHbIE CUCTEMBI)

ynp.a7

ObecneveHne [oBepeHHON 3arpysku cpencTs
BbIYNCININTENBHON TEXHUKM

lll. OrpaHnyeHne nporpammHon cpegbl (ONC)

orc.1

YnpaeneHue 3anyckom (oGpalleHusMM)  KOMMOHEHTOB
nporpaMmMHoro obecneyeHus, B TOM 4ucre onpendeneHne

KoHcynbTaHTINOC

HaeXHas npaBoBas noaaepXxkKa

www.consultant.ru

Crpanuua 17 u3 24


http://www.consultant.ru
http://www.consultant.ru
http://www.consultant.ru
http://www.consultant.ru

Mpuka3z ®CTIK Poccum ot 11.02.2013 N 17

(pea. ot 15.02.2017)
"06 yTBepxaeHnn TpeboBaHuii 0 3almTe MHDOPMaLIMK, He

COoCTaBfi4lo...

[JokymeHT npegoctasneH KoHcynbTaHTINOC

[ata coxpaHeHnus: 30.03.2017

3anyckaeMblX KOMMNOHEHTOB, HAcTpolka napameTpoB 3arnycka
KOMMOHEHTOB, KOHTPOSlb  3a  3amnyCckoM  KOMMOHEHTOB
nporpaMmMHoro obecrneyeHust

orc.2

YnpaeneHue YCTaHOBKOM (MHCTannsAuuMen) KOMMOHEHTOB
nporpammHoro obecneveHusi, B TOM uucne onpegeneHve
KOMMOHEHTOB, noanexatumx yCTaHOBKe, HacTpovika
napameTpoB YCTaHOBKN KOMMOHEHTOB, KOHTPOSb 3@ YCTaHOBKOW
KOMMOHEHTOB NporpamMmmHoro obecneveHms

Ooric.3

YcTaHoBKa (MHCTaJ'IﬂFlLI,I/IH) TOJTbKO pa3peLieHHoro K
MCNOJ1Ib30BAHUIO NporpamMmmHoOro obecneyeHnss un (I/I.I'IVI) ero
KOMIMOHEHTOB

orc.4

YnpaBneHue BpeMeHHbIMU harinamu, B TOM 4ucne 3anper,
paspelueHue, nepeHanpasneHue 3anucu, yoaneHue
BPEeMEHHbIX hannos

IV. 3awuta mawmHHbIX HocuTenen nHpopmauun (3HN)

3HNA

Y4yeT MalUMHHbIX HOCUTENEN NHpopMaLunn

3HN.2

YnpaeneHve [OCTYNOM K  MalMWHHbIM  HOCUTENsiM
WHopmaumm

3HWN.3

KoHTponb nepemMeLleHus MaLLWHHbIX HocuTenen
MHdOpMaUuK 3a npegenbl KOHTPONMPYEMOWN 30HBbI

3HN.4

WcknroveHne BO3MOXXHOCTU HeCaHKLMOHNPOBAHHOIO
03HAKOMITEHUSI C coepKaHneM MHopMaLUK, XpaHsilLencsa Ha
MaLUMHHbIX HOCUTENsiX, U (MNM) UCMONb30BaHUS HocuTernen
MHOPMAaLIMM B UHBIX MHAPOPMALIMOHHBIX CUCTEMAX

3HN.5

KoHTponb ucnonb3oBaHusa WHTepdencoB BBoAa (BbiBOAA)
MHOPMaLMM Ha MaLLMHHbIE HOCUTENWU MHpopmaLun

3HN.6

KoHTponb BBOAa (BbiBOO4A) MHOpMauUuM Ha MalWHHbIE
HoCcUTENN MHOPMaLIMK

3HN.7

KoHTponb NOAKITHOYEHUS MaLLWHHBIX HocuTenen
MHdopMaLmn

3HN.8

YHuUTOXEHME (CTUpaHue) uHgopMauum Ha  MalUMHHbIX
HoCUTENAX MPU UX Nepefade Mexay nonb3oBaTensamu, B
CTOPOHHME OpraHuM3auuM Ansg pemMoHTa unu yTunusauum, a
TakKe KOHTPOITb YHUUTOXEHUS (CTUPaHUS)

V. Peructpaums cobbituin 6esonacHoctn (PCB)

PCB.1

OnpepeneHne cobbitum  ©e3onacHOCTM,  noAsexalnx
perncTpaumn, n CpoKoB X XpaHeHunsa

PCB.2

Onpep,eneHl/le CoCTaBa W coaepXaHuA I/IH(bOpMaLI,VII/I (0}
cobbITuAX 6e30nacHOCTK, NoAneXxalumx perncrtpauunmn

PCB.3

Cbop, 3anuMcb W XpaHeHwe uHdopMauum o CcoBbITUAX
6e30nacHOCTM B TeYEHME YCTAHOBINIEHHOTO BPEMEHW XpaHeHus!

PCB.4

PearnpoBanne Ha cbon npu peructpauum cobbITUi

KoHcynbTaHTINOC
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©esonacHocT!, B TOM 4MCfle annapatHble W MNporpamMMHble
ownbkn, cbou B MexaHuamax cbopa WHdopmauum U
OOCTUXEHWE Npefena unvM nepenosriHeHns obbema (EMKOCTU)
namsaTy

PCB.5

MOHMTOPWHT (MPOCMOTP, aHanu3) pesynbTaToB perucrpaumm
CobbITHiN GE30MACHOCTMN 1 pearmpoBaHne Ha HKX

PCB.6

"eHepypoBaHue BpeMEHHbIX METOK U (UNIN) CUHXPOHU3aLMSA
CUCTEMHOr0 BPEMEHU B MH(POPMAaLIMOHHOW cUcTeMe

PCB.7

3awmTa nHpopmaumm o cobbiTMaX 6e3onacHOCTU

PCB.8

ObecneyeHne BO3MOXHOCTM MpPOCMOTpPa M  aHanusa
WHpopMaLMm o [eNCTBUAX OTAEeMbHbIX MNoNnb3oBaTenen B
MHGOPMAaLNMOHHOW cUcTeMe

VI. AHTnBUpycHas 3awmta (AB3)

AB3.1

Peanuzaunsa aHTMBVIPYCHOVI 3alnTbl

AB3.2

O6HoBneHne 6asbl  gaHHbIX MNPU3HAKOB  BPEOOHOCHbIX
KOMMbIOTEPHBIX NPOrpaMm (BUpycoB)

VII. ObHapyxeHne BTopxxeHun (COB)

COB.1

O6HapyxeHne BTOpXeHU

COB.2

O6HoBrneHWe 6a3bl peLlatLmx NpaBun

VIII. KoHTponb (aHanua) 3awuweHHocT nHgopmavumn (AH3)

AH3.1

BbisiBneHne, aHanua ya3BMMOCTEN  MH(OPMaLMOHHOWM
CUCTEMbl M OMnepaTMBHOE YCTPaHEHWE BHOBb BbISIBIIEHHbIX
YyS3BMMOCTEN

AH3.2

KoHTponb  ycTaHOBKM 0BHOBNEHNI nporpaMMHoOro
obecneyeHus, BKIIOYast o6HOBMEHNE nporpaMMHoOro
obecneyeHunsi CPeAcTB 3aLmUTbl MHOPMaLmm

AH3.3

KoHTponb paboTocnocobGHOCTM, NapamMeTpoB HACTPOMKM U
NpaBUIBHOCTY bYHKLUMOHMPOBaHWS nporpaMmmMHoro
obecrneyeHnst U CPeaCcTB 3aluTbl MHopMaLun

AH3.4

KoHTpomnb cocTaBa TEeXHUYECKMX CPeAcTB, MPOrpamMmHOro
obecrneyeHunss U CPeacTB 3aLUMTbl MHopMaLK

AH3.5

KoHTponb npaBun  reHepauuMM W CMeHbl  naponemn
nonb3oBaTenen, 3aBedeHMs U yOamneHus YYeTHbIX 3anucewn
nonb3oBaTtenen, peanu3auun  nNpasun pasrpaHuyeHust
[OCTYyrnoM, NOSIHOMOYMIA Morb3oBaTenen B UHAPOPMAaLMOHHOWM
cucteme

IX. O6ecneveHne LenocTHOCTM MHAOPMALMOHHOM cnuctemsl n nHdgopmavmm (OLLT)

oun.1

KoHTponb LEnocTHOCTM MporpaMMHOro  obecneveHus,
BKIIOYas nporpamMmHoe obecrnedeHne CpeacTB  3awuThl
MHdopMaLmn

+

KoHcynbTaHTINOC

HaeXHas npaBoBas noaaepXxkKa

www.consultant.ru

Crpanuua 19 u3 24


http://www.consultant.ru
http://www.consultant.ru
http://www.consultant.ru
http://www.consultant.ru

Mpuka3z ®CTIK Poccum ot 11.02.2013 N 17

(pea. ot 15.02.2017)
"06 yTBepxaeHnn TpeboBaHuii 0 3almTe MHDOPMaLIMK, He

COoCTaBfi4lo...

[JokymeHT npegoctasneH KoHcynbTaHTINOC

[ata coxpaHeHnus: 30.03.2017

o2

KoHTpomnb LenocTHocTu MHdopMmauunM, coaepxallencs B
6asax AaHHbIX NHPOPMALIMOHHON CUCTEMBI

ouf.3

ObecneyeHne BO3MOXXHOCTU BOCCTaHOBIEHUA
nporpammHoro  obecneveHus, BKITtOMad nporpamMmmHoe
obecrneyeHne cpeacTB  3alMUThbI NMHpopmaumn, npu
BO3HVMKHOBEHMM HELUTATHbIX CUTyaLuit

oufl.4

O6HapyxeHne U1 pearMpoBaHMe Ha MOCTynreHne B
WHOPMALIMOHHYIO CUCTEMY He3anpalluBaeMbIX 3NEKTPOHHbIX
coobLeHnn (nncem, OOKYMEHTOB) M WHOWM WHoOpMauuK, He
OTHOCAWMXCA K (PYHKUMOHUPOBAHWUK  MH(OPMaLNOHHON
cucTeMmbl (3awwmTa oT cnama)

oufs

KoHTponb copepxaHua uvHdopMauun, nepegasaemMon U3
WHOPMALIMOHHON CUCTEMBbI (KOHTENHEPHBIN, OCHOBAaHHbLIA Ha
CBOWCTBax 0ObeKkTa 4OCTYyNa, M KOHTEHTHBIN, OCHOBaHHbIA Ha
novcke 3anpelleHHoW K nepegade  MHgopmauum  C
UCMOMb30BaHNEM CUIHATyp, MacoK W MWHbIX METoAOB), MU
WCKIMIOYEHME HenpaBoOMEpHOM nepegayn wuHpopmaumm u3
WH(POPMALMOHHOW CUCTEMBI

oLn.6

OrpaHuyeHue npas nonb3oBaTeneii No BBOAy WHGopMaumm
B MIHYOPMAaLIMOHHYIO CUCTEMY

own.7

KOHTpOJ'Ib TOYHOCTW, MOJIHOTbI N NPaBUITIbHOCTU [OaHHbIX,
BBOAMMbIX B I/IH(*)OpMaLI,VIOHHle cucremy

ouf.8

KoHTponb ownboyHbIX 4ENCTBUIN NoNb3oBaTenen no BBOAY
n (wnu) nepegade wMHPOpMauMM U npeaynpexneHue
nonb3oBaTtenen 06 oWNOOYHbLIX AEACTBUSAX

X. ObecneveHune goctynHocTn uHcpopmaumm (OAT)

oAaT.1

Mcnonb3oBaHue OTKa30yCTOl71‘-IMBbIX TEXHNYECKUX cpencTB

OoAT.2

Pe3epBupoBaHMe TEXHUYECKMX CPEACTB, MNPOrpaMMHOro
obecneyeHnsi, kaHamoB nepefavvM wHdopMaumu, Cpencts
obecneyeHnss PYHKLUNOHMPOBAHNS MHADOPMALMOHHOM CUCTEMBI

OoAT.3

KoHTponb 6e30TKa3HOro (OyHKLMOHMPOBAHUS TEXHUYECKMX
CpeAcTs, obHapyxeHune n nokanusauus OTKa30B
(PYHKUMOHMPOBAHNSA, MNPUHATME Mep MO0 BOCCTAHOBIEHUIO
OTKasaBLUMX CPEACTB U UX TECTUPOBAHUE

OAaT .4

Mepuoanyeckoe pe3epBHOE KONMpOoBaHWe MHopMauun Ha
pe3epBHble MaLUVMHHbIE HOCUTENW HOpMaLIK

oAT.5

O6ecneyeHre BO3MOXHOCTM BOCCTAHOBIEHNS MHGOPMaLNK
C pe3epBHbIX MalLWHHbIX HOCUTENen MHdopMaUnn (pe3epBHbIX
KOMWi1) B TEYEHUE YCTaHOBNEHHOro BPEMEHHOIO UHTepBara

OAT.6

KnacTtepusaums MHMOPMALMOHHON cucTeMbl U (Unn) ee
CErMeHTOB

oAaT.7

KoHTponb coctosiHus ©  KavecTBa npenocTaBneHus
YNOMTHOMOYEHHbIM ~ NIMUOM  BbIYUCAUTENbHBLIX ~ PECypCOoB
(MoLHOCTEN), B TOM Yncne no nepegade nHgopmaumm
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XI. 3awwta cpeabl Buptyanusauum (3CB)

3CB.1

NaeHTndukaums n ayteHTndukaumsa cyobekToB goctyna u
06beKTOB OOCTyna B BMPTyanbHOW WHMPACTPYKType, B TOM
yncne agMUHUCTPaTOpOB ynpasneHus cpeacTeamu
BUpTyanusaumu

3CB.2

YnpaBneHne OOCTynom CyObLEKTOB OOCTyrna K oOObekTam
[0CTyna B BUPTyarbHON MHpacTpyKType, B TOM YMChe BHYTpY
BUPTYanbHbIX MaLUWH

3CB.3

Pernctpaums cobbiTuii  6e3onacHOCTM B BUPTyarbHOWM
MHPaCTPyKType

3CB.4

YnpaeneHve (unbTpauus, MapLupyTM3auus, KOHTPOIb
COeQVHEHMs, OfHOHanpaBrieHHas Mepejaya) MNOTOKaMM
nHdopmaumm mexay KOMMOHEHTamu BMpTyasnbHON
WHPACTPYKTYpbl, a Takke Mo nepumeTpy BUPTyanbHOWM

WHMPaCTPYKTYpbI

3CB.5

[oBepeHHaa  3arpyska cepBepoB BMpTyanusaumu,
BMPTYyanbHOM MalUMHbI (KOHTEWHepa), CepBepOB ynpaBreHus
BUpTyanusauuen

3CB.6

YnpaBneHve nepemelleHMeM  BUPTyaslbHbIX  MalUWH
(koHTENHepPOB)  obpabaTbiBaeMbIX HAa HUX JAHHbIX

3CB.7

KoHTpOnb LENOCTHOCTM BMPTyanbHOW WHAPACTPYKTYPbl U
ee KoHurypauui

3CB.8

PesepBHOe kOMMpoBaHWEe [aHHbIX, pe3epBMPOBaHME
TEXHUYECKNX cpencTs, NporpamMmmHoro obecneyeHuns
BUPTYyanbHOM WH(PaACTPYKTYpbl, a Takke KaHanoB CBA3M
BHYTPW BUPTYanbHOW MHPPACTPYKTYpPbI

3CB.9

Peanusaumss n ynpaBneHue aHTUBMPYCHOW 3alUMTON B
BUPTYanbHOM MHPACTPYKType

3CB.10

Pas3bueHne BUpTyanbHOW MHPACTPYKTYpbl HA CErMeHTbI
(cermeHTUpoBaHWe  BUPTyanbHOM  WHAPACTPYKTYpbl)  Ans
00paboTkn nHdopMaLmm oTaeNbHbIM Mosib3oBaTteneMm u (1nn)
rpynnow nonb3oBaTenemn

XIlI. 3awwmTta TexHuyecknx cpeacts (3TC)

3TCA1

3awmTta uHGopmauun, obpabaTbiBaeMON TEXHUYECKUMMU
cpencrtBamMu, OT ee yTedkn no TexHN4eCKMmM KaHanam

3TC.2

OpraHusaums KOHTPOSIMPYEMOM 30HbI, B Npedenax KoTopou
MOCTOSIHHO ~ pa3MeLlalTcs  cTauMoHapHble  TEXHUYeckue
cpeacTtea, obpabGaTbiBarowme umHGOPMaLMIO, W cpeacTea
3aWmMTbl WMHopmMauun, a Takke cpeacTBa obecneyeHus
(PYHKLMOHNPOBaHMS

3TC.3

KoHTponb ¥ ynpaBneHue U3MYECKMM  OOCTYNOM K
TEXHUYECKM CpeAcTBaM, CpPeAcTBaMm 3aluTbl MHGOpMaLuK,
cpeacteam obecrneveHnss DYHKLMOHMPOBAHUS, a Takke B
NOMELLEHNA U COOPYKEHWS, B KOTOPbIX OHWU YCTaHOBMEHbI,
MCKINoYaloLLe HeCaHKLUMOHNPOBaHHbIA (hU3nYeckuii OocTyn K
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cpeactBam 06paboTkM MHOpMauuK, cpedcTBaM  3alluThbl
nHdpopMaummn 1 cpeactsam obecrneyeHnss pyHKUMOHMPOBaHUS
MH(OPMALIMOHHON CUCTEMBI U MOMELLEHUA U COOPYXEHUs, B
KOTOPbIX OHW YCTAHOBIEHbI

3TC.4

PasmelleHne YCTPOWCTB BblBOAA (oToBpaxeHus)
WHpOpMaLMK, UCKNioYawLee ee  HeCaHKLUMOHMPOBAHHBLIN
npocMoTp

3TC.5

3awmuta OT BHEWHMX  BO3AENCTBUMMA  (BO3OENCTBUM
OKpyXawlLleh cpefbl, HecTabunbHOCTM 3NEKTPOCHaABXEHWS,
KOHOMLIMOHMPOBAHUS U MHbIX BHELLUHNX (DaKTOPOB)

Xlll. 3awmTa

WMHOPMALIMOHHOW CUCTEMbI, €€ CPeCcTB, CUCTEM CBSA3U 1 nepedayn gaHHblx (3UC)

31C A1

PasgeneHne B uHopMauMOHHON cucTeMe QYHKUUA Mo
yrnpaBneHuto (a@MUHUCTPUPOBaHUIO) MHOPMaLMOHHOM
CUCTEMON, YMpaBneHuto (agMUHUCTPUMPOBAHMIO) CUCTEMOMN
3almTbl MHopMauun, dyHKuMA No obpaboTke nHdopmaumm 1
WHBIX OYHKLUA MHEPOPMALIMOHHON CUCTEMBI

+

+

31C.2

MpenoTBpalleHne 3agepXKKu UN NpepbiBaHNS BbINOMHEHUS
NPOLLECCOB C BLICOKUM MPUOPUTETOM CO CTOPOHbI MPOLIECCOB C
HU3KUM MPUOPUTETOM

31C.3

OGecneyeHne 3alWmMTbl  MHGPOPMAUMM OT  PaCKPbITUS,
MoaudVKaLumMmn 1 HaBsi3biBaHUS (BBOA4A JOXHOW WHOpMaLMK)
npu ee nepenade (NOAroToBKe K nepenade) no kaHanaMm CBsi3n,
MMerLnmM BbiXod 3a npenenbl KOHTpOJ‘II/IpyGMOVI 30Hbl, B TOM
yncne 6ecnpoBoaHbLIM KaHanam CBS3u

31C.4

OGecneveHne [OBepeHHbIX KaHana, maplpyTta Mexay
agMuHUCTpaToOpoM, nofb3oBaTeneM U cpeacTBamy  3aluThbl
nHpopmaumm (pyHkumaMm 6He3onacHoCTM cpeacTs  3almTbl
WHcopmaumm)

31C.5

3anpeTr HecaHKUMOHWPOBAHHOW yAaneHHOW aKTuBauuu
Buaeokamep, MUKPOGOHOB 1 NHbIX NepudepuiiHbIX YCTPOUCTB,
KOTOpble MOryT aKTUBMPOBATbLCS YOANEHHO, U  OMnoBeLLeHue
nonb3oBaTtenen o6 akTuBaLUM Taknx yCTPOUCTB

31C.6

Mepegaya WM KOHTpPONb  LENOCTHOCTM  aTpubyToB
OesonacHoctn  (MeTok  ©e30macHOCTU),  CBA3AHHbIX  C
wHdopmauven, npu obmeHe wHPOpPMaUMen € MHbIMU
NMH(OPMALMOHHBIMK CUCTEMaMMU

31C.7

KoHTponb CaHKLMOHNPOBAHHOTO " WCKoYeHne
HEeCaHKLMOHMPOBAHHOIO MCNonNb30BaHus TEXHOoNormmn
MOOMMBHOTO KOAda, B TOM 4uCre perucrtpaumsi  cobbiTun,
CBSA3aHHbIX C UCMONb30BaHNEM TEXHOMOMMN MOOUINbHOrO Koaa,
UX aHanuM3 1M pearMpoBaHMe Ha HapylUeHUs, CBS3aHHble C
MCNonb3oBaHMEM TEXHOMOMMM MOOUNBHOro Koaa

31C.8

KOHTpOJ‘Ib CaHKUMOHNPOBAHHOIO n NUCKIn4yeHne
HEeCaHKLMOHMPOBAHHOIO MCMONb30BaHMS TEXHOOMNIN Nepeaayn
peyn, B TOM YMCNE PperncTpauus coObITUA, CBA3AHHBLIX C
NCMNOMb30BaHNEM TEXHOJSOMMIA Nepedadn peydn, UX aHamma u
pearmpoBaHMNe Ha HapyLUEHWS, CBSAI3aHHbIE C MCMONIb30BaHUEM
TEXHOMOMMN Nepegaydn peyn
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31C.9

KoHTponb CaHKUMOHNPOBAHHOWN n NCKMoYEeHne
HeCaHKLUMOHUPOBaHHON nepegayn BuaeonHgopmauuu, B TOM
yucne perncrtpaums CcobbITU, CBSA3aHHbIX C  Mepepaven
BMAEOMHOPMaLMM, WX aHanus U pearvpoBaHue  Ha
HapyLleHus, CBA3aHHble C nepedaden BuaeonHpopmaumm

31C.10

MoaTeepXxaeHue NPOUCXOXAEHUSA UCTOYHUKA UHopMAaLnK,
norny4yaemon B npoLiecce onpeaeneHuss ceTeBbiX aapecoB Mo
ceTeBbiIM VMMeHaM Wnv onpedenieHns CeTeBbiX WMeEH Mo
ceTeBbIM aapecam

31C.11

ObGecneyeHrie NOANMMHHOCTU CETEBbIX COeAUHEHUI (CeaHCcoB
B3aMMOZEeNCcTBMS), B TOM Yucle Ons 3aluTbl OT MOAMEHbI
CEeTeBbIX YCTPOWCTB 1 CEpBUCOB

3nNC.12

WckntoyeHne BO3MOXHOCTM OTpULAHUA  Morb3oBaTenem
dbakTa oTnNpaBky UHGOPMaLMK ApYroMy Mofib3oBaTento

3nC.13

WcknioueHne BO3MOXHOCTYM OTpUL@HUS  Mofb3oBaTesiem
dhakTa nonyyeHus MHcopMaLuM oOT ApYroro nonsL3oBaTens

31C.14

Wcnonb3oBaHne yCTPOMCTB TeEpMUHANbLHOrO AocTyna Ans
06paboTkn nHpopmaLmm

3nC.15

3awmTta apxmBHbIX (pannoB, napamMeTpoB HACTPOMKU
CpeacTB 3alWnTbl MHOPMaL M U NporpaMMHoOro obecneyeHus
W VHbIX OaHHbIX, HE MoAnexalmx U3MEHEeHWK B npouecce
06paboTkn nHpopmaLmm

3nC.16

BblisiBneHve, aHanus 1 GrnokMpoBaHue B WHOpPMaLIMOHHOM
cUCTeMe CKPbITbIX KaHarnoB nepegays uHgopMauum B o6xof
pearnv3oBaHHbIX Mep 3aluTbl MHOPMAaUUM WNU  BHYTPU
paspeLUeHHbIX CeTEBbIX MPOTOKOOB

3nc.A17

Pa3bueHne WHHOOPMALMOHHONW CUCTEMbI Ha CErMEHTbI
(cermeHTMpoBaHue WHPOPMaLMOHHOM CUCTEMBI) "
obecneyeHve 3aWmThI nepumeTpoB CerMeHToB
WHGOPMALNOHHOW CUCTEMBI

3nC.18

ObGecneyeHve 3arpy3kM W UCMOSNHEHWUA MPOrPamMMHOro
obecriedyeHMss C  MallMHHBLIX  HOcuUTenen  UHdopMaLuK,
OOCTYMHBLIX TOMbKO AN YTEHUS, U KOHTPOSb LENOCTHOCTU
[JaHHOro nporpaMmmHoro obecneyeHus

3nC.19

Msonsuma  npoueccoB  (BbINONMHEHWe  nporpamMmMm) B
BblAeneHHon obnact namsaTu

31C.20

3awmrta 0ecnpoBOOHbIX COEAMHEHUW, MPUMEHSIEMbIX B
WH(OPMALIMOHHOW cucTeme

31C.21

WcknioyeHne poctyna nomnb3oBatens K MHgopMauum,
BO3HUKLLEN B pesynbtarte JEencTBumn npegblaywiero
nonb3oBaTena 4Yepe3 pPeecTpbl, ONepaTMBHYK  NamsTb,
BHELUHME 3anoMuHaloLiMe YCTPOUCTBa U WMHble oOwue Ans
nonb3oBaTenen pecypcbl UHHPOPMALIMOHHON CUCTEMBI

31C.22

3awmrta  MHOPMAaLMOHHOMN cucTeMbl oT yrpos
Oe3onacHoOCTU WHOpMaumMn, HanpaefeHHbIX Ha OTKa3s B
o6cnyxmMBaHMnM NHHOPMALIMOHHOW CUCTEMBI
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3nC.23

BawmTta nepumetpa (pusmyecknx wn (UnM) NOrMYeckux
rpaHuny) MHOPMaLMOHHOW CUCTEMBI NMPU ee B3aNMOAENCTBUMN C
WHBIMK MHGOPMALIMOHHBIMU cucteMmamm "
WMHOPMALMOHHO-TENEKOMMYHUKaLMOHHBIMWN CETAMU

3nC.24

I'Iperau.l,eHme CeTeBbIX COEOWHEHMN MO uX 3aBepLueHnmn
nm no wucrted4eHnn 3agaHHoOro onepatopomMm BpPeEMEHHOIo
MHTEpPBaJia HEaKTMBHOCTU CETEBOro coegunHeHnsA

3nC.25

Wcnonek3oBaHve B UWHGOPMAUUOHHOW cuUcTeMe unuM ee
CermMeHTax pasnnyHbIX TUMOB 0BLLECUCTEMHOTIO, NPUKMIAAHOIo U
crneuManbHOro  MnporpaMMmHoOro  obecneveHus (cospaHue
reTeporeHHon cpefbl)

31C.26

WMcnonb3oBaHue npuknagHoro n cneunanbHOro
nporpaMmMmHoOro obecneyeHus, nMerLnx BO3MOXHOCTb
(*)yHKLI,I/IOHI/IpOBaHI/IFI B Cpefgax pas3findHbiX onepaunoHHbIX
cucremMm

3nc.27

CosgaHue (aMynsaums) NOXHbIX MHPPOPMALMOHHBLIX CUCTEM
UM UX KOMMOHEHTOB, MpedHa3HaYeHHbIX Ans 0OHapyXeHus,
perucTpaumm n aHanusa SENCTBMN HapyluuTenen B npouecce
peanusauun yrpo3s 6esonacHocT1 nHcpopmauum

3nC.28

BocnpousseneHne NOXHbIX W (MNKM) CKPbITUE WCTUHHBIX
oTAerNbHbIX MHAOPMALMOHHBLIX  TEXHOMOINI 7] (vnn)
CTPYKTYPHO-(PYHKLMOHANBHbIX XapaKTepuUcTmK
WHpOpMaLMOHHON cucTeMbl unm ee CErMeHTOB,
obecrneunBalollee HaBs3blBAHME  HAPYLUUTENO  JIOXKHOMO
npeacTaBneHnst 06 MCTUHHBIX WMH(OPMALIMOHHBIX TEXHOMOMMAX
n  (MnNn)  CTPYKTYPHO-(PYHKLMOHAMNbHBIX  XapakTepucTukax
WHOPMALIMOHHON CUCTEMBI

31C.29

MepeBog MHGOPMAULWOHHOM CUCTEMbI UAN €e YCTPOMCTB
(KOMMOHEHTOB) B 3apaHee ONpedeneHHy KOoHUrypaumto,
obecneumBaloLlylo  3awmty  uHdopmaumu, B cryyae
BO3HUKHOBEHUN OTKa3oB (cboeB) B cucTemMe  3alUThbI
MHdOpMaLUUN MHPOPMALIMOHHON CUCTEMBI

31C.30

3a|.|.u/|Ta MOBUMNBbHBIX TEXHUYECKUX cpencTs, NpuMeHAeMbIX B
WH(OPMALIMOHHOW cucTeme

nwo_

Mepa 3almThl

3aLMLLEHHOCTU NMHAOPMALIMOHHON CUCTEMBI.
Mepbl 3aLWnTbl MHOPMaLMKU, He 0603HAYEHHbIE 3HAKOM "+", MPUMEHSTCA Npu aganTaumm 6asoBoro Habopa
Mep ¥ YTOYHEHUN afanTupoBaHHOro 6a3oBoro Habopa Mep, a Takke Npyu paspaboTke KOMMEHCUPYIOLWUX Mep 3aluThbl

VIHd)OpMaU,VIVI B MH(bOpMaLJ,MOHHOVI cnctemMe CoOoTBeTCTBYHLEro Kracca 3awuueHHOCTU.

WHopmaumm BkrodeHa B 6as3oBbil Habop Mep Ans COOTBETCTBYHOLLEro Knacca
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